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1. Introduction to Comodo Internet
Security

Overview

Comodo Internet Security 6.3 offers 360° protection against internal and external threats by combining a powerful
antivirus, an enterprise class packet filtering firewall and an advanced host intrusion prevention system called
Defense+.

When used individually, each of the Antivirus, Firewall and Defense+ components delivers superior protection against their
specific threat challenge. When used together as a full suite they provide a complete 'prevention, detection and cure' security
system for your computer.

COMODO

Internet Security Premium

Realtime Protection:

Last Update: 2 hours ago

Scan Objects
Drop files here

Game Mode | w |

CIS is available in Premium (free), Pro and Complete editions. While the core CIS software is identical for all three versions, the
Pro and Complete packages each offer a range of additional services. The software is designed to be secure 'out of the box' - so
even the most inexperienced users need not have to deal with complex configuration issues after installation.

Comodo Internet Security - Key Features:

*  Antivirus - Proactive antivirus engine that automatically detects and eliminates viruses, worms and other malware.
Apart from the powerful on-demand, on-access and scheduled scan capabilities, CIS 6.3 users can now simply drag-
and-drop items onto the home screen to run an instant virus scan.

»  Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and outbound
Internet attacks.

»  Defenset - A collection of prevention based security technologies designed to preserve the integrity, security and
privacy of your operating system and user data.
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*  Behavior Blocker - Authenticates every executable and process running on your computer and prevents
them from taking actions that could harm your computer. Unrecognized processes and applications will be
auto-sandboxed and run under a set of restrictions so they cannot harm your computer. This gives untrusted
(but harmless) applications the freedom to operate whilst untrusted (and potentially malicious) applications
are prevented from damaging your PC or data.

*  Host Intrusion Protection (HIPS) - A rules-based intrusion prevention system that monitors the activities of
all applications and processes on your computer. HIPS blocks the activities of malicious programs by halting
any action that could cause damage to your operating system, system-memory, registry keys or personal
data.

»  Virtual Kiosk - New to CIS 6.0 and above versions, the Virtual Kiosk is a sandboxed operating environment inside of
which you can run programs and browse the Internet without fear that those activities will damage your real computer.
Featuring a virtual keyboard to thwart key-loggers, home users will find the kiosk is ideally suited to sensitive tasks like
online banking. Advanced users will appreciate the ability to run beta-software in an environment that will not upset the
stability or file structure of their production systems

*  Rescue Disk - Built-in wizard that allows you to burn a boot-disk which will run antivirus scans in a pre-Windows / pre-
boot environment.

«  Additional Utilities - The advanced tasks section contains links that allow you to install other, free, Comodo security
products - including Comodo Cleaning Essentials and KillSwitch.

e Comodo Dragon - Fast and versatile Internet Browser based on Chromium, infused with Comodo's unparalleled level
of Security.

*  GeekBuddy - 24x7 online support service in which Comodo technicians are ready to deal with any computer issues
you may have over an instant messenger style interface.

»  Secure Wireless Internet Connectivity (Complete version only) - TrustConnect makes surfing the web safe from any
public Wi-Fi location

*  Comodo Guarantee (Pro and Complete versions only) - If your computer becomes damaged as a result of malware
and Comodo support services cannot return it to a working condition then well pay the costs of getting it repaired.
Please see the End User License Agreement for full details.

e Online BackUp (Complete version only) - Back-up your important data to Comodo's highly secure servers. Data is
encrypted and can accessed only by the user from any Internet connected computer in the world (10GB storage
space).

Guide Structure
This introduction is intended to provide an overview of the basics of Comodo Internet Security and should be of interest to all
users.

* Introduction
*  Special Features
*  System Requirements
* Installation
e CIS Premium - Installation
*  CIS Pro - Installation and Activation
¢ CIS Complete - Installation and Activation
*  Activating CIS Pro/Complete Services after Installation
«  Starting Comodo Internet Security
e The Main Interface
* Understanding Security Alerts
The next four sections of the guide cover every aspect of the configuration of Comodo Internet Security.
*  General Tasks - Introduction

e Scan and Clean your Computer
* RunaQuick Scan
e RunaFull Computer Scan
* RunaRating Scan
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*  RunaCustom Scan

Instantly Scan Files and Folders

Processing Infected Files

Manage Virus Database and Program Updates
Manage Quarantined Items

View CIS Logs

Manage CIS Tasks

View Active Internet Connections

¢ Firewall Tasks - Introduction

Allow or Block Internet Access to applications Selectively
Stealth your Computer Ports

Manage Network Connections

Stop all Network Activities

Advanced Firewall Settings

¢ Sandbox Tasks - An Introduction

The Virtual Kiosk

«  Starting the Virtual Kiosk

e The Main Interface

¢ Running Browsers inside the Virtual Kiosk

*  Opening Files and Running Applications inside Virtual Kiosk
*  Configuring the Virtual Kiosk

*  Closing the Virtual Kiosk

Run an Application in the Sandbox

Reset the Sandbox

¢ Advanced Tasks - An Introduction

Create a Rescue Disk

*  Downloading and Burning Comodo Rescue Disk
Remove Deeply Hidden Malware

Submit Files

Identify and Kill Unsafe Running Processes

e Advanced Settings

General Settings
*  Customize User Interface
»  Configure Program and Virus Database Updates
e Log Settings
* Manage CIS Configurations
Security Settings
e Antivirus Settings
*  Real-time Scanner Settings
*  Scan Profiles
*  Exclusions
*  Defense+ Settings
*  HIPS Behavior Settings
*  Active HIPS Rules
e HIPS Rule Sets

COMODO

Creating Trust Online®
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*  Protected Objects
«  Behavior Blocker
*  The Sandbox - An Overview
*  Unknown Files: The Sand-boxing and Scanning Processes
«  Configure the Sandbox
*  Firewall Settings
»  Firewall Behavior Settings
*  Application Rules
*  Global Rules
*  Firewall Rule Sets
*  Network Zones
e Port Sets
¢ Manage File Rating
*  File Rating Settings
e Trusted Files
¢ Unrecognized Files
*  Submitted Files
e Trusted Vendors List
The final sections contain configuration and technical help for GeekBuddy and TrustConnect.
*  Comodo GeekBuddy

*  Overview of Services

*  Activation of Service

*  Launching the Client and Using the Service

*  Accepting Remote Desktop Requests

e Chat History

e Using Issue Tracker

*  Uninstalling Comodo GeekBuddy

e TrustConnect Overview

«  Comodo Dragon

e Introduction to PrivDog
¢ Comodo Backup

e Appendix 1 - CIS How to... Tutorials

*  Enabling / Disabling AV, Firewall and Auto-Sandbox Easily

»  Setting up the Firewall For Maximum Security and Usability

*  Blocking Internet Access while Allowing Local Area Network (LAN) Access
e Setting up the HIPS for Maximum Security and Usability

»  Setting up the Behavior Blocker for Maximum Security and Usability
»  Password Protect Your CIS Settings

*  Reset Forgotten Password (Advanced)

*  Running an Instant Antivirus Scan on Selected Items

*  Creating an Antivirus Scanning Schedule

*  Running Untrusted Programs In the Sandbox

*  Running Browsers inside Sandbox

*  Running Untrusted Programs Inside Virtual Kiosk

*  Running Browsers Inside the Virtual Kiosk
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*  Restoring Incorrectly Quarantined ltem(s)
*  Submitting Quarantined Items to Comodo for Analysis
«  Enabling File Sharing Applications like BitTorrent and Emule
«  Blocking any Downloads of a Specific File Type
« Disabling Behavior Blocker and Auto-Sandboxing on a per-application basis
*  Switching Between Complete CIS Suite and Individual Components (just AV or FW)
«  Switch Off Automatic Antivirus and Software Updates
»  Suppressing CIS Alerts Temporarily while Playing Games
*  Renewing or upgrading your License
*  Appendix 2 - Comodo Secure DNS Service

*  Appendix 3 - Glossary of Terms

1.1.Special Features

Behavior Blocker

»  Authenticates the integrity of every program before allowing it to load into your computer's memory
»  Performs Cloud Based Behavior Analysis for immediate identification of Malware

e Alerts you every time an unknown or untrusted applications attempts to run or install

*  Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system

*  Prevents unauthorized modification of critical operating system files and registry entries

* Includes auto-sandbox feature to completely isolate untrusted files from the rest of your computer

Host Intrusion Prevention System

»  \Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

*  Monitors the activities of all applications and processes on your computer and allows executables and processes to
run if they comply with the prevailing security rules

»  Blocks the activities of malicious programs by halting any action that could cause damage to your operating system,
system-memory, registry keys or personal data.

»  Enables advanced users to enhance their security measures by quickly creating custom policies and rulesets using
the powerful rules interface.

Virtual Kiosk

An innovative sandboxed environment to run programs and browse the Internet isolated from your real computer. Applications
and browsers run inside the kiosk leave no cookies or history behind on your real system, making it an extremely secure
environment for Internet banking and online shopping.

*  Prevents malicious websites from installing viruses malware, rootkits and spyware onto your computer and provides
protection against hacking

»  Features a virtual keyboard that allows you to securely enter user-names, credit card numbers and passwords without
fear of key-logging software recording your physical keystrokes

*  Enables advanced users to run beta-software in an environment that will not upset the stability or file structure of their
production systems

Advanced Network Firewall Engine

The Firewall component of Comodo Internet Security offers the highest levels of perimeter security against inbound and
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outbound threats - meaning you get the strongest possible protection against hackers, malware and identity thieves. Now we've
improved it again by adding new features like,

»  Stealth Mode to make your PC completely invisible to opportunistic port scans;

»  Wizard based auto-detection of trusted zones;

*  Predefined Firewall policies allow you to quickly implement security rules;

»  Diagnostics to analyze your system for potential conflicts with the firewall and much more.
Comprehensive Antivirus Protection

»  Detects and eliminates viruses from desktops, laptops and network workstations;

*  Performs Cloud based Antivirus Scanning;

«  Employs heuristic techniques to identify previously unknown viruses and Trojans;

»  Scans even Windows Registry and System Files for possible spyware infection and cleans them;

*  Constantly protects with real-time, On-Access scanning;

*  Comodo AV shows the percentage of the completed scanning;

*  Rootkit scanner detects and identifies hidden malicious files and registry keys stored by rootkits;

e Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;

e Comodo AV realtime scanning performance in Stateful mode;

»  Seamless integration into the Windows operating system allows scanning specific objects 'on the fly';

»  Daily, automatic updates of virus definitions;

* Isolates suspicious files in quarantine preventing further infection;

e Builtin scheduler allows you to run scans at a time that suits you;

»  Simple to use - install it and forget it - Comodo AV protects you in the background.
Intuitive Graphical User Interface

*  Advanced and Compact View summary screens gives an at-a-glance snapshot of your security settings;

»  Easy and quick navigation between each module of the firewall, Antivirus and Defense+;

»  Simple point and click configuration - no steep learning curves;

*  New completely redesigned security rules interface - you can quickly set granular access rights and privileges on
a global or per application. The firewall also contains preset policies and wizards that help simplify the rule setting
process.

Comodo GeekBuddy (Pro, Complete versions only)

CIS Pro and Complete customers receive Comodo GeekBuddy - Live expert remote support for virtually all personal computer
issues. Pro and Complete users benefit from the convenience of having a computer security expert on tap 24/7 to help them fix
problems right in front of their eyes.

The services include:

e \Virus & Malware Removal

* Internet and Online Identity Security

e Printer or Email Account Setup

*  Software Activation

e General PC Troubleshooting

e Computer Power Setting Optimization

e Comodo Software Installation and Set up
*  Comodo Account Questions.

Please visit http://lwww.geekbuddy.com/ for full product details.

Note: To use the GeekBuddy service on a continuous basis, you have to purchase the product at
http:/lwww.geekbuddy.com/, register and activate your account.
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Comodo TrustConnect
Included with a Complete subscription, Comodo TrustConnect is a fast, secure Internet proxy service that makes surfing the web
safe -

» At Coffee shops, Hotels and Airports;

*  Atany other public Wi-Fi location;

e Atyour home location;

*  For Enterprises with remote workers and road-warriors that need secure access to internal networks.

Comodo Dragon
Fast and versatile Internet Browser based on Chromium, infused with Comodo's unparalleled level of Security.

e Improved Privacy over Chromium

e Easy SSL Certificate Identification

e Fast Website Access

e Greater Stability and Less Memory Bloat

* Incognito Mode Stops Cookies, Improves Privacy

e Very easy to switch from your Browser to the Dragon

Comodo Internet Security - Extended Features
Highly Configurable Security Rules Interface

Comodo Internet Security offers more control over security settings than ever before. Users can quickly set granular Internet
access rights and privileges on a global or per application basis using the flexible and easy to understand GUI. This version also
sees the introduction of preset security policies which allow you to deploy a sophisticated hierarchy of firewall rules with a couple
of mouse clicks.

Application Behavior Analysis

Comodo Internet Security features an advanced protocol driver level protection - essential for the defense of your PC against
Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Internet Security features cloud based analysis of unrecognized files, in which any file that is not recognized and not in
Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis. Each file is executed

in a virtual environment on Comodo servers and tested to determine whether it contains any malicious code. The results will be
sent back to your computer in around 15 minutes.

Event logging

Comodo Internet Security features a vastly improved log management module - allowing users to export records of Antivirus,
Firewall and Defense+ activities according to several user-defined filters. Beginners and advanced users alike are greatly
benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Internet Security now includes the buffer-overflow protection original featured in Comodo Memory Firewall. This
provides protection against drive-by-downloads, data theft, computer crashes and system damage.

'Training Mode' and 'Clean PC' Mode
These modes enable the firewall and host intrusion prevention systems to automatically create 'allow’ rules for new components

of applications you have decided to trust, so you won't receive pointless alerts for those programs you trust. The firewall learns
how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)
The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This database checks

the integrity of every executable and the Firewall alerts you of potentially damaging applications before they are installed. This
level of protection is new because traditionally firewalls only detect harmful applications from a blacklist of known malware -

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 12


http://www.comodo.com/trustconnect/

Creating Trust Online®

-

.-’/

Comodo Internet Security 6.q_;____User"GU'i’d’ef COMODO

often-missing new forms of malware as might be launched in day zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing virtually one
of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without detection. CIS
protects its own registry entries, system files and processes so malware can never shut it down or sabotage the installation.

Sandboxing as a security feature

Comodo Internet Security's new 'Virtual Kiosk' is an isolated operating environment for unknown and untrusted applications.
Because they are virtualized, applications running in the sandbox cannot make permanent changes to other processes,
programs or data on your 'real' system. Comodo have also integrated auto-sandboxing directly into the security architecture of
CIS to complement and strengthen the Firewall, Defense+ and Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built in submit
feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and update our database
for all users.

Enhanced Browser Privacy

PrivDog, a new browser extension that can be installed with CIS, improves your online privacy by detecting and blocking any 3rd
party trackers or ad networks that are monitoring your activity while on a website. Supported browsers include Comodo Dragon,
Comodo Ice Dragon, Google Chrome and Mozilla Firefox.

1.2.System Requirements

To ensure optimal performance of Comodo Internet Security, please ensure that your PC complies with the minimum system
requirements as stated below:

Windows 8 (Both 32-bit and 64-bit versions) e 384 MB available RAM
Windows 7 (Both 32-bit and 64-bit versions) « 210 MB hard disk space for both 32-bit and 64-
Windows Vista (Both 32-bit and 64-bit versions) bit versions
e Internet Explorer Version 5.1 or above
Windows XP (Both 32-bit and 64-bit versions) e 256 MB available RAM
e 210 MB hard disk space for both 32-bit and 64-
bit versions

* Internet Explorer Version 5.1 or above

1.3.Installation

Before you install Comodo Internet Security, read the installation instructions carefully and also review the system requirements.
Additional services and features such as activation of your GeekBuddy account and/or Comodo Guarantee are carried out after
the base installation has been completed.

Please note - the CIS software itself is identical for all customers regardless of the package type. All versions (including free)
include all security features, technologies and updates. The difference between the package types lies in the availability of
additional services such as GeekBuddy, TrustConnect, Online Storage and the Comodo Guarantee. Activation of additional
services is carried out after the base installation has been completed.

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. More specifically, remove any other products of the same type as those Comodo products you plan to install. For
example, if you plan to install only the firewall then you do not need to remove 3rd party antivirus solutions and vice-versa. If you
are installing full CIS (both FW and AV) then you need to remove both types of product if they are present on your system.
Failure to remove products of the same type could cause conflicts that mean CIS will not function correctly. Users should consult
their vendor's documentation for precise uninstallation guidelines, however the following rough steps will help most Windows
users:
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e Click the Start button to open the Windows Start menu
e Select Control Panel > Programs and Features (Win 8, Win 7, Vista); Control Panel > Add or Remove Programs (XP)
e Select your current antivirus or firewall program(s) from the list
*  Click Remove/Uninstall button
*  Repeat process until all required programs have been removed
Click the links below for detailed explanations:

¢ CIS Premium - Installation
¢ CIS Pro - Installation
¢ CIS Complete - Installation

1.3.1. CIS Premium - Installation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. Click here to read the full note.

In order to install Comodo Internet Security - Premium, you need to download the setup file from
http:/lwww.comodo.com/home/download/download.php?prod=cis.

*  Choose whether you want the 32 or 64 bit version of CIS then click 'download'

* If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains BOTH 32
and 64 bit installers. The setup routine will automatically detect which version of Windows you have and install the
appropriate version. Please note, the Universal Windows Installer is a much larger download than the individual 32 or
64 bit setup files.

After downloading the required Comodo Internet Security setup file to your local hard drive, double click on it . to start
the installation wizard.

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Internet Security is
available in several languages.

COMODO nstalier

@ Select the language

\English (United States) - By COMODO

Cancel

e Select the language in which you want Comodo Internet Security to be installed from the drop-down menu and
click 'OK'.
Step 2 - Installation Configuration

The installation configuration screen will be displayed.
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COMODO intermet Secu rity Premium [nstaller

COMODO Internet Security Premium
with GeekBuddy =nd Dragon

Enteryour email address (aptional):

I'wantto enable added security while in the Internet by changing my DMNE settings to COMODO
Secure DMS servers Wihat is this?

|wantto enahle "Cloud Based Behavior Analysis" of unrecognized programs by submitting them to
COMODO with respect to the Privacy Policy

lwantto help COMODO by setting my home page and search engine provider to Yahoo! (Applies to
all supported hrowsers)

Customize Installation Cancel

*  Please review and/or modify the settings in the dialog.

* Ifyou click 'Customize Installer' then you can choose advanced options . These include which CIS components you
wish to install, the ability to choose CIS installation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

Comodo Internet Security Premium is activated free of cost for lifetime usage. If you wish to sign up for news about
Comodo products then enter your email address in the space provided. This is optional.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by
blocking access to malware-hosting sites, by any program running in your system.

In this step of installation of Comodo Internet Security, the DNS settings of your computer can be changed
automatically to direct to our DNS servers. You can disable the service at anytime and revert to your previous settings.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to
Appendix 2 Comodo Secure DNS Service.

To enable Comodo Secure DNS, select 'l want to enable added security while in the internet by change my DNS
Servers to COMODO SecureDNS Servers'. Click the 'What is this' link to know more about Comodo Secure DNS
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Servers.
Cloud Based Behavior Analysis

Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior
analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains
any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the 'Privacy Policy' link.

Browser Homepage
Your default home page and search engine will be set to Yahoo!
e Click the 'Next' button.

In the next screen, you can choose to install PrivDog and read the license agreements for CIS and PrivDog.

COMODO internet Secu rity Premium Installer

COMODO Internet Security Premium
with GeekBuddy and Dragon

| want to install PrivDog and block potentially malicious advertisements fram reaching my computer

by hlocking all third party advertiserment networks,  YWhat is this?

o vdog o

| want PrivDog to only show me AdTrustMedia ads.  What is this?

By clicking "&gree and Install® button, you agree to the User License Agreement(s):

Comodao Internet Security License Agreement
PrivDog Privacy Policy and License Agreement

Customize Installation < Back Agree and Install Cancel

PrivDog

PrivDog is a browser extension that improves the transparency, privacy and speed of your online experience by automatically
detecting and blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will
display the number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a
more detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers,
cookies, widgets and other data collection processes. The extension can also block all current banner ads in a webpage and
replace them with safe and trusted ads. If you elect to install PrivDog, the extension will be automatically installed in any
supported browsers detected on your system (Comodo Dragon, Comodo IceDragon, Google Chrome and Mozilla Firefox). You
can remove the extension at any time from within the browser itself.
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e Select the first option if you want to install PrivDog.

* Ifyou select the first option, the second option allows you to choose to view only ads from AdTrustMedia in your
browser.

End User License Agreements

Read the complete User License Agreements by clicking the 'License Agreement' links of Comodo and PrivDog respectively
before proceeding with the installation. To read the PrivDog privacy policy link, click the Privacy Policy link next to it.

COMODO internet Secu rity Premium [nstaller
Flease read the user license agreement:

END USER LICENSE AND SUBSCRIBER AGREEMENT s’
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE —

MPORTAMT PLEASE READ THESE TERMS CAREFULLY BEFORE DOWYNLOADING,
INSTALLING, OR USING COMODO 5 ANTHIREUS, FIREWALL OR INTERNET
SECURITY 30F TWARE AND REMOTE PERSOMAL COMPUTER SUPFORT
SERWICES (THE PRODUCTS ) THE PRODUCTS MEANS ALL OF THE ELECTRONIC
FILES PROWIDED EITHER BY DOWMLOAD OR O PHYSICAL MEDIA (CD-ROM, DD
OR OTHER MEDIA THAT 15 PROVIDED WITH THIS LICENSE AGREEMEMNT . BY
DOWWNLOADING, INSTALLING, OR USIMNG THE PRODUCTS, OR BY CLICKING OM |
ACCEPT BELOWY, vOU ACENOWLEDGE THAT YOU HAVE READ THIS AGREEMENT,
THAT ¥OU UNDERSTAND IT, AND THAT YvOU AGREE TO BE BOUND BY ITS TERMS.
IF 50U DO NOT AGREE TO THE TERMS HEREIM, DO NOT DOWNLOAD OR USE
THE SOFTWARE, SUBSCRIBE TO OR USE THE SERVICES, OR CLICK OM |
ACCEPT .

This end user license and subscriber agreement is between you (Oyou or
Subscriber ), as either an individual or as a business entity, and either:

a. ifyou are not located in China, Comodo Security Solutions, Inc., which has its
principal place of business at 525 Washington Blvd ., Suite 1400, Jersey City, Mew
Jersey 07310, or

b, ifwou are located in China, Beijing Comodo Software Development Co. Ltd., which
has its principal place of business at 401 Tower B., Fenglan International Flaza,
32 Beidajie Xizhimen, Haidian District, Beijing, China.

Both are referred to herein as Comodo |

e T e S e s 11| P

Frint

After reading the agreements, click the 'Back' button to return to the installation configuration screen.

Once back at the main installer screen, if you wish to configure advanced options, click 'Customize Installation' . Otherwise,
click 'Agree and Install' to begin installation .

Customizing Installation

Clicking the 'Customize Installation' link opens an advanced options interface that enables you to choose which elements you
would like to install, configure security popup alerts and choose the installation path. In order to obtain maximum protection,
Comodo recommends that you uninstall any third party personal Firewall and Antivirus in your system and select all the
components to get the full benefit of the product.

Select Components to Install (Click to go back to Step 2)

Click the 'Installation Options' tab to select the components to be installed.
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COMOD O internet Security Premium Installer

H Installation Options ” Configuration Options Files Locations

Install COMODO Antivirus
! Ingtall COMODO Firewsall
B nstal COMODO GeekBuddy

@J Install COMODO Dragon Yeb Browser

COMODO Antivirus
COMODO Antivirus:

& Detects, blocks and eliminates wiruses from desktops and netwarks
Constantly protects with real-time On Access scanning
Daily, automatic updates of virus definitions
Built-in proactive defense against viruses/trojans
100% Free

Product Size: 43.8 MB Total Download Size: 98.7 MEB

* Install COMODO Firewall - Selecting this option installs Comodo Firewall and Defense+ components. Deselect this
option, if you already have third party Firewall protection activated in your computer system. Comodo Firewall
installation is mandatory to qualify for the virus free guarantee.

* Install COMODO Antivirus - Selecting this option installs Comodo Antivirus and Defense+ components. Deselect this
option, if you already have a third party virus protection activated in your computer system. Comodo Antivirus
installation is mandatory to qualify for the virus free guarantee.

* Install COMODO GeekBuddy - Selecting this option installs GeekBuddy, a 24 x 7 remote support service in which
Comodo experts can help you solve any computer related problems you may encounter. Refer to the section Comodo
GeekBuddy for more details.

* Install COMODO Dragon Web Browser - Selecting this option installs Comodo Dragon, a fast and versatile Internet
browser based on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section
Comodo Dragon for more details.

Configuration Options

Click the 'Configuration Options' tab to configure pop-up alert options.
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COMOD O internet Security Premium Installer

Configuration Options

H Installation Options ‘ ‘ Files Locations

Q Do not show alerts that request security decisions as much as possible

This secunty configuration configures Firewall, Defense+, Sandbox and Antivirus in
such a way that popup alerts are automatically answered as much as possible.

* Do Not show alerts that request security decisions as much as possible - When this option is selected, CIS is
configured to automatically deal with most issues in a secure manner without raising a popup alert - thus minimizing
user intervention. Most users should leave this option at the default state of enabled. Advanced users wishing to gain
greater insight into CIS actions and/or to have more control over security decisions may wish to disable this option.

Choosing Installation Location

Click the 'Files Locations' tab to choose the installation path.
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CU M D D 0 Internet Security Premium [nstaller

H Installation Options H Configuration Options

l Choose the installation path:

|C:\F‘r0gram FileshCOMODINZOMODD Internet Security?,

[ Files Locations

This screen allows you to select the folder in your hard drive for installing Comodo Internet Security. The default path is
C:\Program Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default
location, click 'Browse' to choose a different location.

After customizing your installation, click the '‘Back' button to return to the installation configuration screen.
»  Once you are satisfied with your settings, click 'Agree and Install' to begin installation.
Step 3 - Installation Progress (Click to go back to Step 2)

The installation progress will be displayed...
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COMODO internet

Installing COMODD Intermet Security..

...and on completion, the successfully completed dialog will be displayed.
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Congratulations!

You have successfully completed the installation.

A certified technician can now
help you configure it for FREE

Limited time Offer >>> e call +1888-258-7142

e (Click the 'Close' button.

Step 4 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.
CO M D Ij O Internet SecuUrity Premium Installer

YouU must restart your system for the configuration changes to take
effect.
Click "™es' to restart now or ‘Mo’ it you plan to manually restart later.

[ | MO

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.
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Step 5 - After Restarting Your System

After restarting, a 'thankyou' screen will appear. This contains a summary of the components you chose to install as well as
some friendly advice.

COMODO internet Security Premium

COMODO Internet Security Premium

Thank you for installing COMODO Internet Security Premium. Choosing
COMODO far your PC security is a responsibility we take very seriously

Naow is the time to start familianzing yourself with your cerified GeekBuddy
technicians. They can assist you with security related issues you have, not just
issues related to viruses and malware

A certified technician can now help you configure it for FREE
Limited time Offer »»» B call +1888-258-7142

Antivirus GeekBuddy

Ewer experience a problem with your
computer that you cant fix?

All antivirus programs block known
threats, but what about unknown threats?

Our award winning Antivirus software includes Your subscription includes GeekBuddy. You will
Sandboxing to prevent all unknown programs from have licensed technicians who are ahways available
running until they have been scanned and approved. via chat and phone o assist you with ANY computer

issue you have

B Do not show this window again

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the 'Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 23



Creating Trust Online®

Comodo Internet Security 6.q_,_;____User"GU'i’d__ef ., COMODO

.-’/’

COMODO network Detected

Join a New Network
Wired: 555 S8 5" ©080d

Please select your location:

t

netwiork

- | am at Work
EE Choose ifyou are atwark place and have just connected your computerto a
local netwaork

| am at a Public Place

Choose this aption ifyou are at public place such as a coffee shop, haotel or
school ete.

- | am at Home

)

'] Chooseifyou are at home and have just connected your computer to a local
i

[] Do not detect new networks again

»  Select your location from the three options above

e Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard')

The virus database will be updated automatically for the first time after installation.
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oad speed 69.32 KB/s
. 16.47 MB

whloading: BASE_EMD_USER_w16410.cav [16.47 MBM

Task Status

' Check for signature updates Completed

(_-) Downlead signatures In Progress {(10.4%
9 gress | }

[ Send To Background ]

The screen will display details such as download speed, how much has been downloaded and the progress of the process. You
can also send this task to the background by pressing the 'Send to Background' button and retrieve it in the "Task Manager'
interface. Refer to the section 'Manage CIS Tasks' for more details. When the virus database has been downloaded, the
'‘Completed' dialog will be displayed.

COMODO Lpdate

Completed

Task Status

' Check for signature updates Completed

' Download signatures Completed

¥ Install signatures Cormpleted

Cloze (5)

CIS will commence a Quick Scan of system memory, autorun entries, hidden services, boot sectors and other critical areas
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automatically after the virus database has been updated.

COMODO =:can

ask Quick Scan
ed Time: 00:24:32

talledApplic...
& Threat(s) Found: 0

[] Turn offthis computer if no threats are found at the end ofthe scan

Il Pause Send To Background

If you do not want the scan to continue at this time, click the 'Stop' button.

After the scanning is complete, the results screen will be displayed.

COMODO Scan

Quick Sean
apsed Time: 00:00:17
can Finished
&\ Threat(s) Found: 1
Threat Name Action | Clean

B Tropware Win32 . GameThief Magania ~BKB& 100857744

|— CADOCUME~TWJOHMSM~1LOCALS ~11Tempicvasds0.dll o Clean

[ Apply Selected Actions I

Turn affthis computer if no threats are found at the end ofthe scan

If any threats are detected, they will be displayed and you can choose to take appropriate action from any of the drop-down
fields in the screen and click 'Apply Selected Actions' button. Refer to the section 'Processing Infected Files' for more details.
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1.3.2. CIS Pro - Installation and Activation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. Click here to read the full note.

Comodo Internet Security Pro 6.3 can be downloaded from http:/lwww.comodo.com/home/download/download.php?
prod=cis-pro after signing up for subscription and includes, Comodo Dragon, GeekBuddy and the Comodo Guarantee.

»  Choose whether you want the 32 or 64 bit version of CIS then click 'download'

»  If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains BOTH 32
and 64 bit installers. The setup routine will automatically detect which version of Windows you have and install the
appropriate version. Please note, the Universal Windows Installer is a much larger download than the individual 32 or

64 bit setup files.
After downloading the required Comodo Internet Security setup file to your local hard drive, double click on the setup file to start
the installation wizard.

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Internet Security is
available in several languages.

COMODO installer

Q Select the language

|Eng|ish (United States) - By COMODO

e Select the language in which you want Comodo Internet Security to be installed from the drop-down menu and
click 'OK'.

Step 2 - Installation Configuration

The installation configuration screen will be displayed.
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COMODO internet Security Pra 2013 Installer

COMODO Internet Security Pro 2013
with GeekBuddy and Dragon

Enteryour email address {optional):

|'want to enahle added security while in the Internet by changing my DRNS settings to COMODO
Secure DMS servers. What is this?

| wantto enable "Cloud Based Behavior Analysis" of unrecognized programs by submitting them to

COMODC with respect to the Privacy Palicy
l'want to help COMODO by setting my home page and search engine pravider to Yahoao! (Applies to

all supparted browsers)

Customize Installation

*  Please review and/or modify the settings in the dialog.

»  Ifyou click '‘Customize Installer' then you can choose advanced options. These include which CIS components you
wish to install, the ability to choose CIS installation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

If you wish to sign up for news about Comodo products then enter your email address in the space provided. This is
optional.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by
blocking access to malware-hosting sites, by any program running in your system.

In this step of installation of Comodo Internet Security, the DNS settings of your computer can be changed
automatically to direct to our DNS servers. You can disable the service at anytime and revert to your previous settings.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to
Appendix 2 Comodo Secure DNS Service.

To enable Comodo Secure DNS, select 'Change my DNS Servers to COMODO SecureDNS Servers. Click the 'What
is this' link to know more about Comodo Secure DNS servers.

Cloud Based Behavior Analysis
Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior
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analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains
any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the 'Privacy Policy' link.

Browser Homepage

Your default browser home page and the search engine will be set as Yahoo!
e Click the 'Next' button.

In the next screen, you can choose to install PrivDog and read the license agreements for CIS and PrivDog.

COMODO irternet Security Pro 2013 Installer

COMODO Internet Security Pro 2013
with GeekBuddy and Dragon

I'want to install PrivDog and block potentially malicious advertisements from reaching my computer
by hlocking all third party advertizserment networks,  YWhat is this?

%o vdog o

lwant PrivDog to only show me AdTrusthedia ads.  What is this?

By clicking "agree and Install® button, you agree to the User License Agreement(s):

Comodo Internet Security License Agreement
PrivDog Privacy Policy and License Agreement

Customize Installation < Back Agree and Install Cancel

PrivDog

PrivDog is a browser extension that improves the transparency, privacy and speed of your online experience by automatically
detecting and blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will
display the number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a
more detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers,
cookies, widgets and other data collection processes. The extension can also block all current banner ads in a webpage and
replace them with safe and trusted ads. If you elect to install PrivDog, the extension will be automatically installed in any
supported browsers detected on your system (Comodo Dragon, Comodo IceDragon, Google Chrome and Mozilla Firefox). You
can remove the extension at any time from within the browser itself.

e Select the first option if you want to install PrivDog.

* If you select the first option, the second option allows you to choose to view only ads from AdTrustMedia in your
browser.

End User License Agreement
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Read the complete User License Agreement by clicking the 'User License Agreement' link before proceeding with the
installation.

COMODO internet Security Pro 2013 Installer
Please read the User license agreement

END USER LICENSE AND SUEBSCRIBER AGREEMENT s’
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE —

IMPORTANT PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING, OR USING COMODOD 5 ANTIVIRUS, FIREWALL OF INTERNET
SECURITY SOFTYWARE AND REMOTE PERSOMAL COMPUTER SUPFORT
SERVICES (THE PRODUCTS ) THE PRODUCTS MEANS ALL OF THE ELECTRONMIC
FILES PRCWIDED EITHER BY DOWYNLOAD OR OM PHYSICAL MEDIA (CD-ROM, OWD
OF OTHER MEDIA THAT |15 PROWIDED WITH THIS LICENSE AGREEMENT. BY
DOWNLOADING, INSTALLING, OR USING THE PRODUCTS, OR BY CLICKING O |
ACCERPT BELOWY, YOU ACKMOWLEDGE THAT vOU HAVE READ THIS AGREEMENT,
THAT ¥OU UNDERSTAMD IT, AMD THAT YOU AGREE TO BE BOUND BY ITS TERMS.
IF 50U DO MOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE
THE S0FTWARE, SUBSCRIBE TO OR USE THE SERVICES, OR CLICK ON |
ACCEPT .

This end user license and subscriber agreement is between you (Oyou ar
Subscriber y, as either an individual or as a business entity, and either:

a. ityou are not located in China, Comodo Security Solutions, Inc., which has its
principal place of business at 225 Washington B ., Suite 1400, Jersey City, Mew
Jersey 07310, or

b it you are located in China, Beijing Comodo software Development Co. Ltd . which
has its principal place of business at 401 Tower B., Fenglan International Plaza,
32 Beidajie Xizhimen, Haidian District, Beijing, China.

Both are referred to herein as Comodo .

I S0 oo e ene f e oo o o oe o e e e el o e e B een e enme e e e Fel B0 aea

[

Frint
After reading the agreement, click the 'Back' button to return to the installation configuration screen.

Once back at the main installer screen, if you wish to configure advanced options, click 'Customize Installer'. Otherwise, click
'Agree and Install' to begin installation.

Customizing Installation

Clicking the 'Customize Installer' link opens an advanced options interface that enables you to choose which elements you
would like to install, configure security popup alerts and choose the installation path. In order to obtain maximum protection,
Comodo recommends that you uninstall any third party personal Firewall and Antivirus in your system and select all the
components to get the maximum benefit from Comodo Internet Security Pro 2013.

Select the Components to Install (Click to go back to Step 2)

Click the 'Installation Options' tab to select the components to be installed.
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COMODO nterme

“ Installation Options [ Configuration Options H Files Locations w

K 1nstall COMODO Intemet Security Pro 2013
Install COMODO GeekBuddy

@i Install COMODO Dragon Yweb Browser

|

COMODO Internet Security
An unbeatahble caombination of;
COMODO Antivirus

s Detects, blocks and eliminates viruses from desktops and networks
s Constantly protects with real-time On Access scanning
¢ Dailly, automatic updates of virus definitions

COMODO Firewall

| £

-

Product Size: 43.8 MB Total Download Size: 98.7 MB

* Install COMODO Internet Security Pro 6.3 - Selecting this option installs Comodo Antivirus, Comodo Firewall and
Defense+ components. Installing CIS Pro 6.3 is mandatory to qualify for the virus free guarantee.

* Install COMODO GeekBuddy - Selecting this option installs GeekBuddy, a 24 x 7 remote support service in which
Comodo experts can help you solve any computer related problems you may encounter. Refer to the section Comodo
GeekBuddy for more details.

* Install COMODO Dragon Web Browser - Selecting this option installs Comodo Dragon, a fast and versatile Internet
browser based on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section
Comodo Dragon for more details.
Configuration Options

Click the 'Configuration Options' tab to configure pop-up alert options.
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H Installation Options H Configuration Options ” Files Locations

G Do not show alerts that reguest security decisions 25 much 35 possible

This security configuration configures Firewall, Defense+, Sandbox and Antivirus in
such a way that popup alerts are automatically answered as much as possible.

* Do Not show alerts that request security decisions as much as possible - When this option is selected, CIS is
configured to automatically deal with most issues in a secure manner without raising a popup alert - thus minimizing
user intervention. Most users should leave this option at the default state of enabled. Advanced users wishing to gain
greater insight into CIS actions and/or to have more control over security decisions may wish to disable this option.

Choose the Installation Location

Click the 'Files Locations' tab to choose the installation path.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 32



COMODO

Creating Trust Online®

H Installation Options H Configuration Options Files Locations

1 Choose the installation path:

|C MProgram FileshCOMODCACOMODO Internet Security’,

This screen allows you to select the folder in your hard drive for installing Comodo Internet Security. The default path is
C:\Program Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default
location, click 'Browse' to choose a different location.

After customizing your installation, click the 'Back' button to return to the installation configuration screen.
Click the 'Agree and Install' button to proceed with the installation.
Step 3 - Installation Progress (Click to go back to Step 2)

The installation progress will be displayed...

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 33



Creating Trust Online®

-

Comodo Internet Security 6.§_’;____User"GUi’d’ef COMODO

.-’/

— o
COMODO internet Security Pro 2013 Installer

Installing COMODO Internet Security ...

...and on completion, the restart dialog will be displayed.
Step 4 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.

COMODO internet Security Pro 2013 Installer

You must restart your system for the configuration changes to take
effect.
Click "“es' to restart now or 'Mo' if wou plan to manually restart later.

[

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.

Step 5 - After Restarting Your System

After restarting, a 'thankyou' screen will appear. This contains a summary of the components you chose to install as well as
some friendly advice. You can also purchase license key from this screen if you have not done so already.
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COMODO Internet Security Pro 2013

Thank you for installing COMODOD Internet Security Pro 2013, Choosing
COMODO for your PC security is a responsibility we take very seriously.

Mow Is the time to starnt familianzing yourself with your certified GeekBuddy
technicians. They can assist you with security related issues you have, not just
issues related to viruses and makware.

For comprehensive protection of your computer, please
consider purchasing a license of COMODO Internet Security m
Pro 2013

GeekBuddy

Ewer experience a problern with your
computer that you can't fix?

Antivirus

All antivirus programs block known
threats, but what about unknown threats?

Clur aveard winning Antivirus software includes Yfour subscription includes GeekBuddy. ¥ou will
Sandboxing to prevent all unknown programs fram have licensed technicians who are always available
running until they have been scanned and approved. wia chat and phone to assist you with ANY computer

issue you have.

B Do not show this window

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the 'New Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.
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COMODO etwork Detected

Join a New Network
Wired: S W8 7" 10804

Flease select your location:

| am at Home

ﬁl‘ﬁ Choose ifyou are at home and have just connected your computer to a local
netwiark

lam at Work

Choose ifyou are atwark place and have just connected your computer to a
local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop, hotel ar
zchoal et

[] Do not detect new networks again

»  Select your location from the three options above

e Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard')

The virus database will be updated automatically for the first time after installation.
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T Download signatures
Download speed: 98.42 KB/s
Cownloaded: 7.24 MB

Status: Downloading: BASE_ERD _USER_ w1641 0. cav [7.24 MBI 26 1

Taszk Status

' Check far signature updates Completed

) Download signatures In Progress (4.6%)

Stop [ Send To Background ]

The screen will display details such as download speed, how much has been downloaded and the progress of the process. You
can also send this task to the background by pressing the 'Send to Background' button and retrieve it in the 'Task Manager'
interface. Refer to the section 'Manage CIS Tasks' for more details.

CIS will commence a Quick Scan of system memory, autorun entries, hidden services, boot sectors and other critical areas
automatically after the virus database has been updated.
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COMODO scan
[Frm——

£ N
89%

» ‘< Elapsed Time: 00:20:44

Task Quick Scan

ARrogram Fil 1 ] b-client.dll
& Threatis) Found: 2
Threat Name
cidocuments and settingsljohn smithilacal settings\application datalgooglelchromelapplicationichrome. exe

COINDOWERASZHELP Il

[] Turn affthis computer if no threats are found at the end of the scan

B Stop Il Pause I Send to Background ‘

If you do not want the scan to continue at this time, click the 'Stop' button.

After the scanning is complete, the results screen will be displayed.
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COMODO scan

Task Quick Scan

Elapsed Time: 00:20:48

Status: Scan Finished
& Threat(s) Found: 3
Threat Name Action |Clean
=] Tropare WWind2 Patched P@aaa31590

|— COWINDOWERASZHELP Al & Clean

B Trojware Win32 Patched Q@E7402722

}» cldocuments and settingsijohn smithllacal settings\application da... o Clean

|— cldocuments and settingsijohn smithlocal settinastapplication da... o Clean

l Apply Selected Actions ‘

Turn offthis computer if no threats are found at the end of the scan

If any threats are detected, they will be displayed and you can choose to take appropriate action from any of the drop-down
fields in the screen and click 'Apply Selected Actions' button. Refer to the section 'Processing Infected Files' for more details.

Important Note: After successful installation, you need to activate the license for using the product. In order to get your
guarantee coverage, you need to activate the license first.

»  For full explanation on activation of license after installation of the product, refer to Activating Your License.

»  For full explanation on activation of your guarantee, refer to Activating Your Guarantee Coverage.

1.3.3. CIS Complete - Installation and Activation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. Click here to read the full note.

Comodo Internet Security Complete 6.3 can be downloaded from www.comodo.com/home/internet-security/internet-
security-complete.php after signing up for subscription and includes Comodo Dragon, GeekBuddy, Comodo
Backup, TrustConnect and the Comodo Guarantee.

*  Choose whether you want the 32 or 64 bit version of CIS then click 'download'
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* If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains BOTH 32
and 64 bit installers. The setup routine will automatically detect which version of Windows you have and install the
appropriate version. Please note, the Universal Windows Installer is a much larger download than the individual 32 or

64 bit setup files.

After downloading the required Comodo Internet Security setup file to your local hard drive, double click on the setup file to start
the installation wizard.

Step 1 - Choosing the Interface Language

The Language selection dialog will be displayed.

COMODO installer

a Select the language

|Eng|ish (United States) - By COMODO

Cancel

Comodo Internet Security is available in several languages.

e Select the language in which you wish the wizard should continue and Comodo Internet Security Complete is to
be installed, from the drop-down menu and click 'OK'.

Step 2 - Installation Configuration

The installation configuration screen will be displayed.
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COMODO internet Security Complete 2013 Installer

COMODO Internet Security Complete 2013
with GeekBuddy and Dragon

Enter ywour email address {optional):

[want to enahle added security while in the Internet by changing my DME settings to COMOQDO
Secure DMS servers. YWhat is this?

[wyant to enahle "Cloud Based Behavior Analysis" of unrecognized programes by submitting them to
COMODO with respect to the Privacy Policy

[wwant to help COMODO by setting my home page and search engine provider to Yahaoo! (Applies to
all supported browsers)

Customize Installation Cancel

*  Please review and/or modify the settings in the dialog.

»  Ifyou click '‘Customize Installer' then you can choose advanced options. These include which CIS components you
wish to install, the ability to choose CIS installation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

If you wish to sign up for news about Comodo products then enter your email address in the space provided. This is
optional.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by
blocking access to malware-hosting sites, by any program running in your system.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to
Appendix 2 Comodo Secure DNS Service.

In this step of installation of CIS Complete, the DNS settings of your computer can be changed automatically to direct
to our DNS servers. You can disable the service at anytime and revert to your previous settings.

To enable Comodo Secure DNS, select 'Change my DNS Servers to COMODO SecureDNS Servers. Click the "What
is this' link to know more about Comodo Secure DNS servers.

Cloud Based Behavior Analysis
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Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior
analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains
any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the 'Privacy Policy' link.

Browser Homepage

Your default browser home page and the search engine will be set as Yahoo!
e Click the 'Next' button.

In the next screen, you can choose to install PrivDog and read the license agreements for CIS and PrivDog.

COMODO irternet secu fity Complete 2013

COMODO Internet Security Complete 2013
ith GEEHBUHH]I and Dragon

I'want to install PrivDog and block potentially malicious advertisements fram reaching my computer
by blocking all third party adverisernent networks,  YWhat is this?

il

“orivdon o

lwant PrivDog to anly show me AdTrustMedia ads.  What is this?

By clicking "agree and Install* button, vou agree ta the User License Agreement(s):

Comodo Internet Security License Agrearment
FrivDiog Privacy Policy and License Agreement

Customize Installation < Back Agree and Install Cancel

PrivDog

PrivDog is a browser extension that improves the transparency, privacy and speed of your online experience by automatically
detecting and blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will
display the number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a
more detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers,
cookies, widgets and other data collection processes. The extension can also block all current banner ads in a webpage and
replace them with safe and trusted ads. If you elect to install PrivDog, the extension will be automatically installed in any
supported browsers detected on your system (Comodo Dragon, Comodo IceDragon, Google Chrome and Mozilla Firefox). You
can remove the extension at any time from within the browser itself.

e Select the first option if you want to install PrivDog.

* Ifyou select the first option, the second option allows you to choose to view only ads from AdTrustMedia in your
browser.
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End User License Agreement

Read the complete User License Agreements by clicking the 'License Agreement' links of Comodo and PrivDog respectively
before proceeding with the installation. To read the PrivDog privacy policy link, click the Privacy Policy link next to it.

COMODO internet Security Complete 2013 Installer
Flease read the user license agreement:

END USER LICENSE AND SUBSCRIBER AGREEMENT L’
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE —

MPORTAMT PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING, OR USING COMODO 5 ANTHIEUS, FIREWALL OR INTERNET
SECURITY 30F TWARE AND REMOTE PERSOMAL COMPUTER SURPFORT
SERWICES (THE PRODUCTS ) THE PRODUCTS MEANS ALL OF THE ELECTRONIC
FILES PROWIDED EITHER BY DOWMLOAD OR O PHYSICAL MEDIA (CD-ROM, DD
OR OTHER MEDIA THAT 15 PROVIDED WITH THIS LICENSE AGREEMEMNT. BY
DOWWNLOADING, INSTALLING, OR USIMNG THE PRODUCTS, OR BY CLICKING OM |
ACCEPT BELOWY, vOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT,
THAT ¥OU UNDERSTAND IT, AND THAT YOU AGREE TO BE EOUND BY ITS TERMS.
IF 50U DO NOT AGREE TO THE TERMS HEREIM, DO NOT DOWMNLOAD OR USE
THE SOFTWARE, SUBSCRIBE TO OR USE THE SERVICES, OR CLICK OM |
ACCEPT .

This end user license and subscriber agreement is between you (Oyou or
Subscriber ), as either an individual or as a business entity, and either:

a. ifyou are not located in China, Comodo Security solutions, Inc., which has its
principal place of business at 525 YWashington Blvd., Suite 1400, Jersey City, New
Jersey 07310, or

b, ifwou are located in China, Beljing Comodo Software Development Co. Ltd., which
fias its principal place of business at 401 Tower B., Fenglan International Plaza,
32 Beidajie Xizhimen, Haidian District, Beijing, China.

Both are referred to herein as Comodo

e e T T e et e e e e e e e R =00 | e T =

Print

After reading the agreement, click the 'Back' button to return to the installation configuration screen.

Once back at the main installer screen, if you wish to configure advanced options, click 'Customize Installer'. Otherwise, click
'Agree and Install' to begin installation.

Customizing Installation

Click the 'Customize Installer' link to select the components to be installed, enable security popup alerts to be minimized and
choose installation path.

Selecting Components to Install (Click to go back to Step 2)

Click the 'Installation Options' tab to select the components to be installed.
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COMODO internet Secu rity Complete 2013 Installer

H Installation Options ” Configuration Options Files Locations

E Install COMODO Internet Security Complete 2013
B nstall COMODO GeekBuddy
@ Install COMODO Dragon Web Browser

W& Instal COMODO Backup

COMODO Internet Security
An unbeatable combination of:
COMODO Antivirus

s Detects, blocks and eliminates viruses from desktops and networks
s Constantly protects with real-time On Access scanning
s Daily, autornatic updates of virus definitions

COMODO Firewall

—=n

Product Size: 43.8 MB Total Download Size: 134 MEB

* Install COMODO Internet Security Complete 6.3 - Selecting this option installs Comodo Antivirus, Comodo Firewall
and Defense+ components. Installing CIS Complete 6.3 is mandatory to qualify for the virus free guarantee.

* Install COMODO GeekBuddy - Selecting this option installs GeekBuddy, a 24 x 7 remote support service in which
Comodo experts can help you solve any computer related problems you may encounter. Refer to the section Comodo
GeekBuddy for more details.

* Install COMODO Dragon Web Browser - Selecting this option installs Comodo Dragon, a fast and versatile Internet
browser based on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section
Comodo Dragon for more details.

* Install COMODO Backup - Selecting this option installs Comodo Backup, a powerful and easy-to-use desktop
application that helps home and business users protect their valuable data against damage or loss. Refer to the
section Comodo Backup for more details.

Configuration Options

Click the 'Configuration Options' tab to configure pop-up alert options.
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COMODO internet : curity Complete 2013 Inst:

H Installation Options H Configuration Options ] Files Locations

Q Do not shiow alerts that request security decisions a3 much as possiale

This security configuration configures Firewall, Defense+, Sandbox and Antivirus in
such a way that popup alerts are automatically answered as much as possible.

* Do Not show alerts that request security decisions as much as possible - When this option is selected, CIS is
configured to automatically deal with most issues in a secure manner without raising a popup alert - thus minimizing
user intervention. Most users should leave this option at the default state of enabled. Advanced users wishing to gain
greater insight into CIS actions and/or to have more control over security decisions may wish to disable this option.

Choosing Installation Location

Click the 'Files Locations' tab to choose the installation path.
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COMODO irternet Security Complete 2013 Installer

H Installation Options H Configuration Options

l Choose the installation path:

|C SProgram Files\ZOMODOYZOMODD Internet Security

[ Files Locations ]

This interface allows you to set the installation folder for Comodo Internet Security. The default path is C:\Program
Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default location,
click 'Browse' to choose a different location.

After customizing your installation, click the 'Back' button to return to the installation configuration screen.
Click the 'Agree and Install' button to proceed with the installation.
Step 3 - Installation progress (Click to go back to Step 2)

The installation progress will be displayed...
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COMODO intermet Security Complete 2013 |

Installing COMODO Internet Security...

...and on completion, the restart dialog will be displayed.

Step 4 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.
COMODO internet Security Complete 2013 Installer

You must restart your system for the configuration changes to take
effect.
Click "es' to restart now or 'Mo' it you plan to manually restart later.

[

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.
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Step 5 - After Restarting Your System

After restarting, a 'thankyou' screen will appear. This contains a summary of the components you chose to install as well as
some friendly advice. You can also purchase license key from this screen if you have not done so already.

COMODO intermet Secunty Complete 2013

COMODO Internet Security Complete 2013

Thank you for installing COMODO Internet Secunty Complete 2013, Choosing
COMODO far your PC security 1= a responsibility we take very seriously.

Mowe i the tirme to start familianzing yourself with your cerified GeekBuddy
technicians. They can assist you with security related issues you have, not just

Issues related to viruses and malware.

For comprehensive protection of your computer, please
der purchasing a license « DO Intemet Se
Camplete 2013

————

¥ Antivirus

x All antivirus programs block known
threats, but what about unknown threats?

GeekBuddy

Ever experience a problem with your
computer that you cant fix?

Our award wanning Antvirus software includes
Sandbexing to prevent all unknown programs from
running until they have been scanned and approved.

Your subscription includes GeekBuddy. You will
have licensed technicians who are ahways available
via chat and phone to assist you with ANY computer

issue you have

now this

B Do not

indow again

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the 'New Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.
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COMODO etwork Detected

Join a New Network
Wired: S W8 7" 10804

Flease select your location:

| am at Home

ﬁl‘ﬁ Choose ifyou are at home and have just connected your computer to a local
netwiark

lam at Work

Choose ifyou are atwark place and have just connected your computer to a
local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop, hotel ar
zchoal et

[] Do not detect new networks again

»  Select your location from the three options above

e Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard').

The virus database will be updated automatically for the first time after installation.
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Task Download signatures
Download speed: 92.16 KB/fs
Downloaded: 27.8 MB

Status: Downloading: BASE_ERD_LISER caw [27.8 MBISZ .3 MBe]

Task Status

' Check for signature updates Completed
() Download signatures In Progress (24.0%)

Stop Send to Background ]

The screen will display details such as download speed, how much has been downloaded and the progress of the process. You
can also send this task to the background by pressing the 'Send to Background' button and retrieve it in the 'Task Manager'
interface. Refer to the section 'Manage CIS Tasks' for more details.

CIS will commence a Quick Scan of system memory, autorun entries, hidden services, boot sectors and other critical areas
automatically after the virus database has been updated.
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[ |
i

89%

s d Elapsed Time: 00:20:44

Task: Quick Sean

Status: CAProgram File i eekBuddy -client.dll
& Threat(s) Found: 2
Threat Name
cdocuments and settingsijohn smithlocal settingstapplication datalgooglelchrameiapplicationchrome exe

COIMNDOWSWASZHELR il

] Turn affthis computer if no threats are faund at the end ofthe scan

Il Pause I Send to Background ‘

If you do not want the scan to continue at this time, click the 'Stop' button.

After the scanning is complete, the results screen will be displayed.
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COMODO =can
[Fr—————
iy |
100%

Task: Quick Scan
Elapsed Time: 00:20:48
an Finished
& Threat(s) Found: 3
Threat Name Action | Clean
= Trojare Win32 Patched Pi@&5831590
|— CMMIRDOWYSEWYS2ZHELR dil o Clean

E Trojare Win32 Patched Qs 7402722

}~ cldocuments and settingsijohn smithlocal settingsiapplication da... & Clean

|— cldocuments and settingsijohn smithlocal settings\application da.. o Clean w

I Apply Selected Actions I

Turn offthis cormputer if na threats are found atthe end ofthe scan

If any threats are detected, they will be displayed and you can choose to take appropriate action from any of the drop-down
fields in the screen and click ‘Apply Selected Actions' button. Refer to the section 'Processing Infected Files' for more details.

Important Note: After successful installation, you need to activate the license for using the product. In order to get your
guarantee coverage and TrustConnect service enabled, you need to activate the license first.

»  For full explanation on activation of license after installation of the product, refer to Activating Your License.

»  For full explanation on activation of your guarantee, refer to Activating Your Guarantee Coverage.

1.3.4. Activating CIS Pro/Complete Services after Installation

CIS Pro and CIS Complete should be activated after installation for contiuned use of the product. You will get alerts to activate
the license if it has not been done so.

e Activating Your License;
*  Activating Your Guarantee Coverage;
*  Renewal of Your License.

1.3.4.1. Activating Your License

»  Start the Comodo Internet Security application as explained in the section Starting Comodo Internet Security.
Step 1: To activate your License, click 'Activate Now' beside 'Subscription' in the home screen.
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Internet Security Fro 2013

Tasks ';

Realtime Protection:  Active

Last Update: 17 minutes ago

Scan Objects
Crop files here

Subscription: Activate Mow GonanE o l

You need to activate your license to continue using the product

Wirtual Kiosk Quarantine Task Manager

Activate License
Enter your license key to activate your product

In arder to activate:

Make sure you are connected to the Internet
Enter your license key or click here to abtain one

Activate the license and register your product

License Key:

*  You should have received your License key through email if you have purchased CIS Pro. For CIS Complete, the
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license key is available on the DVD itself or printed on an insert included in the box packaging. Enter the license
key and click 'Activate'.

Tip: If you haven't subscribed for Comodo Internet Security - Pro or Complete so far, click the "click here' link. You will be taken
to the Comodo website enabling you to purchase the license.

COMODO License Mana germent
Activate License
Enter your license key to activate your product

In order to activate:

Make sure you are connected to the Internet
Enter your license key or click here to obtain ane

Activate the license and register your product

License Key:

e The wizard starts validating your key.

CO M 0 D O License Managerment

Pleasze wait while your license is activated...

If you have not registered as an user in Comodo Accounts Manager (CAM), the following screen will be displayed.
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COMODO Licens nagement

c Register Product
Enter user details to register your product

* First Mame | B * Last Mame B
* Email Address m
Courtry \United States of America v
City State b
Address

Choose a username and password and create 2 COMODO account. ¥ou can use
your account to manage your licenses through https:faccounts.comodo.com

* Usemame B * Pasgword B

* Mandatary Field

»  Fill up the registration form with the login details and password for your Comodo Accounts Manager (CAM) account.

COMODO .ic

C Register Product
Enter user details to register your product

* First Mame John *Last Mame  Smith
* Email Address o i R
Country India b
City Chennai State

Address

Choose a username and password and create 3 COMODO account. You can use
your account to manage your licenses through htps #accounts. comodo.com

* Lzsername ot * Passwiord --------|

* Mandatary Field

Description

Name Enter your first name
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Last Name Enter your last name
Email Enter your email address
Address Enter your address
City Enter your city name
Country Select your country from the drop-down box
State Select your state from the drop-down box
Address Enter you full address
Create a new COMODO Account
e Enter your username and password to create a new Comodo account with Comodo Accounts Manager (CAM)

e Click 'Register'

On successful validation, your subscription will be activated and a confirmation screen will be displayed.

CO M 0 D O License Management

You have successfully activated your product.

+  Click 'Continue' to exit the wizard.

For CIS Pro users - Your CIS Pro product will be activated.
For CIS Complete users - Your CIS Complete product will be activated along with Comodo Backup and TrustConnect

»  Accessing Comdo Backup online storage space - Use the login credentials provided during the CIS Complete
registration step.

»  Using the TrustConnect service - The TrustConnect service will be automatically enabled after successful activation of
the license. Please refer to the section TrustConnect Overview for more details on how to use the service.

Tip: You can also enter your activation key by clicking the link 'Enter a license key' in the About dialog, accessible by clicking
Help icon > About from the title bar.
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cCOMODO

Internet Security Pro 2013

Antivirus

Firewall

Scan Objects
Dirop files here

Auto-Sandbox

Update Wirtua : Quarantine Task Manager

1.3.4.2. Activating Your Guarantee Coverage

The Comodo Guarantee is available to customers of CIS Pro and CIS Complete versions. Before enabling guarantee coverage,
customers should first have activated their licence. Full details on activating the license can be found in Activating Your
License section.

*  Please note that if you wish to use and activate the Comodo guarantee then you must have installed Comodo
Internet Security (both Antivirus and Firewall components) and Comodo GeekBuddy. You must also have run and
passed a Comodo Antivirus scan using the latest signature database. Please see the End User License
Agreement (EULA) for full details.

Limits: The guarantee is limited to the lesser of:
e The actual cost of the computer;

«  Anaggregate total of $500 for all claims paid under a single license key, and

*  The actual cost of a Comodo specified and authorized third party provider to repair the computer to an
operating condition (‘Guarantee Limit').

»  The guarantee is limited to repairing the computer over the Internet to an operational state and excludes all
claims for lost or expected profits, lost or corrupted data, lost or deleted work, or lost or damaged personal files.
Comodo does not guarantee against the loss of any file or information. The guarantee is void if you breached this
agreement, failed to follow the procedures described in this Section 3 of the EULA or failed to pay any fees
applicable to your use of the Software.

e Full Terms and Conditions on the Comodo Guarantee Coverage can be read in Section 3 of CIS EULA (Step 2 of
the Installation process for CIS Pro and Step 1 for CIS Complete).

Important Note: Before activating the guarantee, it is essential to run a full computer AV scan with the latest version of the
Comodo Virus database in order to ensure that your system is eligible for the Guarantee coverage. Make sure that the virus
database of your CIS installation has been updated to the latest one. The update status is indicated next to 'Last Update' in the
'Virus Defense' box of the CIS main interface and with a green tick mark and the text 'All Systems are active and running' in the
lower left corner of the main interface. If your virus database is not up-to-date, click the link next to 'Last Update' in the 'Virus
Defense' box to update to the latest version. Then run a full computer scan from the Antivirus Tasks interface of the CIS. For
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Comodo Internet Security 6.§_’;____User"GUi’d’ef COMODO

more details on running an Antivirus Scan Click here.

Step 1: To activate your guarantee coverage, click 'Not Activated' beside 'Warranty' in the home screen.

cCOMODO

Internet Security Pro 2013

Antivirus

Firewall

Scan Objects
Auto-Sandbox

Dirop files here

Subscrptlon 5
arranty: Mot Activated

Update Wirtua : Quarantine Task Manager

Afull system scan to remove all known viruses is a mandatory requirement if your computer is to be eligible for guarantee
coverage. If this step has already been performed (and your system is clean), then the process moves to step 2.

COMODO irternet Secu Fity

you need to perfarm a full computer wirls scanning before
activating your coverage.
Weould you like to do it now?

| |

Click 'Yes' to run a full computer scan. Refer to the section Run a Full Computer Scan for more details on scanning your full
computer and cleaning the infected files. All the infections and threats identified during the scan should be cleaned for your
computer to be qualify for the warranty.

Step 2: The next stage is to run the Guarantee Activation Wizard again.

»  Click 'Not Activated' beside 'Warranty:' again. The Guarantee Activation Wizard will start and on completion the
'successfully activated' screen will be displayed.
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fou have successfully activated your product.

»  Click 'Continue' to complete the activation wizard

Successfully activating your Guarantee will change the information displayed beside ‘Warranty:' in the Home screen.
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COMODO

Internet Security Pro 2013

Antivirus

Firewall

Scan Objects

Drop files hers Auto-Sandbox

1be 'r‘-' S 75 | 2ft
Warranty: Activated )

1.3.4.3. Renewal of Your License

In order to enjoy continuous services from Comodo after the license period of your CIS Pro/Complete has expired, you need to
renew your License.

To renew or upgrade your license, click the 'Activate Now' link beside 'Subscription’ on the CIS home screen (alternatively, click
'No. of days left).
The Product Activation Wizard will start.

CO M OD O License Managerment
Activate License
Enter your license key to activate your product

In order to activate:

Make sure you are connected to the Internet
Enter your license key or click here to obtain one

Activate the license and register your product

License Key
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e Click the 'click here' link. You will be taken to https://secure.comodo.com/home/purchase.php?
afl=Comodo&rs=78&pid=9&cid=RkJEMUZENjMzQUM4RDIDNDE4MzBDQjc1NDIENUIzRKY &lid=& .

»  Select your CIS Package.

e Select 'returning user' in the 'Sign-up Information' area, enter your login and password and complete the payment
procedures.

*  The License key will be sent to you by email. Activate your License using the new key to enjoy the continued
services.

1.4.Starting Comodo Internet Security

After installation, Comodo Internet Security automatically starts whenever you start Windows and the CIS Widget will be
displayed. In order to configure and view settings within Comodo Internet Security, you need to access the main interface.

There are 4 different ways to access the main interface of Comodo Internet Security:
*  Windows Start Menu
¢ Windows Desktop
*  Widget
e System Tray Icon

Start Menu
You can access Comodo Internet Security via the Windows Start Menu.

»  Click Start and select All Programs > Comodo > COMODO Internet Security > COMODO Internet Security.

el Paint.MET
§ &) Android SDK Tooks vl
0 Mozilla Firefox

) IeeDragon b

Lﬁ' Motepad
¢k j&] Add and Remoye components

All Programs L3

i COMODO Intern

i) Microsoft Sverlight » il T Dragon Y| T CoMODO Intemet Security
a C W m &Eﬂgﬂmdﬁl
i@ 7zp

ﬂ Adobe Reader 9

Windows Desktop
e Just double click the shield icon in the desktop to start Comodo Internet Security.

Widget
e Just click the information bar in the widget to start CIS.
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You can also view other details in the widget such as inbound and outbound traffic, number of tasks running, shortcuts to
common CIS tasks and browsers and links to social media sites Twitter and Facebook. Refer to the section 'The Widget' for
more details.

CIS Tray Icon
e Just double click the shield icon to start the main interface.

@. y

By right-clicking on the tray icon, you can access short cuts to selected settings such as enabling or disabling Antivirus real-time
scan, Firewall, Behavior Blocker, Widget, Game Mode option and switch the CIS to Advanced or Compact View.

Game Mode - Switches CIS to Game Mode to enable you to play your games without any interruptions from various alerts in
your computer. The operations that can interfere with users' gaming experience are either suppressed or postponed.

In game mode:

*  Defenset/Firewall alerts are suppressed as if they are in training mode;

e AV database updates and scheduled scans are postponed until the gaming is over;

*  Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Game Mode to resume alerts and scheduled scans.

Widget - Click here for more details on CIS Widget.

Refer to the section "The System Tray Icon for more details.

1.5.The Main Interface

The CIS interface has been designed to be as clean and informative as possible while letting you carry out any task you want
with the minimum of fuss. Clicking the curved arrowed on the upper right lets you switch between the home screen and the
more advanced tasks interface. You can instantly run a virus scan on a file or folder by dragging it into the scan box while
'Game Mode' means nothing will interrupt you while you play a full screen game. The Task Bar at the bottom of the home screen
allows one-click access to important features such as the antivirus scanner, the Virtual Kiosk, the update checker and the CIS
Task Manager.

The home screen has been designed in such a way that you can flip the view between Compact View and Advanced View by
using the toggle button at the top left side of the interface or from the system tray icon. The Compact View, as the name
suggests, is compact and allows you to configure security components setting and run instant scans by dropping files or folders.
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Title bar
controls

Antivings

Firawall

Scan Objects

Dirog Tiles here Banto S anillvex

Toggle hetween

Home screen
andl

Tasks screen

Security
components
configuration
pane

Game Maode
button

Taskbar contains shortcuts for frequently executed tasks

Advanced View

Defense+ and
Sandbox Pane

cCOMODO

TErnet Secunty

Antivirus Bute-Sandbex =5013 Fizawrall

Last Update; HIFS i = w0

Title bar
controls

Toggle between

HOI]'IE screen
andl

Tasks screen

Taskbar contains shoricuts for frequently executed tasks

Firewall Pane

Game Mode
hutton
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The advanced view shows antivirus, firewall and sandbox activity in greater detail. This includes the number of detected threats,
last virus database update time, number of inbound and outbound connections and more.

This view also allows you to quickly change security settings for each component.

Click the following links for more information:

1.5.1.

The Home Screen
The Tasks Interface
The Widget

The System Tray Icon

The Home Screen

The main interface can be switched to display the 'Home' screen or the 'Tasks' interface. Click the curved green arrow at the

upper right of the interface to switch between them: l:

The home screen itself is available in two formats:

— Realtime Protection:

time Active.
@ e

A

R ::

Scan Objects
Diop fles here

[

Compact View Advanced View

Click on either thumbnail for more details on that view. Use the buttons at the top-left to switch between the two views:

The following areas are common to both compact and advanced views:

Adding tasks to the Task Bar
Title bar controls

Game mode

Compact View

Compact View presents a simple, easy to interface that allows users to quickly launch key tasks and gain an immediate
overview of the security of their computer. On the left, there is an instant virus scan box into which you can drag-and-drop files,
folders or drives. If you flip this box, you can drag-and-drop programs here that to run them in the sandbox. The pane on the
right displays update status and real-time protection status. Clicking on the real-time protection status will flip the pane and allow
you to switch individual security components on or off.
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coMODO = Title bar

Toggl& between nternet Security Fr - controls

Compact View
and
Advanced View

Toggle hetween
Home screen
and

Tasks screen
I"Stal“ Antivins
Scan and o
Firawall
Sandbox ciﬁ;g::glts
drop pane Sean Objects configuration
Dirog files hare Auto Sandbox g

pane

Game Maode
bhutton

Taskbar contains shortcuts for frequently executed tasks

In the Compact View of the home screen you can:
* Instantly scan objects / run a program in sandbox

* Enable or disable security components

Instantly scan objects / run a program in sandbox

The pane on the left side of the home screen flips between an instant virus scanner and an instant sandbox.

©) =

Scan Objects Sandbox Objects
Crop files here Dirop programs here

To run an instant scan, navigate to the file/folder that you want to scan and just drag and drop the file into the 'Scan Objects' box.
The virus scan will commence immediately. Refer to 'Instantly Scan Individual Files and Folders' for more details.

To run a program in a sandboyx, first flip the pane by clicking the curved arrow at the top right side to display 'Sandbox Objects'.

Now, navigate to the program that you want to run in sandboxed environment and just drag and drop it into the box. The
program will start as usual but will be run in the CIS sandbox. Refer to 'Run an application in a sandbox' for more details.

Enable or disable security components

The flippable pane on the right allows you to selectively enable or disable real-time antivirus, the firewall and/or the Auto
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-Sandbox. The other side of the pane displays the status of real-time protection and when the virus database was updated.

-

-

Realtime Protection:  Active
Antivirus
Last Update: 3 hours ago
Firewall

Auto-Sandhox

888

«  Antivirus - Click the button at the right side of the bar to enable or disable real-time antivirus scanning. Refer to the
section 'Real-time Scanner Settings' for more details.

»  Firewall - Click the button at the right side of the bar to enable or disable firewall protection. Refer to the section
'Firewall Behavior Settings' for more details.

*  Auto-Sandbox - Monitors the behavior of software and files in your system and prevents them from taking actions that
would cause damage. Refer to the section 'Behavior Blocker' for more details.

*  Realtime Protection - Displays the status of antivirus settings.

» Last Update - Displays the last updated time of the virus database. Click on the text link to update the virus database.

Advanced View

Advanced View provides a more detailed summary of the status and security settings of the Antivirus, Defense+ and Firewall
components of Comodo Internet Security.

Defense+ and
Sandbox Pane

cCOMODO = Title ban

ternet Securnty

Toggle between

Compact View
and

Advanced View

controls

Toggle between
Home screen

Antivires Stajehe - Bute-Sandbex Zari5lly Lireded Finewsall
andl
Antivirus Pane Last Update:  SEminulesago | HWPS ' - 8 1 Tasks screen
B3 oetecred Theeas: e . Firewall Pane

Instant Scan gem f_-l-e— »
Drop Box y

Game Mode
hutton

Taskbar contains shortcuts for frequently executed tasks
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Click the following links to find out more:

¢ Antivirus Pane
¢ Defense+ and Sandbox Pane

¢ Firewall Pane

Antivirus Pane

The Antivirus pane allows you to configure antivirus settings, view last updated virus database time, view the antivirus log and
scan files and folders instantly.

Antivirus Stateful =
Last Update: 25 minutes ago

Lo Detected Threats: 16

Scan Objects
Cirap files here

»  Antivirus - Displays the antivirus scan settings. Click the drop-down button besides the antivirus scan setting status
and select from the options.

e OnAccess - Provides the highest level of On Access Scanning and protection. Any file opened is scanned before
itis run and the threats are detected before they get a chance to be executed.

»  Stateful (Default) - Not only is Comodo Internet Security one of the most thorough and effective AV solutions
available, it is also very fast. CIS employs a feature called Stateful File Inspection for real time virus scanning to
minimize the effects of on-access scanning on the system performance. Selecting the ‘Stateful’ option means CIS
scans only files that have not been scanned since the last virus update - greatly improving the speed, relevancy
and effectiveness of the scanning.

» Disabled - The Real time scanning is disabled. Antivirus does not perform any scanning and the threats cannot
be detected before they impart any harm to the system.

» Last Update - Displays when the virus database was updated. Click on the text link to start the updates again.

*  Detected Threats - Displays the number of malware threats discovered so far from the start of current session as a
link. Clicking this number will open the Antivirus Logs panel.

*  Scan Objects - Drag-and-drop files/folders into this box for instant scan. Refer to the section Instantly Scan Files
and Folders for more details.
Defense+ and Sandbox Pane

The Defense+ and Sandbox Pane allows you to configure Auto-Sandbox and HIPS settings, view Defense+ logs and the
number of blocked intrusions, unrecognized files and sandboxed applications.
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i'u‘i Unrecognized Files:

[

Sandboxed Apps:

L]

*  Auto-Sandbox - Displays the status of the auto-sandbox settings. Click on the drop-down button beside the auto-
sandbox settings status and select from the options. Refer to the section 'Behavior Blocker' for more details.

»  HIPS - Displays the status of Host Intrusion Prevention System settings (Defense+) settings. Click on the drop-down
button beside HIPS settings status and select from the options. Refer to the section HIPS Behavior Settings for more
details.

*  Blocked Intrusions - Displays the number of intrusions blocked by HIPS. Clicking on the numbered link beside it will
open the Defense+ log screen. Refer to the section Defense+ Logs for more details.

*  Unrecognized Files - Displays the number of files that are not recognized by CIS and waiting for clarification. Clicking
on the numbered link beside it will open the Unrecognized Files screen. Refer to the section Unrecognized Files for
more details.

»  Sandboxed Apps - Displays the number of applications that are currently running inside the sandbox. Clicking the
numbered link beside it will open the 'Active Processes List (Sandboxed Only)', which provides the details of the
currently sandboxed applications. Refer to the section 'View Active Process List' for more details.

Firewall Pane

The Firewall Pane allows you to configure Firewall settings, view the number of inbound and outbound connections and the
number of network intrusion attempts blocked by Firewall since the start of current session of CIS.

Firewall Safe Mode
0 a1l
InbvaLinc Owutbound

dragon.exe —— 00.82%

svichost exe = 0.18%
o= exe 0.00%

E Metwaork Intrusions: o

»  Firewall - Displays the status of the Firewall settings. Click on the drop-down button beside the Firewall settings status
and select from the options. Refer to the section 'Firewall Behavior Settings' for more details.

e Inbound / Outbound Connections - A numerical summary of currently active inbound and outbound connections to
and from the system is displayed here. Clicking on the numbered link will open the View Connections screen. Refer to
the section 'View Active Internet Connections' for more details.

»  Traffic - The Traffic area in the pane displays a bar graph showing the applications that are currently connected to the
Internet and are sending or receiving data. The summary also displays the % of total traffic each application is
responsible for and the filename of the executable. Clicking on any application name will open the View Connections
screen.

*  Network Intrusions - Displays the total number of intrusion attempts blocked by firewall since start of current session
of CIS as a link. Clicking on the numbered link will open the Firewall Logs screen. Refer to the section 'Firewall Logs'
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for more details.

Adding tasks to the Task Bar

The task bar contains a set of shortcuts which will launch common tasks with a single click. You can add any task you wish to
this toolbar. Click the handles to the left and right sides to scroll through all tasks.

= ¥ @

shared Space Wirtual Kiosk Update Task Manager

«  Toadd a task to the Task Bar, first open the tasks interface by clicking the curved arrow: ?
+  Expand any one of the General, Firewall, Sandbox or Advanced Tasks menus.

+  Right-click on the task you wish to add then click the message 'Add to Task Bar'.

Firewall Tasks ~

,@, Allow Application = Manage Networks
Allow an applicati—— ] — ||ow or block connections from oiher
internet Add to Task Bar ' computers in detectad networks

el Clock Application Stop Netwark Activity
e Block an application from accessing the Block all network activity to and from this

internet PC

_! Stealth Ports ﬁ Open Advanced Settings
=y ar thi n ko ty fror = 15 fir

+  The selected task will be added to the Task Bar.

Tip - Many will find it useful to add 'Open Advanced Settings' to the task-bar as it contains several areas important to the
configuration of CIS. To do this, from the 'Home'" screen, click the 'Tasks" arrow at upper-right, click 'Advanced Settings' then
right-click on 'Open Advanced Settings' and select 'Add to Task Bar'.

Title bar controls

The title bar (top right) contains shortcuts for:
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»  CIS for Android based Mobile or tablet - Click the mobile icon El and scan the QR code in the image to download
the latest Comodo Internet Security Mobile. See https://m.comodo.com/ for more details.

»  Talk to a Certified Technician - Click the E icon to launch the GeekBuddy client and connect to a real-life Comodo
security expert. Refer to the topic Comodo GeekBuddy for more details.

»  Refer your Friends - Click the H icon to open Comodo' s Facebook page and refer your friends to Comodo's various
products.

e Get Help - Click the help icon for the following options:

*  Online Help - Opens Comodo Internet Security's
online help guide at http://help.comodo.com/topic-

(7] 72-1-451-4685-Introduction-to-Comodo-Internet-
| Online Help Security.html.
Support ’ Diagnostics e Support - Click this link for the following options:
About Browse Support Forums «  Diagnostics - Helps to identify any
1 Get Live Support problems with your installation.

e Browse Support Forum - Links to Comodo
User Forums.

e Get Live Support - Launches the
GeekBuddy support client.

e About - Displays product version, virus signature
database version and copy-right information of the
product. The 'About' dialog also allows you to import
a locally stored virus database and to upgrade to
CIS Pro version.

COMODO :zbout

2 COMODO
. ‘ Internet Security Premium
Froduct “ersion: 6.3.294226.2933

Database Wersion: 16996 Import Wirns Database

License Key. Enter License Key

Patents Pending.
Copyright © 2005-2013 COMODO.

»  Clicking Import Virus Database enables you to import a locally stored virus signature database into CIS.

»  Clicking Enter License Key allows you to upgrade your product to CIS Pro version. Refer to the section 'Activating
CIS Pro/Complete Services after Installation’ for more details.

Game mode

Switches CIS 6.3 to Game Mode to enable you to play your games without any interruptions from various alerts in your
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computer. The operations that can interfere with users' gaming experience are either suppressed or postponed.

In game mode:
*  Defenset/Firewall alerts are suppressed.

e AV database updates and scheduled scans are postponed until the gaming is over;
*  Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Game Mode to resume alerts and scheduled scans.

1.5.2. The Tasks Interface

The links in the 'Tasks' interface allows you to configure every aspect of Comodo Internet security.

cCOMODO

Internet Security Premium
Q -

General Tasks

Scan Wiews Logs

! 1 record of security events, actiity
and alers

Dpen Task Manager

Run the updater to check proc Far 1 Cpen the task manager |
virus database updales securty tasks In progress

I a o I ions
Yiew Cluarantine S 12w Connection
¥

fiew and manage threats quarantined by ipplication hich are
FrU S SCanner the Internet

Firewall Tasks

Sandbox Tasks

Advanced Tasks

Tasks are broken down into four main sections. Click the following links for more details on each:

e General Tasks - Run antivirus scans, update virus database, view and manage quarantined threats, view logs of
security events, activity and alerts and view running security tasks. Refer to the section General Tasks for more
details.

»  Firewall Tasks - Allow or block applications, manage ports, manage networks and configure advanced firewall
settings. Refer to the section Firewall Tasks for more details.

»  Sandbox Tasks - Run applications in a virtual environment and configure advanced sandbox settings. Refer to the
section 'Sandbox Tasks' for more details.

»  Advanced Tasks - Create a boot disk to clean up highly infected systems; install other Comodo software like
KillSwitch and Cleaning Essentials; submit files to Comodo for analysis and gain access to the 'Advanced Settings'
interface. Refer to the section 'Advanced Tasks' for more details.
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1.5.3. The Widget

The CIS Widget is a handy control that provides at-a-glance information about the security status, speed of outgoing and
incoming traffic and links to social networking sites. The Widget starts automatically when CIS is started unless it is disabled
from the System Tray Icon or in the 'User Interface' of General Settings.

Right clicking on the Widget opens a context sensitive menu similar to the one displayed on right clicking the CIS system tray
icon. The context sensitive menu allows you to enable or disable CIS components and configure various settings. Refer to
section The System Tray Icon for more details.

COMODO COMODO

© AtRisk

COMODO | COMODO

~ Game Mode

»  The color coded row at the top of the widget displays your current security status. Double-clicking on 'At Risk' or
'Needs Attention' opens the appropriate interface for you to take action immediately.

»  The second row displays information about incoming and outgoing network traffic. The network traffic row is displayed
only if 'Show Traffic pane' under 'Widget options of CIS tray icon or Widget right click menu is enabled. Refer to The
System Tray Icon for more details. (Default = Enabled)

e The third row tells you current status of the CIS application:

e The first button - displays the number of programs/processes that are currently running in the
sandbox. Clicking the button opens the Active Process List interface, which allows you to identify and
terminate unnecessary processes. Clicking the 'More' button in this interface will open the KillSwitch
application. If KillSwitch is not yet installed, clicking this button will prompt you to download the application.
Refer to the sections View Active Process List and Identify and Kill Unsafe Processes for more details.

e The second button _ tells you how many CIS tasks are currently running. Clicking the button
opens the Windows Task Manager interface.

e The third button - displays how many files are added to Unrecognized Files list and are pending
for submission to Comodo for analysis. Clicking on it opens the Unrecognized Files interface which
displays the list of Unrecognized files.

The status row is displayed only if 'Show Status Pane' is enabled under 'Widget options of CIS tray icon or Widget right
click menu. Refer to The System Tray Icon for more details. (Default = Disabled)

»  The forth row contains shortcuts for five common tasks you have in the task bar at the bottom of the home screen.
Clicking the shortcut on the widget will run the task. The Common Tasks row is displayed only if 'Show Common Tasks
Pane' is enabled under 'Widget' options of CIS tray icon or Widget right click menu. Refer to The System Tray Icon
for more details. (Default = Enabled)

»  The fifth row displays the browsers installed in your computer system. Clicking on a browser icon will open the browser
inside the sandbox for a secure browsing session. You can tell the browser is running in the sandbox because it will
have a green border around it. Refer to Running an application inside the sandbox for more details. The Browsers
row is displayed only if 'Show Browsers Pane' is enabled under 'Widget' options of CIS tray icon or Widget right click
menu. Refer to The System Tray Icon for more details. (Default = Enabled)

*  The last row in the Widget provides links to social networking sites. The social networking sites row is displayed only if
'Show Connect Pane' is enabled under 'Widget' options of CIS tray icon or Widget right click menu. Refer to The
System Tray Icon for more details. (Default = Enabled)
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*  You can expand or collapse the Widget by clicking the arrow at the bottom.

1.5.4. The System Tray Icon

In addition to providing a fast way of starting CIS, the system tray icon also contains short cuts that allow you to configure
various security settings. Right click on the icon to access the menu:

Ankivirus
Firevaall
Auto-Sandbo
HIPS

- T v v

Game Mode

v Advanced Wiew

\idget r
Open ...
| Exit 3]
| &)

The options available for the Antivirus, Firewall and Auto-sandbox menu-items depend on whether you are using Compact View
or Advanced View.

Compact View Advanced View
Antivirus - You can enable or disable Real-time antivirus Antivirus - Options available are On Access, Stateful and
scan. Disabled. Refer to Antivirus Pane for more details.
Firewall - You can enable or disable Firewall. Firewall - Options available are Block All, Custom Ruleset,

Safe Mode, Training Mode and Disabled. Refer to the section

Auto-Sandbox - You can enable or disable Auto-Sandbox. 'Firewall Behavior Settings' for more details.

Refer to the section 'Behavior Blocker' for more details. . . o
Auto-Sandbox - Options available are Fully Virtualized,

Partially Limited, Limited, Restricted, Untrusted, Blocked and
Disabled. Refer to the section '‘Behavior Blocker' for more
details.

HIPS - Options available are Paranoid Mode, Safe Mode,
Clean PC Mode, Training Mode and Disabled. Refer to the
section HIPS Behavior Settings for more details.

If any of the antivirus, firewall and auto-sandbox settings are disabled, immediately the Security Information in the main task
interface and the Widget will turn red alerting you of the status. In addition, a pop-up alert depending on the feature disabled will
be displayed.
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COMODO internet Secu ity

Turn Off Antivirus
You have just turned off a realtime security component.

Disabling a security component reduces the protection on
this computer.

How long should it stay disabled?

15 minutes

Cancel

You can select the period for which the security should be turned off from the drop-down.
COMODO internet Secu ity

Turn Off Antivirus
You have just turned off a realtime security component.

Disabling a security component reduces the protection on
this computer.

How long should it stay disabled?

15 minutes (v

15 minutes

30 minutes
&0 minutes

Permanently

Select the period and click 'OK'. If you have selected any of first three periods, the security component will be enabled
automatically after the chosen period.

*  Game Mode - Switches CIS 6.3 to Game Mode to enable you to play your games without any interruptions from
various alerts in your computer. The operations that can interfere with users' gaming experience are either suppressed
or postponed.

e Advanced View - Switches between Compact View and Advanced View in the Home Screen.

In game mode:
*  Defense+/Firewall alerts are suppressed.

e AV database updates and scheduled scans are postponed until the gaming is over;
*  Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Game Mode to resume alerts and scheduled scans.

*  Widget - You can select whether or not the Widget is to be displayed and select the components of it to be displayed.
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Ankivirus b

v Show Firewall »
Always on top Auto-Sandbox
HIPS F

v Show Traffic Pane
Show Skaktus Pane Game Mode
v Show Cammaon Tasks Pane

v Advanced View

v Show Browsers Pane
v Show Connect Pane ‘idget

»  Show: Toggles the display of widget. (Default = Enabled)

*  Always on top: Displays the widget on top of all windows currently running on your computer. (Default =
Disabled)

»  Show Traffic Pane: Displays the network traffic indication row in the widget. (Default = Enabled)
»  Show Status Pane: Displays the row indicating the current status of CIS in the widget. (Default = Disabled)

»  Show Common Tasks Pane: Displays the row containing shortcuts to common CIS tasks in the widget.
(Default = Disabled)

»  Show Browsers Pane: Displays the row containing the shortcuts to browsers in your computer. (Default =
Enabled)

»  Show Connect Pane: Displays the row containing the shortcuts to social networking sites in the widget.
(Default = Enabled)

e Open - Opens the CIS interface.
»  Exit - Closes the CIS application.

1.6.Understanding Security Alerts

CIS alerts warn you about security related activities and requests at the moment they occur. Each alert contains information
about the particular issue so you can make an informed decision about whether to allow or block it. Alerts also allow you to tell
Comodo Internet Security how to behave in future when it encounters activities of the same type.
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Type of Alert

Can be Antivirus,
Firewall, HIPS, Behavior

Blocker or Cloud
Scanner
Color.indicates COMOD O eenavior Blocker
severity of the Alert
Both firewall, HIPS and : e rll:llll'll:g gllitclii < Description of activity or connection
Behavior Blocker alerts e = attempt

are color coded to
indicate the risk level

installer r20.0.3-windows.exe

High visibility icons quickly inform you
Unidertified Publisher which applications and techniques are

~ involved in an alert. Clicking the name
Clicking the handle of the executables here opens a
opens the alert Run Isolated(Default) window containing more information
description which Runs the application with limited access rights about the application in question

contains advice about
how to react to the
alert.

| Block
Stops execution ofthe application above

v Run Unlimited
’ Grants unlirmited access to the application ahowve

[ Trust this application

Click these options to allow or
block the request

Comodo Internet Security alerts come in four main varieties, namely:

*  Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts will be displayed only when
Antivirus is enabled and the option 'Do not show antivirus alerts' is disabled in Real-time Scanner Settings.

*  Firewall Alerts - Shown whenever a process attempts unauthorized network activity. Firewall alerts will be
displayed only when the Firewall is enabled and the option 'Do not show popup alerts' is disabled in Firewall
Settings.

*  HIPS Alerts - Shown whenever an application attempts an unauthorized action or tries to access protected
areas. HIPS alerts will only be generated if HIPS is enabled and Do NOT show popup alerts is disabled.

*  Behavior Blocker / Auto-Sandbox Alerts (including Elevated Privilege Alerts) - Shown whenever an
application tries to modify the Operating System or related files and when the Behavior Blocker automatically
sandboxes an unrecognizable file. Behavior Blocker / Auto-Sandbox Alerts will be displayed only when auto-
sandboxing is enabled under Behavior Blocker settings. Privilege Alerts will only be shown if enabled.

In each case, the alert may contain very important security warnings or may simply occur because you are running a certain
application for the first time. Your reaction should depend on the information that is presented at the alert.

Note: This section is concerned only with the security alerts generated by the Antivirus, Firewall, HIPS and Behavior Blocker
components of CIS. For other types of alert, see Comodo Message Center notifications, Notification Messages and
Information Messages.

Severity Level

The shield icons at the upper left of each alert are color coded according to the risk level presented by the activity or request.
However, it cannot be stressed enough that you should still read the information in order to reach an informed decision on
allowing or blocking the activity.
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*  Yellow Icons - Low Severity - In most cases, you can safely approve these requests. The 'Remember my answer'
option is automatically pre-selected for safe requests

*  Orange Icons - Medium Severity - Carefully read the information in the alert description area before making a
decision. These alerts could be the result of a harmless process or activity by a trusted program or an indication of an
attack by malware. If you know the application to be safe, then it is usually okay to allow the request. If you do not
recognize the application performing the activity or connection request then you should block it.

* RedIcons - High Severity - These alerts indicate highly suspicious behavior that is consistent with the activity of a
Trojan horse, virus or other malware program. Carefully read the information provided when deciding whether to allow
it to proceed.

Note: Antivirus alerts are not ranked in this way. They always appear with a red icon.

Alert Description

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:

COMODO Hrs

——

| @ { Procx exe is trying to access the disk directly

> ———@

Prock.exe

Frock. exe could not be recognized and it is abowut to access the disk
directly. Accessing the disk directly is not a commaon operation for
everyday applications. However, some system profiling or disk
defragmentationfmanadgement utilities may need to access a disk directly

in arder to function progperhy. :

The description tells you the name of the software/executable that caused the alert; the action that it is attempting to perform
and how that action could potentially affect your system. You can also find helpful advice about how you should respond.

Now that we've outlined the basic construction of an alert, lets look at how you should react to them.

Answering an Antivirus Alert

Comodo Internet Security generates an Antivirus alert whenever a virus or virus-like activity is detected on your computer. The
alert contains the name of the virus detected and the location of the file or application infected by it. Within the alert, you are also
presented with response-options such as 'Clean’ or 'Ignore’.

Note: Antivirus alerts will be displayed only if the option 'Do not show antivirus alerts' is disabled. If this setting is enabled,
antivirus notifications will be displayed. This option is found under 'Security Settings > Antivirus > Realtime Scan'. Refer to
Real-time Scanner Settings for more details.
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Location: EArew FoldenSuspicio. MVZFPILSuite exe

More information:  Unavailahle

Clean (Recommended)
uarantines the file

lgnore
lgnores the alert and allows the file aperation

The following response-options are available:

»  Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved to
Quarantine. If desired, you can submit the file/application to Comodo for analysis from the Quarantine interface.
Refer to Manage Quarantined Items for more details on quarantined files.

* lIgnore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only click
'Ilgnore’ if you are absolutely sure the file is safe. Clicking 'Ignore" will open three further options:

Ignore =
lgnores the alert and allowes the file operation

lgnore Once
lgnore and Add to Exclusions

lgnore and Report as False Alert

» Ignore Once -The file is allowed to run this time only. If the file attempts to execute on future occasions, another
antivirus alert is displayed.

* Ignore and Add to Exclusions - The file is allowed to run and is moved to the Exclusions list - effectively
making this the 'lgnore Permanently' choice. No alert is generated if the same application runs again.

* Ignore and Report as a False Alert - If you are sure that the file is safe, select 'lgnore and Report as a False
Alert'. CIS will then submit this file to Comodo for analysis. If the false-positive is verified (and the file is
trustworthy), it will be added to the Comodo safe list.

Antivirus Notification

If CIS detects a virus or other malware, it will immediately block it and provide you with instant on-screen notification:
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COMODO antivirus
FF

Malware Stopped

ApplicUnwnt Win32.Leaktest.Ghost@s7 119

ClsamplesiGhostiGhostiGhost exe

[] Hide these alerts

Please note that these antivirus notifications will be displayed only when 'Do not show antivirus alerts' check box in Antivirus >
Real-time Scan settings screen is selected and 'Show notification messages' check box is enabled in Advanced Settings >
User Interface screen.

Answering Firewall Alerts

CIS generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs contrary to one of
your application or global rules. Each firewall alert allows you to set a default response that CIS should automatically implement
if the same activity is detected in future. The followings steps will help you answer a Firewall alert:

1. Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewall can
recognize thousands of safe applications. (For example, Internet Explorer and Outlook are safe applications). If the
application is known to be safe - it is written directly in the security considerations section along with advice that it is
safe to proceed. Similarly, if the application is unknown and cannot be recognized you are informed of this.

COMODO Frirewal

W test vhs is trying to connect to the Internet

Y Application: testwvbs
Remote: £5.52.103.94 - TCP
Port: hitpea0)

testvhs could not be recognized and it is about to connect the Internet. If

itis one ofyour everyday applicatio ou can allow this request.

If it is one of your everyday applications and you want to allow it Internet access to then you should select Allow.

In all cases, clicking on the name of the application opens a properties window that can help you determine whether or
not to proceed:
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st Properties

General |Sc:ript | Summary |

test
e | - ng to eennect to the Internet

Type of file:  WBScript Script File

Opens with:  gg- Microsoft [R] windows

Remote: 02103.94 - TCP

Location: CA Port: http (B
Size: 412 bytes (412 bytes) S
Size on digk:  4.00 KB [4.095 bytes]
4 4 Allow
Created: wednesday, October 03, 2012, 11:50:32 At Bl Alows the connection reguest

t adified: Wednesday, October 03, 2012, 11:50:32 Ak
Accezzed: Today, October 17, 2012, 1:33:56 PM | | Block

Aftributes; [JRead-only [ ] Hidden

Block the connection request

Treat as
Lets you choose a rulesetto apply

[ ok || cancel | ol [ Remermber my answer

If you don't recognize the application then we recommend you Block the application. By clicking the handle to expand
the alert, you can choose to block the connection (connection is not allowed to proceed) or block & terminate
(connection is not allowed to proceed and the process/application that made the request is shut down).

COMODO rirewal

is trying to connect to the Internet

Application: testwvhs

Remaote: 65.52103.94 - TCP

Port: hittp (S 0]
i

5 Block —

Block the connection request

Block Omily

Block and Terminate

TPt o

2. Ifyou are sure that it is one of your everyday application, try to use the 'Treat As' option as much as possible. This
allows you to deploy a predefined firewall ruleset on the target application. For example, you may choose to apply
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the policy Web Browser to the known and trusted applications 'Internet Explorer’, 'Firefox' and 'Opera’. Each
predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of

application.
@ Treat as
e
Lets yvou choose a ruleset to apply

Web Browser

Fip Client

Allowied Application
Blocked Application

Outgpoing Ondy

[ remember my answer

Remember to check the box Remember My Answer for the ruleset to be applied in future.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations section, then
you should block the request AND select Remember My Answer to make the setting permanent.

Answering HIPS Alerts

Comodo Internet Security generates a HIPS alert based on the behavior of applications and processes running on your system.
Please read the following advice before answering a HIPS alert;

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo Internet Security
can recognize thousands of safe applications. If the application is known to be safe - it is written directly in the security
considerations section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot
be recognized, you are informed of this.

COMODO Hrs

is trying to access the disk directly

p y ) @

Proci.exe

FProcs exe could not be recognized and it is abowt to access the disk
directly. Accessing the disk directhy is not a commaon operation for
everyday applications. However, some system profiling or disk
defragmentationfmanagement utilities may need to access a disk directly

in arder to function progperly. :
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If it is one of your everyday applications and you simply want it to be allowed to continue then you should select Allow.

If you don't recognize the application then we recommend you select Block the application. You can choose to just
block the connection or to block & terminate.

COMODO uHrs

r——

| [ memory_ 5 i 15 trying to access the disk
directly

Block s
Blocks the application from performing the action above

Block Omily

Block and Terminate

[l

Tl‘-*.--gi- -

2. Ifyou are sure that it is one of your everyday applications and want to enforce a security policy (ruleset) to it, please
use the 'Treat As' option. This applies a predefined HIPS ruleset to the target application.
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COMODO nrs

[r—

. || memaory_ rying to access the disk
directly

@ Treat as
Letz you choose a rulesetto apply

Installer or Updater l
Allowed Application
Windows System Application

Isolated Application

Limited Application

] Remember my answer

Avoid using the Installer or Updater ruleset if you are not installing an application. This is because treating an
application as an 'Installer or Updater' grants maximum possible privileges onto to an application - something that is
not required by most 'already installed' applications. If you select 'Installer or Updater', you may consider using it
temporarily with Remember My Answer left unchecked.

3. Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many legitimate
applications would cause such an alert and this is usually a good indicator of malware / rootkit like behavior. Unless

you know for a fact that the application performing the activity is legitimate, then Comodo recommends blocking these
requests.
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COMODO His

e

| @ : clt.exe is trying to load the device driver

driver.sys

Allow
Allows the application to perform the action above

Block

Blocks the application from performing the action above

Treat as
Lets you choose arulesetto apply

] Remember my answer

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been installing a new

program and do not recognize the application requesting the access , then a 'Protected Registry Key Alert' should be a
cause for concern.
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COMODO urs

r——

| @ [ regtest.exe is trying to modify a protected
registry key

D D
reitest.exe
bl

Allow

Allowes the application to perform the action above

Block -

Blocks the application from performing the action above
' Treat as

Lets yvou choose a ruleset to apply

] Remember my answer

5. Protected File Alerts usually occur when you try to download or copy files or when you update an already installed
application.
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COMODO Hrs

[Fr—

, @ | cltexe is trying to modify a protected file or

directory

Allow
Allows the application to perform the action above

Block
Blocks the application from performing the action above

@. Treat as
Lets you choose arulesetto apply

] Remember my answer

Were you installing new software or trying to download an application from the Internet? If you are downloading a file
from the 'net, select Allow, without selecting Remember my answer option to cut down on the creation of
unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories) then pay
special attention. The Windows directory is a favorite target of malware applications. If you are not installing any new
applications or updating Windows then make sure you recognize the application in question. If you don't, then click
Block and choose Block Only from the options, without selecting Remember My answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably a virus and
you should block it permanently by clicking Treat As and choosing 'Isolated Application’ from the options.

6. Ifa HIPS alert reports a malware behavior in the security considerations area then you should Block the request
permanently by selecting Remember My Answer option. As this is probably a virus, you should also submit the
application in question, to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not yet included
in the Comodo certified application database. If the security considerations section says "If xxx is one of your everyday
applications, you can allow this request", you may allow the request permanently if you are sure it is not a virus. You
may report it to Comodo for further analysis and inclusion in the certified application database.

8. IfHIPSis in Clean PC Mode, you probably are seeing the alerts for any new applications introduced to the system -
but not for the ones you have already installed. You may review the 'Unrecognized Files' section for your newly
installed applications and remove them from the list for them to be considered as clean.

9. Avoid using Trusted Application or Windows System Application policies for you email clients, web browsers, IM or
P2P applications. These applications do not need such powerful access rights.

Answering a Behavior Blocker / Auto-Sandbox Alert

Comodo Internet Security generates a Behavior Blocker alert if an application or a process tries to perform certain modifications
to the operating system, its related files or critical areas like Windows Registry and when it automatically sandboxes an unknown
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application.

Please read the following advice before answering a Behavior Blocker alert:

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo Internet Security
can recognize thousands of safe applications. If the application is known to be safe - it is written directly in the security
considerations section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot
be recognized, you are informed of this.

COMODO cehavior Blocker

: o r20.0.3-windoy Could not b
recognized and requests unlimited access to
your computer

installer r20.0.3-windows.exe

LInidentified Fublisher

The publisher of installer_r20.0.3-windows. exe has NOT digitally signed
their application. Hence the origin of this application should not be
trusted. Digital Signing helps with verifying the authenticity of
applications. Fyou are unsure, we strongly recommend you press the
"Fun Isolated™ atton.

| w Run Llnllmlted©

Grants unlimited access to the application above

« Ifyou are sure that the application is authentic and safe and you simply want it to be allowed to continue then you
should select Run Unlimited. If you want the application not to be monitored in future, select 'Trust this application’
checkbox. The application will be added to Trusted Files list.

L Birdvaice Inc.

el

Run Isclated (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application above

[] Trust this application

+  Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with limited privileges and
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access to your system resources by clicking the 'Run Isolated' button. Refer to the section Unknown Files: The Auto-
Sandboxing and Scanning process for more explanations on applications run with limited privileges.

+  Ifyou don't recognize the application then we recommend you select Block the application.

Run with Elevated Privileges Alert

The Behavior Blocker will display this kind of alert when the installer of an unknown application requires administrator, or
elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to make changes to important
areas of your computer such as the registry.

» If you have good reason to trust the publisher of the software then you can click the 'Run Unlimited' button. This will
grant the elevated privilege request and allow the installer to run.

« If you are unsure of the safety of the software, then Comodo recommends that you run it with restricted access to your
system resources by clicking the 'Run Isolated' button.

e Ifthis alertis unexpected then you should abort the installation by clicking the 'Block' button (for example, you have
not proactively started to install an application and the executable does not belong to an updater program that you
recognize)

*  If you select 'Trust this application' then CIS will include this to Trusted Files list and no future alerts will be generated
when you run the same application.

Note: You will see this type of alert only if 'Detect installers and show privilege elevation alerts' is enabled. This can be found in
'Advanced Settings > Security Settings > Defense+ > Behavior Blocker'

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for unknown
installers that are digitally signed but the publisher of the software has not yet been white-listed (they are not yet a 'Trusted
Software Vendor').

COMODO cehzior Blocker

COMODO eehavior Slocker

| cuckoo mp3_ setup exe could not be recognized
| and requests unlimited access to your

computer

Iﬁ BirdVoice Inc,

F-windows exe could not be
BCOQ nd requests unlimited access to
your computer

Unidentified Publisher

~ S

Run lsolated {Default)
Runs thie application with limited access nghts
v . Run Unlimited
. Grants unlimited access 1o the application aboyva

Bleck
Slaps execulion ol the application aboye

[ Trustthis application

Run lsolated(Default)
Runs the application with Hmited access rights

LJ
Run Unlimited
S

Grants unlimited access to the application above

Block

Slops execulion of the applicalion above

[ Trustthis appiication

Unknown and not digitally signed Unknown and digitally signed but the publisher not yet whitelisted
(Mot yet a Trusted Vendor)

*  Unknown and unsigned installers should be either isolated or blocked.

e Unknown but signed installers can be allowed to run if you trust the publisher, or may be isolated if you would like
to evaluate the behavior of the application.
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Also see:

e 'Unknown Files: The Auto-Sandboxing and Scanning Processes' - to understand the decision making
process behind why CIS chooses to sandbox certain applications.

»  'Trusted Software Vendors' - for an explanation of digitally signed files and 'Trusted Software Vendors'.
Auto-Sandbox Alerts

The Behavior Blocker will display an alert whenever it auto-sandboxes an unknown application:

COMODO Eechavior Blocker

E Application Isolated

@ Cuckoomp3.exe is anunrecognized file and has been
sandboxed as Partially Limited

[] Hide these alerts Con'tisolate it again

The alert will show the name of the executable that has been auto-sandboxed. The application will be automatically added to
Unrecognized Files list.

»  Clicking the name of the application will open the Unrecognized Files interface, that displays a list of the
unrecognized files including the currently auto-sandboxed application.

»  Clicking Don'tisolate it again removes the application from the Unrecognized Files list and adds it to the Trusted
Files list, so that the application will not be auto-sandboxed in future. Choose this option if you are absolutely sure
that the executable is safe.
Users are also reminded that they should submit such unknown applications to Comodo via the 'Unrecognized Files' interface.
This will allow Comodo to analyze the executable and, if it is found to be safe, to add it to the global safe list. This will ensure
that unknown but ultimately safe applications are quickly white-listed for all users.

Also see:

e 'Unknown Files: The Auto-Sandboxing and Scanning Processes' - to understand the decision making
process behind why CIS chooses to auto-sandbox certain applications.

2. General Tasks - Introduction

The 'General Tasks' interface allows you to quickly perform antivirus scans, update the virus database, manage
quarantined files, view CIS event logs, view and manage Internet connections and manage CIS running tasks.
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Internet Security Premiurm
Q -

General Tasks

Scan View Logs
=Sean IF cormguter for vird s | i record af secunty events, activity

SEYWETE and alers

Update Open Task Manager
Run the updater to check far pr N an Open the task mar

firls database updates Securty tasks In progress

@ Wiew Quarantine G /2w Connections
ot fiewy and manage threats quarantined by - ipplication hich are connectad t

fArus scanner the internet

Firewall Tasks
Sandbox Tasks

Advanced Tasks

'General Tasks' contains the following areas. Click the links to jump to the help page for that topic.
*  Scan and Clean your Computer
*  Manage Virus Database and Program Updates
*  Manage Quarantined Items
e View CIS Logs
*  Manage CIS Tasks

¢ View Active Internet Connections

2.1.Scan and Clean Your Computer

Comodo Antivirus leverages multiple technologies, including Real-time/On-Access Scanning and On-Demand Scanning to
immediately start cleaning or quarantining suspicious files from your hard drives, shared disks, emails, downloads and system
memory. The application also allows users to create custom scan profiles, time-table scheduled scans and features full event
logging, quarantine and file submission facilities. When you want to run a virus scan on your system, you can launch an On-
Demand Scan using the Scan option. This executes an instant virus scan on the selected item.
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Q Home “gud

General Tasks ”

!3 Wiew Logs
1 te | of security evants, activity

and alers

Scan

Spyveare

Update g Open Task Manager

There are multiple types of antivirus scan that can be run from the 'Scan’ interface. Click the links below to find out more on
each:

*  Run a Quick Scan

¢ Run aFull Computer Scan
* RunaRating Scan

*  Runa Custom Scan

* Scan aFolder

e ScanafFile

*  Create and Schedule a Custom Scan
*  Scan individual file/folder

*  Processing Infected Files

2.1.1. Run a Quick Scan

The 'Quick Scan' profile enables you to quickly scan critical areas of your computer which are highly prone to infection from
viruses, rootkits and other malware. The areas scanned include system memory, auto-run entries, hidden services, boot sectors
and other significant areas like important registry keys and system files. These areas are of great importance to the health of
your computer so it is essential to keep them free of infection.

You can customize which items are scanned under a 'Quick Scan' and create a scan schedule from the 'Advanced Tasks'
interface. Refer to Antivirus Settings > Scan Profiles for more details.

To run a Quick Scan

e (Click 'Scan' from the General Tasks interface and click 'Quick Scan' from the 'Scan’ interface.
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g Quick Scan Last Scan:
b= 8 Scans commoanly infected areas and memaory. 09.12.2012

Full System Scan Last Scan:
Scans all the files and falders in the computer. Never

The scanner will start and first check whether your virus signature database is up-to-date:

CDMODO Scan

Task: Check for signature updates

Elapsed Time: 00:00:02

e Lpdate (0 :king for upda

& Threatis) Found: 0

[] Turn offthis camputer if no threats are found atthe end ofthe scan

W Stop Send to Background

If the database is outdated, the scanner will first download and install the latest database. Once CIS has the latest database, the
scanner starts the scan and the progress will be displayed:
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COMODO =can

i Quick Scan

Elapsed Time: 00:03:31
oty

Status: HKEY _LOCAL MACHIMEYSOF TWAREMIcrosoftiindo surrentersiani...

& Threatis) Found: 0
S

[] Turn offthis camputer if no threats are faund atthe end ofthe scan

W Stop Il FPause Send to Background

*  You can Pause, Resume or Stop the scan by clicking respective buttons. If you want to run the scan in the
background, click 'Send to Background'. You can still keep track of the scan progress from the ‘Task Manager'
interface.

COMODO Scan

T Quick Scan
Elapsed Time: 00:00:16
emiframedyn.dll

& Threat(s) Found: 1
Threat Name

CADOCUME~DPJOHMSM~NLOCALS -1 Tempicvasds0.dll

[] Turn offthis computer if no threats are found atthe end ofthe scan

W Stop Il Pause l Send to Background ‘

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 93



Creating Trust Online®

-

.-’/

Comodo Internet Security 6.§_’;____User"GUi’d’ef COMODO

On completion of scanning, the results will be displayed with a list of identified infections:

»  Toopen or close the lower panel that shows the list of infected files detected during the course of scan, click the
down/up arrow.

COMODO scan

. Quick Scan
apsed Time: 00:00:17
an Finished

& Threat(s) Found: 1
Threat Name Action |Clean

= Trojware Win32 GameThief Magania ~EKB@ 100857744

|— CADDCUME~TJOHMSM~-TLOCALS ~1Tempevasds0.dll ' Clean

I Apply Selected Actions ‘

Turn off this cormputer if no threats are found atthe end of the scan

® Close

*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.
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Attention!
1 Infections Found!

YWe recommend you work with a GeekBuddy Certified Micrasoft Expert to make
sure your computer is completely cleaned and aptimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272 9804

[] Do not ask me this question again

*  If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click "Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

»  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO :=can

. Quick Scan
Elapsed Time: 00:00:17
an Finished

& Threat{s) Found: 1
Threat Name Action |Clean

= Tropare Win3d2. GameThief Magania ~BKE@ 100337744

L CADOCUME~TWJOHMSM~NLOCALS ~1 Tempevasds0.dll o Clzan

I Apply Selected Actions ‘

Turn aoff this computer if no threats are found atthe end of the scan

® Close

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits, Malware and so
on). You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the
infected files for more details.

2.1.2. Run a Full Computer Scan

The 'Full System Scan' scans every local drive, folder and file on your system. Any external devices like USB drives, digital
camera and so on are also scanned.

You can customize the items scanned during a 'Full System Scan and set-up a scan schedule from the 'Advanced Tasks'
interface.

Refer to Antivirus Settings > Scan Profiles for more details.
To run a Full Computer Scan

e Click 'Scan' from the General Tasks interface and click 'Full System Scan' from the 'Scan' interface.
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Quick Scan Last Scan:
Scans commonly infected areas and mermary. 09.12.2012

Full System Scan q\[b Last Scan:
Scans all the files and falders in the computer. Never

| ~ Rating Scan Last Scan:
B sScans commmonly infectad areas and rmermory in the Mever

cloud for file reputation.

The scanner will start and first check whether your virus signature database is up-to-date.

COMODO s:can

Check for signature updates

Elapsed Time: 00:00:03

Status: Virus Datahase Update (5.0%); Checking far updates. .

& Threat(s) Found: O

o

[] Turn offthis computer if no threats are found atthe end of the scan

W Stop Send to Background

If the database is outdated, CIS will first download and install the latest database before commencing the virus scan.
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COMODO s:c:n

Task Full Sean

Elapsed Time: 00:03:32

nfundmiucntinf

rﬂ\ Threat(s) Found: O

[] Turn offthis computer if no threats are found at the end of the scan

Il Pause Send To Background

You can Pause, Resume or Stop the scan by clicking the respective buttons. If you want to run the scan in the
background, click 'Send to Background'.

COMODO send ToBac Kground

ﬁ What is a Background Task?

A task which runs in the background without interfering with
your normal PC activities.

Send To Background action, where available, makes the task
sUch as scanning or updating continue running in the

background. These tasks are going to take longer to cornplete but
resource usage of the computer is going to be minimal.

Please use Task Manager in order to access therm later.

] Do not show this message again

You can still view scan progress by clicking 'Task Manager' on the home screen.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 98



COMODO

Creating Trust Online®

AdministratonDe

rﬂ\ Threat(s) Found: 59

| >

Threat Name

CARProgram Files\Suspicious programsiaptd ziplapt.exe =
ApplicUmwnt@Es# ! hzrzgjibegonl

CAProgram Files\Suspicious programsWAFT.Zipl AW Tisetup. exe
ApplicUrnwitiEg 29108 0 2vbw

CAProgram Files\Suspicious programsicopycat zip|CopyCaticopycat exe
ApplicUmwntiWin3 2. Leaktest. CopyCati@1 87034

CAProgram Files\Suspicious programsiCoat zip|Coatit-coat.exe
Application Win32. LeakTest ~Coat@@d445235

CARrogram Files\Suspicious programs\COT Zip|COT.exe
ApplicUrnwit@d#  mixdflomen2p

l Apply Selected Actions I

[] Turn offthis camputer if no threats are found atthe end of the scan

M Stop se l Send To Background ‘

*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.
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Attention!
729 Infections Found!

Wwe recommend you woark with a GeekBuddy Certified Microsoft Expert to make
sure your computer is completely cleaned and optimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1.866-272-9804

[] Do not ask me this question again

*  If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click 'Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

»  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO scan

an Finished

AR Threat(s) Found: 729

Threat Hame Action | Clean E 9
= Suspicious@# eqoodd 7azh1b2
|— || CaDocuments and SettingslAll Users\dpplication DatalCOmMoDO. _Jclean E
= ApplicUment Win32 Leaktest CopyCatiz 187034
|— || Ednew Foldendll_tests (1ncopycatiCopyCaticopyoat exe o Clean E
= ApplicUrwntiz (#30K20t53p8215, #170Z21489i8z, #1mc1h28h. . 3

I Apply Selected Actions ‘

Turn off this computer if no threats are found at the end ofthe scan

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits, Malware and so
on). You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the
infected files for more details.

2.1.3. Run a Rating Scan
The 'Rating Scan' feature runs a cloud-based assessment on files on your computer to assess how trustworthy they are.
Based on the trustworthiness, the files are rated as:

e Trusted - the file is safe

*  Unknown - the trustworthiness of the file could not be assessed

»  Bad - the file is unsafe and may contain malicious code. You will be presented with disinfection options for such files.
To run a Rating scan

»  Click the curved Tasks' arrow on the home screen then click 'General Tasks' > 'Scan' > 'Rating Scan":
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Quick Scan Last Scan:
Scans commanly infected areas and memary. 09.12.2012

Full System Scan Last San:
Bcans all the files and folders in the cormputer, 09.12.2012

__--hﬁ'-._

Rating Scan Last Scan:

Scans commonly infected areas and memoyy in the 09.12.2012
cloud for file reputation.

Custom Scan
Scan files and folders or run custom scan profiles.

Trust Level: W Trusted Files: 713 3 Running Files: 370

0.00%
I ¥ Unknown Files: 45 Autorun Files: 393

B Bad Files: 1 [ Average File Age: 43 months

Show Al Files v
File Name ‘ Rating ‘ Age ‘ Autorun | Action | Clean

kbdclass.sys Trusted 43 months

mplayer2 exe Trusted 12 months

Troftyare MWini2 Garm... Bad 6 rmonths
(¥ shdocww ol Trusted 53 maonths

(¥ sysmogr1uno.di m Unknown 33 months Mo Action

I Apply Selected Actions J

Turn off this computer if no threats are found atthe end of the scan

*  File Name: The file which was scanned
»  Rating: The rating of the file as per the cloud based analysis
*  Age: The period of time that the file has been stored on your computer

e Autorun: Indicates whether the file is an auto-run file or not. Malicious auto-run files could be ruinous to your
computer so we advise you clean or quarantine them immediately.
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You can filter the results by rating using the 'Show' drop-down:;

Show AllFiles b
un | All Files | Ratl
e Na | Ratin

| Bad Files [ .

=) kbt Unknown Files Trusted
Trusted Flles

Sy Running Files LIGtHR

B Trc Autorun Files h Bad

%) shdocww dll Trusted

Each file identified as 'Bad' is accompanied with a drop-down box that allows you to 'Clean’, 'Trust' or 'Take no action'

El Gad 6 months Clean L
Claan
Tr nth
ﬁ usted 53 months o Action
ﬁ Trusted 53 months i

»  Clean - If a disinfection routine is available for the selected infection(s), Comodo Antivirus will disinfect the application
and retain the application file. If a disinfection routine is not available, Comodo Antivirus will move the files to
Quarantine for later analysis. See Manage Quarantined Items for more info.

*  No Action - If you wish to ignore the file, select 'No Action'. Use this option with caution. By choosing to neither 'Clean’
nor 'Trust', this file will be detected by the next ratings scan that you run.

*  Trusted - The file will be moved to Trusted Files list and will be given 'Trusted' rating from the next scan.

For the same action to be applied to all 'Bad' files, make a selection from the drop-down menu at the top of the 'Action' column.

Show all Files -

File Name Rating Age Autorun | Action |Clean ]
. Clean

mplayersd exe ﬂ Trusted 12 months MO Action

Irojware win32 Gam . [&] Bad & months Clean | Tt

Click 'Apply Selected Actions' to implement your choice. The selected actions will be applied and a progress bar will be
displayed underneath the results:
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Trust Level: W Trusted Files: 713 3 Running Files: 370

0.00%
I I ™ Unknown Files: 45 ! Autorun Files: 393
ull I

™ Bad Files: 1

show |allFiles w |

File Name ‘ Rating

mplayer? exe Trusted

Trojare Win32 Gam. . Bad
(%) shdocyw dil Trusted
& imagehip.di Trusted

&) NETSHELL dil Trusted

[} Average File Age: 43 months

‘ Age ‘ Autorun | Action éclean

12 rmonths
& months

23 months
23 months

23 months

el ol ying Actions. .

Turn off this computer if no threats are found at the end ofthe scan

¢ Click 'Close' to exit

COMODO iternet Secu rity

Are you suUre you want to close the results window?

... then click 'Yes' in the confirmation window.

2.1.4. Run a Custom Scan

Comodo Antivirus allows you to create custom scan profiles to scan specific areas, drives, folders or files in your computer.

To run a custom scan, click 'Scan' from the 'General Tasks' interface then click 'Custom Scan'. The Custom Scan panel will

open:
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COMODO scan

Quick Scan Last Scan:

Scans commaonly infected areas and memonry. 09.12.2012

Custom Scan
Scan files and folders ar run custom @\[51 profiles.

Folder Scan
Selectand scan a falder.

File Scan
Select and scan afile.

More Scan Options
Fun custam scan profiles.

The 'Custom Scan' panel contains the following scan options. Click the links to jump to the help page for that topic.
e Folder Scan - scan individual folders
*  File Scan - scan an individual file

e More Scan Options - create a custom scan profile here

2.1.4.1. Scan a Folder

The custom scan allows you to scan a specific folder stored in your hard drive, CD/DVD or in external devices like a USB drive
connected to your computer. For example you might have copied a folder from another computer in your network, an external
device or downloaded from Internet and want to scan it for viruses and other threats before you open it.

To scan a specific folder
e (Click Scan from the 'General Tasks' interface and Click '‘Custom Scan' from the 'Scan’ interface
*  Click 'Folder Scan' from the 'Custom Scan' pane

*  Navigate to the folder to be scanned in the '‘Browse for Folder' window and click OK
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Browse For Folder E]

[= =e# Local Disk (T
I cee_linus
I3 Comodo
|5 Documents and Settings
(59 {probably infected Files
|53 Program Files
I samples
I setups
(= share

[T WINDOWS
< | >

| >

| £

Make Mew Faolder ] [ o4 ][ Cancel

The folder will be scanned instantly and the results will be displayed with a list of any identified infections

COMODO scan

(]

k C:\Probably_infected files
100%

Elapsed Time: 00:00:04
can Finished

& Thraat(s) Found: &
Threat Name Action |Clean
= ApplicUmynigEEo
CAProbably_infected_filesicpil_suitelcpil dll o Clean
CAPrabably_infected_filesticpil_suitedCPIL3.dll o Clean
CAProbably_infected_filestcpil_suiteicpil exe o Clean

CAProbably_infected_filesicpil_suiteVCPILZ.dll o Clean

W

I Apply Selected Actions ‘

Turn off this camputer if no threats are found at the end ofthe scan
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*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.

cCOMODO

Attention!
5 Infections Found!

Wie recommend you work with a GeekBuddy Certified Microsoft Expert to make
sure your computer is completely cleaned and optimized.

Let a GeekBuddy assist you now.

Ma, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272-9804

[] Do not ask me this gquestion again

» If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click 'Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

*  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO scan

‘\Probably_infected_files

Elapsed Time: 00:00:04

Status: Scan Finished
& Threat(s) Found: &
Threat Name Action | Clean
= ApplicUmwntE@E0
CAProbably_infected_filesicpil_suitelcpil.dll o Clean
CAPrabably_infected_filesticpil_suitedCPIL3.dll o Clean

CAProbably_infected_filesicpil_suitelcpil exe o Clean

CAProhably_infected_filesicpil_suitenCPILZ.dll o Clean

I Apply Selected Actions ‘

Turn off this computer if no threats are found at the end of the scan

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits, Malware and so
on). You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the
infected files for more details.

Tip: Alternatively, you can perform an express scan on a folder by dragging and dropping it onto the CIS interface or by right
clicking it. Refer to Scan Individual File/Folder for more details.

2.1.4.2. Scan a File

The custom scan allows you to scan a specific file stored in your hard drive, CD/DVD or in external devices like a USB drive
connected to your computer. For example you might have downloaded a file from the Internet or dragged an email attachment
onto your desktop and want to scan it for viruses and other threats before you open it.

To scan a specific file
e (Click Scan from the 'General Tasks' interface and Click '‘Custom Scan' from the 'Scan’ interface
e Click 'File Scan' from the 'Custom Scan' pane

»  Navigate to the file to be scanned in the 'Open' window and click 'Open'’
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3 Msuspicioust
My Fecent suspicinu;é
Documents suspicious4
s SUspiciaUsS
[
Deszktop
ty Docurments
ky Cormputer
- File name: |$uspiciuu32 b | [ Open l
My Network | Files of type: |l fles [ v/ | Cancel |

The file will be scanned instantly.

*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.
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Attention!
1 Infections Found!

YWe recommend you work with a GeekBuddy Certified Micrasoft Expert to make
sure your computer is completely cleaned and aptimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272 9804

[] Do not ask me this question again

*  If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click "Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

»  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO :=can

100%

Task: C:\Probably_infected files\suspicious_files\suspicious2.exe
Elapsed Time: 00:00:03
an Finished

& Threat(s) Found: 1
Threat Name Action ?Clean

= ApplicUmyntzEEo

L CAProbably_infected_fileslsuspicious_files\suspiciousZ exe o Clean

I Apply Selected Actions ‘

Turn aoff this computer if no threats are found atthe end of the scan

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits, Malware and so
on). You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the
infected files for more details.

Tip: Alternatively, you can perform an express scan on a file by dragging and dropping it onto the CIS interface or by right
clicking it. Refer to Scan Individual File/Folder for more details.

2.1.4.3. Create, Schedule and Run a Custom Scan

By creating a custom scan profile, you can choose exactly which files and folders are scanned, when they are scanned and how
they are scanned. Once created and saved, your custom scan profile will appear in the scans interface and can be run, on
demand, at any time.

*  Creating a Scan Profile
*  Running a custom scan
To create a custom profile
e Click the 'Tasks" arrow on the home screen to open the main Tasks menu
*  In'General Tasks', click 'Scan'
e Select 'Custom Scan' then 'More Scan Options'
*  The 'Advanced Settings' interface will be displayed with 'Scans' panel opened

e (Click the handle at the bottom of the interface then select 'Add":
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This page allows you to add, remove and edit scan profiles and scheduled scans.

F Hame Action Last Scan Active

[0 Full Scan Scan 05.31.2013 04:27 PM

[0 Quick Scan Scar 053120130321 Pv D

The scan profile interface will be displayed.
e Type a name for the profile in the 'Scan Name' text box

e Click the handle at the bottom of the interface to select items to be included in the profile:
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COMODO Scan

Scan Name: | Example Scan Profie

Define items to be scanned, scanning aptions and running schedule

Items oY

Profile

Chscriptstinstall_Software vbs

& ‘ B | ‘ b4
Add Fles ' add Folder Régign Rernove
Options '

Schedule

*  Add File - Allows you to add individual files to the profile.

e Add Folder - Allows you to select entire folders to be included in the profile

e Add Region - Allows you to add pre-defined regions to the profile (choice of 'Full Computer', ‘Commonly
Infected Areas' and 'System Memory')
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Entire Computer

Commonly Infected Areas

*  Repeat the process to add more items to the profile. Click 'OK' to confirm your choice.

*  Next, click 'Options' to further customize the scan:

COMODO :zcan

Scan Name: ‘ Example Scan Frofie

Define items to be scanned, scanning options and running schedule

Items

Options

Enable scanning optimizations

This option increases the scanning speed significantly

Decompress and scan compressed files

This option allows scanner to decompress archive files e.g. . Jip \Rar etc. during scanning

[] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings

O Automatically clean threats [ |

When the threats are identified, perform the selection action automatically

[ Use heuristics scanning |:|

When the threats are identified, perform the selection action automatically

1 Lirnit maxirnurm file size to

While scanning, if a file size is larger then specified, it is not scanned

Shedule

e Options:

«  Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization
techniques like running the scan in the background in order to speed-up the scanning process (Default =
Enabled) .
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*  Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive
files such as .ZIP and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and
CAB archives (Default = Enabled) .

*  Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses
more accurately because the local scan is augmented with a real-time look-up of Comodo's online signature
database. With Cloud Scanning enabled your system is capable of detecting zero-day malware even if your
local anitvirus database is out-dated. (Default = Disabled).

*  Automatically clean threats - Enables you to select the action to be taken against the detected threats and
infected files automatically from disinfecting Threats and moving the threats to quarantine.

*  Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be applied on
scans in this profile. You are also given the opportunity to define the heuristics scan level. (Default =
Disabled).

Background Info: Comodo Internet Security employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain
whether it contains code patterns similar to those in known viruses. If it is found to do so then the application
deletes the file or recommends it for quarantine. Heuristics is about detecting 'virus-like' traits or attributes
rather than looking for a precise virus signature that matches a signature on the virus blacklist.

This allows CIS to 'predict' the existence of new viruses - even if it is not contained in the current virus
database.

e Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false
positives. Comodo recommends this setting for most users.

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

*  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives t0o.

»  Limit maximum file size to - Select this option if you want to impose size restrictions on files being
scanned. Files of size larger than that specified here, are not scanned, if this option is selected (Default =
40 MB).

*  Run this scan with - Enables you to set the priority of the scan profile. You can select the priority from the
drop-down.(Default = Disabled).

»  Update virus database before running - Instructs Comodo Internet Security to check for latest virus
signature database updates from Comodo website and download the updates automatically before starting
the scanning (Default = Enabled) .

»  Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans
for applications that (i) a user may or may not be aware is installed on their computer and (i) may
functionality and objectives that are not clear to the user. Example PUA's include adware and browser
toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece of
software. Unlike malware, many PUA's are 'legitimate' pieces of software with their own EULA agreements.
However, the 'true’ functionality of the software might not have been made clear to the end-user at the time
of installation. For example, a browser toolbar may also contain code that tracks a user's activity on the
Internet (Default = Enabled).

»  If you want the scan to run at specific times, click 'Schedule”:
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COMODO zcan

Scan Name: | Example Scan Frofile

Define items= to be scanned, scanning options and running schedule

Items
Options

Shedule

Frequency: Start Time: 5:30 AM 5

() Do not schedule this task
O Every Day

& Every Week

() Ewery Maonth

Day(s) of Week

Sun  Mon Tue Wed Thu Fri

[] Run only when computer is not running on battery
[J Run only when computer is IDLE

[] Turn off computer if no threats are found at the end of the scan

* Do not schedule this task - The scan profile will be created but will not be run automatically. The profile will
be available for manual on-demand scanning

»  Every Day - The Antivurus starts scanning the areas defined in the scan profile every day at the time
specified in the Start Time field

»  Every Week - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the week
specified in 'Days of the Week' field and the time specified in the 'Start Time' field. You can select the days of
the week by directly clicking on them.

«  Every Month - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the month
specified in 'Days of the month' field and the time specified in the 'Start Time' field. You can select the days
of the month by directly clicking on them.

*  Run only when computer is not running on battery - This option is useful when you are using a laptop or
any other battery driven portable computer. Selecting this option runs the scan only if the computer runs with
the adopter connected to mains supply and not on battery.

*  Run only when computer id IDLE - Select this option if you do not want to disturbed when involved in
computer related activities. The scheduled can will run only if the computer is in idle state

*  Turn off computer if no threats are found at the end of the scan - Selecting this option turns your
computer off, if no threats are found during the scan. This is useful when you are scheduling the scans to
run at nights.

*  Click OK to save the profile.

Note: The schedule scan will run only if it is enabled. Click the button under the Active column beside the respective profile row
to toggle between on and off status.

The profile will be available for deployment in future.
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This page allows wou to add, remove and edit scan profiles and scheduled scans.

[1 Hame

Full Scan

]
[0 Quick Scan
O

Example Scan Profile

To run a custom scan

Last Scan Active
05.31.2013 04:27 PM
05312013 03:21 PM

Mevear

e (Click 'Scan' from the 'General Tasks' interface and Click 'Custom Scan' from the 'Scan' interface

e Click 'More Scan Options' from the 'Custom Scan' pane
»  The 'Advanced Settings' interface will be displayed with 'Scans' panel opened.

»  Click "Scan' beside the required scan profile.
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COMODO advanced Settings

This page allows you to add, remove and edit scan profiles and scheduled scans.

[0 Name Action Last Scan Active
[0  Full Scan Scan 05.31.2013 D4:27 PM q_,
[0 Quick Scan SCan 05.31.2013 0321 P E_,
<

Example Scan Profile Mever

¢ The scan will be started.

*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.
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Attention!
68 Infections Found!

YWe recommend you work with a GeekBuddy Certified Micrasoft Expert to make
sure your computer is completely cleaned and aptimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272 9804

[] Do not ask me this question again

*  If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click "Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

»  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO :=can

. Example Scan Profile

Elapsed Time: 00:00:23
an Finished
& Threatis) Found: &5
Threat Name Action éclean
=] Application Win32 LeakTest~TSm@ 149925

L ChsamplestTrojanSimulator.exe Cleaned

= Application \Win32 LeakTest ~TS2{@59 1644

|— ClsamplestTSSery. exe Cleaned

= ApplicU 40

Turn aoff this computer if no threats are found atthe end of the scan

® Close

»  The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

2.2.Instantly Scan Files and Folders

You can scan individual files or folders instantly to check whether it contains any threats or infections. This is useful if you have
just copied a file/folder or a program from an external device like a USB drive, another system in your network, or downloaded

from Internet.
To instantly scan an item
»  Drag and drop the item over the area marked 'Scan Objects' in the compact view of 'Home' screen in the CIS interface
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oo
L

Address |7 CiPragram Files| Cuckoo

File and Folder Tasks ¥
»

ther Places &

) Program Fies
(L} My Documents
3 Shered Dooumeants
iy My Computer
& My Network Places

OR

N

cCOMODO

Internet Security Fremiwm

Tasks 4@

Realtime Protection:  Active

Last Update: 57 minules age

Sean Objects
Drrop files here

Game Mads I Sy |

»  Drag and drop the item over the area marked 'Scan Objects' in the advanced view of 'Home' screen in the CIS

interface
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Gm - ) ¥ Pseuen [ rodees | [

Address | (3 CH\Program Filesi Cuckaa

File and Folder Tasks

k-3
Other Places ®

2 vt COMODO
IJ Shared Doosneris Internet Security
& My Computes

g My Netvierk Places

Bato Sandbox Farally Limited =

Gafe Mode *

- HIPS

i Inbavnd Cuthound
4l Threats: 3 Blocked intrusions i} i PLECITEY - 000%
i gz Bes  coimstiian, non |
E 1 M Unrecognized Files: 0 svchosl gus sl |
hjects — |
Elu[.ll'le':hl:'e
Sandbowed Apps o E Mtk Infruslons o

Game Maode

OR
*  Right click on the item and select Scan with 'Comodo Antivirus' from the context sensitive menu
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File Edit Miew Favorites  Tools Help

@Back A -\_/l LE ipﬁearch [{ Folders v

Address |22 CiProgram FilesiCuckoo

File and Folder Tasks l I -Lckoomn
Open

Other Places Run as...
7-Zip b

|[C3 Program Files
B My Diocurnents

€ Scan with COMODO Antivirus

Fun in COMOD Sandboz

| Shared Documents
a My Cormpuker Pin ko Start menu

& My Network Places send To "

Cuk
Copy

Create Shortcut
Delete
Renarne

Propetties

The item will be scanned immediately.

COMODO s:can

C:\Program Files\Cuckooicuckoomp.exe

Elapsed Time: 00:00:04

AProgram Files ckoolzuckoomp. exe

& Threat(s) Found: O

St

[] Turn offthis computer it no threats are found atthe end ofthe scan

W Stop Il Pause Send to Background

*  On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 123



COMODO

Creating Trust Online®

.-’/’ :

Attention!
1 Infections Found!

YWe recommend you work with a GeekBuddy Certified Micrasoft Expert to make
sure your computer is completely cleaned and aptimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272 9804

[] Do not ask me this question again

*  If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click 'Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

*  If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed.
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COMODO s=can

100%

Task: C\Program Files\Cuckoolcuckoomp.exe
Elapsed Time: 00:00:08

an Finished

& Threat(s) Found: 1

Threat Name ‘ Action |Clean

= ApplicUmyntigEo

|— CAProgram FileswCuckooicuckoomp.exe & Clean

I Apply Selected Actions ‘

Turn aoff this computer if no threats are found atthe end of the scan

You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the infected
files for more details.

2.3.Processing Infected Files

On completion of any on-demand or scheduled scanning, if any threats are found, an alert screen will be displayed. The alert will
display the number of threats/infections discovered by the scanning and provide you the options for cleaning.
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Attention!
729 Infections Found!

Wwe recommend you woark with a GeekBuddy Certified Microsoft Expert to make
sure your computer is completely cleaned and optimized.

Let a GeekBuddy assist you now.

Mo, | will try to clean it myself

To speak to a GeekBuddy, call 1866-272-9804

[] Do not ask me this question again

* If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click 'Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat
session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

* If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be
displayed. The results will contain a list of files identified with threats or infections (Viruses, Rootkits, Malware and so
on) and provide you the options for cleaning. An example results screen is shown below:
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COMODO scan

Task: Full Sean

Elapsed Time: 02:52:19

an Finished

A Threat(s) Found: 729

Threat Hame Action | Clean E 9
= Suspicious@# eqoodd 7azh1b2
|— || CaDocuments and SettingslAll Users\dpplication DatalCOmMoDO. _Jclean E
= ApplicUment Win32 Leaktest CopyCati@ 187034
|— || Ednew Foldendll_tests (1ncopycatiCopyCaticopyeat exe W Clean E
= ApplicUrwntiz (#30K20t53p8215, #170Z21489i8z, #1mc1h28h. . -

I Apply Selected Actions ‘

Turn off this computer if no threats are found at the end ofthe scan

*  You can select the action to be taken on all the detected threats from the 'Action' drop-down at the top right...
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COMODO scar

gkl

& e Task: Full Scan
100%

Elapsed Time: 02:52:19
Status: Scan Finished

A2 Threat(s) Found: 729

Threat Mame Action |Clean

it Clean
= Suspicious@d# eqodd74zh1hz
Ignore Once

|— || ©iDocuments and Settings\all Users\dpplication DatalCOMODO.. | & Clean Add to Trusted Files

Report as a False Alert

= ApplicUrwnt Win32 Leaktest. CopyCat@ 187034 add to Exclusions

|— || Earew FoldenAll_tests (1copycatiCopyCaticopycat. exe 'Jclean

B ApplicUnwht@(#3bk20t53p8215, #170zjz1489i8z, #1mc1h280...

I Apply Selected Actions ‘

Turn off this computer it no threats are found at the end of the scan

... or the actions to be applied to individual items from the drop-down beside each item.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 128



Creating Trust Online®

-

.-’/

Comodo Internet Security 6.§_’;____User"GUi’d’ef COMODO

COMODO Scan

-an Finished

A Threat(s) Found: 729

([

Threat Name Action |Clean
= Suspicious@#leqodd74zh1b2

|— || CiDocuments and Settingsall Usersidpplication DatalCOMODO .. | & Clean

o Clean

= ApplicUnwnt Wina2 Leaktest CopyCatiz 187054
hH Pyl e = Ignore Once

|— || EdMew Foldenall_tests (1icopyeatiCopyCaticopyoat exe + Add o Trusted Files
(i) Feport as a False Alert
B ApplicUnwnt@(#3bk20t53p8215, #170zz1489i8z, #1mc1h28b .. | 4 Add to Exclusions

w

I Apply Selected Actions ‘

Turn off this computer if no threats are found at the end ofthe scan

The choices for the actions available are:

»  Clean - If a disinfection routine is available for the selected intection(s), Comodo Antivirus will disinfect the
application and retain the application safe. If the disinfection routine is not available, Comodo Antivirus will
move the infections to Quarantine for later analysis and restoring/removal of the files. For more details on
quarantine feature, refer to Manage Quarantined Items.

* Ignore Once - If you want to ignore the threat this time only, select 'lgnore Once'. The file will be ignored
only at that time. If the same application invokes again, the Antivirus will report it as a threat.

»  Add to Trusted Files - If you trust the file, select 'Add to Trusted Files'. The file will be moved to Trusted
Files list. The alert will not generated if the same application invokes again.

* Report as a False Alert - If you are sure that the file is safe, select 'Report as a False Alert'. The Antivirus
will send the file to Comodo for analysis. If the file is trustworthy, it is added to the Comodo safe list.

e Add to Exclusions - The file will be moved to Exclusions list and will not be scanned in future. The alert
will not generated if the same application invokes again.

»  After selecting the action(s) to be applied, click 'Apply Selected Actions'. The files will be treated as per the action
selected and the progress will be displayed.
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Status: Scan Finished

A Threat(s) Found: 729
Threat Name Action |Ignore Once

B Suspicious@#1eqqdd74zh1n2

|— & ChDocuments and Seftingsiall Users\@pplication DatadzOMODO.. lgnored
= ApplicUnwnt Win32 Leaktest CopyCat@ 187034
|— o EiMew FolderAll_tests (copycatCopyCaticopyeat.exe lgnored

B applicUrint@(#3bk20t5308215, #170zjz1489i8z, #1mc1h28h...

W

ol 1| ingy Actions... I Stop Applying Actions ‘

Turn aoff this camputer if no threats are found at the end of the scan

On completion the action taken against each threat will be displayed.
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-an Finished

A Threat(s) Found: 729

Threat Name Action .Ig_r'l_n_‘_u._re I:Zilr'u:e _ E
= Suspiciousi@# eqodd Tdzh 102
|— o ChDocuments and Seftingsall Users\dpplication DatalCOMODO.. Ignored
= ApplicUmint Wina2 Leaktest CopyCati@ 187054
|— o ERew Foldenall_tests (1hncopycatiCopyCaticopycat. exe lgnaored
= ApplicUrwnt@(#30k20t55308215, #170zjz1489i8z, #1mc1h28b. . &

Turn off this computer if no threats are found at the end ofthe scan

Click 'Close' to close the results window...

COMODO iternet Secu rity

ﬁ Are wou sure wou want to close the results window?

| I

... and click 'Yes' in the confirmation window.
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2.4.Manage Virus Database and Program Updates

In order to guarantee continued and effective antivirus protection, it is imperative that your virus databases are updated as
regularly as possible. Updates can be downloaded to your system manually or automatically from Comodo's update servers.

To manually check for the latest virus Database and program updates

1. Switch to 'Tasks' screen and click 'General Tasks' to open the 'General Tasks' interface.

2. Click 'Update'. The application will start checking for program and database updates

COMODO
Internet Security Premiurm
Q Sear Home ';

General Tasks N

Scan Wiew Logs
Sean your computer forviruses and 1 record of security events, activity
g and alerts
w Update Open Task Manager
Run the -Irlli._'_- rto check . Cpen the task manager t ey FUMNIN G
frU =

security tasks In progress
' View Quarantine
* fiewy and rmanage threats quarantined by

: Jatabase updates

View Connections

Wiewr applications which are connected to

Firewall Tasks L

The application will check for program and database updates from Comodo Servers.
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COMODO update

Check for signature updates

Status: Checking for updates. ..

Task Status

() Check for signature updates In Progress

Wiew Logs

[ Send to Background ]

Task Status

&/ Check far signature updates Completed
() Download signatures In Progress (36.2%)

Wigw L ogs

[ Send o Background ]
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Note: You must be connected to Internet to download the updates.

The virus signature database will be updated on completion.

cCOMODO Update

Task: Download updates

Status

Check for signature updates Completed
Download signatures Completed
Install signatures Completed

Check for program updates Updates Available

Download updates Completed

Wiew Lot

~ Send to Background

If any program updates are available, they will be downloaded and a confirmation dialog will be displayed before installing them.

COMODO internet Security

Updates are ready to be install.
Would you like to install them now?

Yes || No

*  Click 'Yes' to install the updates and keep your CIS installation up-to-date.
Automatic Updates

By default, Comodo Antivirus automatically checks for and downloads database and program updates. You can modify these
settings in Advanced Tasks > Advanced Settings > Updates.
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( Updates

Check for program updates every 15 dav(s)

Automatically download program updates

If checked, program updates wall be automatically downloaded. Y ou will still need 1o
choose when to install them

Check for database updates every ] 'hnur[s] w

You can also configure Comodo Antivirus to download updates automatically before any on-demand scan. Refer to Scan
Profiles for more details.

2.5.Manage Quarantined ltems

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible infection.
Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files
from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable safe-house until the virus database is
updated- neutralizing the impact of any new virus.

The Quarantine interface can be accessed by clicking View Quarantine from the 'General Tasks' interface.

COMODO

Internet Security Pr

Q Seav Home';

General Tasks ~
Scan ‘“iew Logs
Scanyour computer forviruses and 1 record of security events, activity
Spyare and alers
ﬁ' Update Open Task Manager
Run the updater to check for program and . Open the task manager ey running
(=R =TT — Security tasks In prograss

View Connections

i View Quarantine
fievy and manage threats gL

Views applications which are connected to
the irte e

Firewall Tasks W
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The 'Quarantine’ interface displays a list of items moved to Quarantine from the results of real-time scanning, on-demand
scanning and manually.

CD M 0 D 0 Cluaranting

Item Locatien Date/Time

O

ApplicUrwntiE# 17 oz)zl. . CAProgram FilestBluto ForcetDliveoylcpil suitelcpil.exe 26 Dec 12 15,
ApplicUrwnt@# meth... CAFrogram Files\Bluto ForceOliveoyhcpil_suited\CPIL2... 26 Dec 12 15:...
ApplicUrwrt@@d#350e0m. CAProgram Files\Bluto ForcetOliveayNPCFlank\PCFla.. 26 Dec 12 14:.
ApplicUrwntig#sh k20t CAProgram FilestBluto ForcerDliveayhepil suitedcpil. dil 26 Dec 12 15:...
ApplicUrwntE@d35uesm. .. CAProgram Files\Bluto Force\OliveoyW\PCFlank\PCFla.. 26 Dec 12 14:...
User Iterm CAProbably_infected_files\suspicious fileshepil_suiteMZ... 26 Dec 12 14: .

ApplicUnwntiE# meth... CAProgram FilestBluto ForcetODliveoylcpil suitedCPILI... 26 Dec 12 15:...

s I e I R I R IR |

ApplicUrwntEded y2we, CAFrogram Files\Bluto ForcetOliveoylcpil_suite\CPILS... 26 Dec 12 15:...

Refresh

Column Descriptions

e Item - Indicates which application or process propagated the event;

e Location - Indicates the location where the application or the file is stored;

»  Date/Time - Indicates date and time, when the item is moved to quarantine.
For details on adding executables identified as infected files during on-demand or real time scans to Quarantine, refer to
General Tasks > Scan and Clean Your Computer.

The Quarantined Items interface also allows you to:

* Manually add applications, executables or other files, that you do not trust, as a Quarantined item
*  Delete a selected quarantined item from the system
¢ Restore a quarantined item to oits original location
*  Delete all quarantined items
*  Submit selected quarantined items to Comodo for analysis
Manually adding files as Quarantined Items

If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then you have the
option to isolate that item in quarantine.

To manually add a Quarantined Item

1. Click the handle from the bottom of the Quarantine interface and select 'Add' from the options.
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COMODO cuarantine

1 ltem Location Date Time

Fi ApplicUnwnii@#17ozjz1. . | C:AProgram Files\Bluto Force\Olveoyhcpil_suitelcpilexe 26 Dec 12 15: .
4| ApplicUnwniiZ@#Imcth.. | CAProgram Files\Bluto Force\Olveoyhepil_suiteMCPIL2... 26 Dec 12 15:
|| ApplicUnwniiZi#35uebm. . | C:AProgram Files\Bluto Force\OlveoyNPCFlank\PCFla... 26 Dec 12 14 .
O ApplicUnwniizi#3bk208 .. | C\Program Files\Blute Force\ODlwveoyhcpil_suitercpildll 26 Dec 12 15....
ApplicUnantE@#5Suebm. . | C:AProgram Files'\Bluto Force\DlveoyNPCFlank\PCFla... 26 Dec 12 14: .
User ltern | C:AProbably_infected_files\suspicious fileshcpil_suitedC... 26 Dec 12 14:
O ApplicUmwnt@# meih... = C:\Program Files\Bluto Force\Olveoyhcpil_suitedCPIL3... 26 Dec 12 15:
£ ApplicUnwtG#ed y2we, = c WProgram FilesiBluto Force\Dlveoyhcpil_suiteACPILS... 26 Dec 12 15:

S
AEF) o | € ‘ x ‘ v
Delete Restore  Delete all Submit

Refresh

2. Navigate to the file you want to add to the quarantine and click 'Open'.
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Look in: |l,f} FUSPICIOUE programs V| £ | ?’ A *

4 #abduct_oliveoyl

ky Recent
Documents

—

Desktop

&

ky Documents

=

by Cormputer

‘E File name: |a|:u:|u:::t_n:nlive-:|_lrll b | [ Open ]
MyMetwork | Filesoftype: | Allfiles ) v| [ Concel |

The file will be added to Quarantine. You can even send the file for analysis to Comodo, for inclusion in the white list or black list,
by clicking Submit from the options.

To delete a quarantined item from the system

e Select the item(s) from the 'Quarantine’ interface
e Click the handle from the bottom of the interface and select 'Delete’ option.
This deletes the file from the system permanently.

To restore a quarantined item to its original location

e Select the item(s) from the Quarantine interface
e Click the handle from the bottom of the interface and select 'Restore' option.

COMODO internet Secu ity

Wiould you like to add these files to your AV excluded files
too?

An option will be provided to add the file(s) to Exclusions list and if 'Yes' is opted, these files will not be scanned again.

The file will be restored to the original location from where it was moved to Quarantine. If the restored item does not contain a
malware, it will operate as usual. But if it contains a malware, it will be detected as a threat immediately, if the Real-Time
Scanning is enabled or during the next scan if it is not added to Exclusions list while restoring.

To remove all the quarantined items permanently
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*  Click the handle from the bottom of the interface and select 'Clear' option.
All the quarantined items will be deleted from your system permanently.

To submit selected quarantined items to Comodo for analysis
e Select the item(s) from the Quarantine interface

*  Click the handle from the bottom of the interface and select 'Submit' option.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as malware by
Comodo Antivirus (False Positives). Comodo will analyze all submitted files. If they are found to be trustworthy, they will be
added to the Comodo safe list (i.e. white-listed). Conversely, if they are found to be malicious then they will be added to the
database of virus signatures (i.e. black-listed).

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

2.6.View CIS Logs

CIS maintains a log of events which can be viewed at anytime by clicking 'View Logs' from the General Tasks interface.

COMODO

Internet Security Premium
Q Sea Home ‘g
General Tasks ”~

Scan

Spyware

’ﬁ Update Open Task Manager
Run the updater to check for program and . Opern the task manager t ey rUnning

firds database updates security tasks In progress

. View Cluarantine
: fieny and manage threats quarantined by Wiew applications which are connected to

View Logs

and alers

View Connections

Firewall Tasks w

The Log Viewer module opens with its home screen displaying a summary of CIS events:
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Show |Hume

Security Events Frotection
Infections Prevented:
Unknown prodrams blocked
Suspicious activities blocked

Metwork Activities blocked:

loud

Good files detected:

o
iy
o
fak)
=
L
—
)
a
fak)
=
=
=

Bad nles detected

Submitted files

Updates
Last Update 09.26.2013 10:34 AM
Prograrm Yersion 6.3.294226 2933

B Antivirus Events
B Defense+ Events

B Firewall Events

The left hand side of the home screen displays a bar graph showing a comparison of the Antivirus events, Firewall events and
Defense+ events. The right hand side displays a statistical summary of the Antivirus, Firewall and Defense+ events, the results
of cloud based scanning of your system and the version and update information of the CIS installation on your system.

*  The interface contains a full history of logged events of Firewall, Defense+ and Antivirus modules. Select the module
from the 'Show' drop-down at the top left to display that log type in the main window.

»  Toopen a pre-exported/stored log file, click the open button + beside the drop-down and browse to the location
where the cis log file is stored

*  Toclear the logs, click the clear button

Click the following links for more explanations of the options available for each type of filter:

*  To refresh the logs, click the Refresh button

'Logs per Module":
e Antivirus
e Firewall
*  Defense+
'Other Logs":

¢ Alerts Displayed
*  Tasks Launched
»  Configuration Changes
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2.6.1. Antivirus Logs

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports. A detailed
scan report contains statistics of all scanned objects, settings used for each task and the history of actions performed on each
individual file. Reports are also generated during real-time protection, and after updating the antivirus database and application
modules.

The Antivirus logs can be viewed by selecting 'Antivirus Events' from the Show drop-down of the log viewer interface.
Alternatively, the Antivirus log screen can be accessed by clicking the number beside 'Detected Threats' in the Advanced View of
the Home screen in the Antivirus pane.

COMODO view Lo 0s

ShoﬂAntivirusEvents )7 | % B LD

Date Location ‘ Malware Name ‘ Action | Status ‘

1232012 E chsamplestzur...  ApplicUnwnt@#0 Cuara... Success
1203202, 3 ChsamplesiSo. ApplicUnwnt@#0 Azl SUCCess Related aler
12202, O3 ChsamplesiSu.. ApplicUnwnt@#0 Detect  Success

12032012 ¥ coprobably_inf.. ApplicUnwnt Win32 Leaktest.Gh...  lgnore  Success

1232012 chprobably inf..  ApplicUnwnt@4 294967 295 Ignare Success

12/32012... ¥ chprobably_inf . ApplicUnwnt.¥in32 Leaktest.Gh...  Detect  Success
12032012, ¥ ciprobably_inf..  ApplicUnwnt Win32 Leaktest.Gh...  Ask Success  RHelated alert

1232012 B cprobably_inf..  ApplicUnwnt@4294957 295 Success

-

Column Descriptions

1. Date - Indicates the date of the event.

Location - Indicates the location where the application detected with a threat is stored.
Malware Name - Name of the malware event that has been detected.

Action - Indicates action taken against the malware through Antivirus.

Status - Gives the status of the action taken. It can be either 'Success' or 'Fail'.

2

Alert - Gives the details of the alert displayed for the event

e To export the Antivirus logs as a HTML file click the 'Export' button

To open a stored CIS log file, click the 'Open' button
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»  To refresh the Antivirus logs, click the 'Refresh' button

*  To clear the Antivirus logs click the 'Clear' button

2.6.1.1. Filtering Antivirus Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters

¢ Advanced Filters

Preset Time Filters:

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

B ~r | |
¥ ciproby
(S BBl Please select period Today .
12432012 ¥ c\probs  MOM: Current Week ccess  Related aled

to: 12/03/2012 » Current Month

1232012 3 cvprobs CCESS
Entire Period

[

*  Today - Displays all logged events for today.

*  Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged events during the month that holds the current date.

*  Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

e Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters:

Having chosen a preset time filter, you can further refine the displayed events according to specific filters. Following are
available filters for Antivirus logs and their meanings:

*  Action - Displays events according to the response (or action taken) by the Antivirus

*  Location - Displays only the events logged from a specific location

*  Malware Name - Displays only the events logged corresponding to a specific malware

»  Status - Displays the events according to the status after the action taken. It can be either 'Success' or 'Fail'

To configure Advanced Filters for Antivirus events
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1. Click the funnel button from the title bar. The Advanced Filter interface for AV events will open

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODO :dvanced Filter

Advanced Filter |[Action

Ackion
Location

tMalware Name

Skatus

You have 4 categories of filters that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided. You can add and configure any
number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Advanced Filter' drop-down:

i.  Action: The 'Action’ option allows you to filter the entries based on the actions taken by CIS against the detected
threat. Selecting the 'Action’ option displays a drop down field and a set of specific filter parameters that can be
selected or deselected.

COMODO :dvanced Filter

Advanced Filter |Action

Cluarantine [ Remave
Ignare Detect
Not Equal Ll ]
Equal [ Ask ] Restare
Mak Equal Elock
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a) Select 'Equal' or 'Not Equal' option from the drop down. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
*  Quarantine: Displays events where the user chose to quarantine a file
*  Remove: Displays events where the user chose to delete an item
» Ignore: Displays events where the user chose to ignore an item
*  Detect: Displays events for detection of a malware
»  Ask: Displays events when user was asked by alert concerning some Defense+, Firewall or Antivirus event
*  Restore: Displays events of the applications that were quarantined and restored
*  Block: Displays events of the applications that were blocked

For example, if you checked the 'Quarantine' box then selected 'Not Equal’, you would see only those Events where
the Quarantine Action was not selected at the virus notification alert.

ii. Location: The 'Location' option enables you to filter the log entries related to events logged from a specific location.
Selecting the 'Location' option displays a drop-down field and text entry field.

COMODO rivanced Filter

Advanced Filter |Location

Laocation |Contain5 v |c:\samples\]

Apply

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text or word that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'C:\Samples\' in the text
field, then all events containing the entry 'C:\Samples\" in the Location field will be displayed. If you select 'Does Not
Contain' option from the drop-down field and enter the phrase 'C:\Samples\' in the text field, then all events that do not
have the entry 'C:\Samples\' will be displayed.

iii. Malware Name: The 'Malware Name' option enables you to filter the log entries related to specific malware.
Selecting the 'Malware Name' option displays a drop-down field and text entry field.
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COMODQO :ovanced Filter

Advanced Filter |Malware Marne

Zonkains

Malware Name | Contains lj; |b|uto_f0ru:e

Does Mot Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text in the name of the malware that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'bluto-force' in the text field,
then all events containing the entry 'bluto-force' in the Malware Name field will be displayed. If you select 'Does Not
Contain' option from the drop-down field and enter the phrase 'bluto-force' in the text field, then all events that do not
have the entry 'bluto-force' in the 'Malware Name' field will be displayed.

iv. Status: The 'Status' option allows you to filter the log entries based on the success or failure of the action taken
against the threat by CIS. Selecting the 'Status' option displays a drop-down field and a set of specific filter
parameters that can be selected or deselected.

COMODO :»dvanced Filter

Advanced Filter |Status

Equal

Status Enual L\j [ Success [ Failure

Mot Equal

a) Select 'Equal' or 'Not Equal' option from the drop-down field. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

»  Success: Displays Events that successfully executed (for example, the malware was successfully
quarantined)

»  Failure: Displays Events that failed to execute (for example, the database malware was not
disinfected)

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply" for the filters to be applied to the Antivirus log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

2.6.2. Firewall Logs

Comodo Internet Security records a history of all actions taken by the firewall. Firewall 'Events' are generated and recorded for
various reasons - including whenever an application or process makes a connection attempt that contravenes a rule in your
Rule sets or whenever there is a change in Firewall configuration.

The Firewall logs can be viewed by selecting 'Firewall Events' from the 'Show' drop-down of the log viewer interface.
Alternatively, the Firewall log screen can be accessed by clicking the number beside 'Network Intrusions' in the Advanced View
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of the Home screen in the Firewall pane.

COMODO view Logs - Today

e LRI

Date ‘Appllcnlion ‘Ac‘llon Ta...| Prot... | Source... ..., Destinati... | Destination ...

0947/, s C'\Progrsm .. Bloc,  Out TCP 192.1. 7412523%.. 80
0517/, s C\Program ... Bloc... Out  TCP 19219 . 111.119.15... 60

09/17/.. = C\Drogram ... Bloc... Qut TCP 19290 74125236 60

09N174.. = C\Program . Bloc... Qut  TCP 1929 111.119.16...

Column Descriptions

1. Date - Contains precise details of the date and time of the connection attempt.

2. Application - Indicates which application or process propagated the event. If the application has no icon, the default
system icon for executable files are used

3. Action - Contains the flags attached to the events, indicating how the firewall has reacted to the connection attempt.
4. Target - Indicates whether the connection attempt is inbound or outbound.

5. Protocol - Represents the Protocol used by the application that attempted to create the connection. This is usually
TCP/IP or UDP - which are the most heavily used networking protocols.

6. Source IP - States the IP address of the host that made the connection attempt. This is usually the IP address of your
computer for outbound connections.

7. Source Port - States the port number on the host at the source IP which was used to make this connection attempt.

8. Destination IP - States the IP address of the host to which the connection attempt was made. This is usually the IP
address of your computer for inbound connections.

9. Destination Port - States the port number on the host at the destination IP to which the connection attempt was
made.

10. Alert - Gives the details of the alert displayed for the event

*  To export the Firewall logs as a HTML file click the Export button
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*  Toopen a stored CIS log file, click the Open button

0

»  To refresh the Firewall logs, click the Refresh button

e Toclear the Firewall logs click the Clear button

2.6.2.1. Filtering Firewall Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters
¢ Advanced Filters

Preset Time Filters:

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

e
| | Please select period Today |
fram: Current Week
to: 1| Current Month
Entire Period

*  Today - Displays all logged events for today.

e Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged events during the month that holds the current date.

*  Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

e Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters

Having chosen a preset time filter, you can further refine the displayed events according to specific filters. Following are
available filters for Firewall logs and their meanings:

*  Action - Displays events according to the response (or action taken) by the firewall
*  Application - Displays only the events propagated by a specific application
»  Destination IP - Displays only the events with a specific target IP address

»  Destination Port - Displays only the events with a specific target port number

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 147



COMODO

Creating Trust Online®

.-’/’ :

»  Direction - Displays only the events of Inbound or Outbound nature

*  Protocol - Displays only the events that involved a specific protocol

»  Source IP address - Displays only the events that originated from a specific IP address
*  Source Port - Displays only the events that originated from a specific port number

To configure Advanced Filters for Firewall events

1. Click the funnel button T from the title bar. The Advanced Filter interface for Firewall events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click ‘Add' to apply the filter.

CD M 0 D 0 Arvanced Filter

Advanced Filter |[Action

Action
Application
Destination IP
Destination Part
Direction
Protocal

Source IP

Source Pork

You have 8 categories of filters that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided. You can add and
configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Advanced Filter' drop-down:

i. Action: Selecting the 'Action' option displays a drop-down box and a set of specific filter parameters that can be
selected or deselected.

COMODO :»dvanced Filter

Advanced Filter |Actian

[] Blacked [] Asked
[ Allowed [ Suppressed

Action |Equa|

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
»  Blocked: Displays list of events that were blocked
*  Allowed: Displays list of events that were allowed
*  Asked: Displays list of events that were asked to the user
e Suppressed: Displays list of events that were suppressed by the user
ii. Application: Selecting the 'Application' option displays a drop-down box and text entry field.
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COMODQO :ovanced Filter

Advanced Filter |App|icatiun

Zonkains

Application Contains ”\j |b|u'o:|_force

Dioes Mok Contain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down box.
b) Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field and enter the phrase 'bluto-force' in the text field,
then all events containing the entry 'bluto-force' in the 'Application’ column will be displayed. If you select 'Does Not
Contain' option from the drop-down field and enter the phrase 'bluto-force' in the text field, then all events that do not
have the entry 'bluto-force" in the 'Application’ column will be displayed.

iii. Destination IP: Selecting the 'Destination IP' option displays two drop-down boxes and a text entry field.

COMODQO :ovanced Filter

Advanced Filter |Destinatiun P

Destination P | Equal 192.168.111.111

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.

b) Select 'IPv4' or 'IPv6' from the drop-down box.

c) Enter the destination system's IP address that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field, select IPv4 and enter 192.168.111.111 in the text
fields, then all events containing the entry '192.168.111.111" in the 'Destination IP' column will be displayed.

iv. Destination Port: Selecting the 'Destination Port' option displays a drop-down box and text entry field.

COMODO :»dvanced Filter

Advanced Filter |Destinatiun Port

Destination Port |Equal | ' |aua|:|
Equal ‘T\T

Greater than
Greater than or Equal
Less than

Less than or Equal

Mot Equal

Apply
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a) Select any one of the following option the drop-down box.
e Equal
e Greater than
*  Greater than or Equal
e Lessthan
e Lessthan or Equal
e Not Equal
b) Now enter the destination port number in the text entry field.

For example, if you select 'Equal’ option from the drop-down field and enter 8080 in the text field, then all events
containing the entry '8080' in the 'Destination Port' column will be displayed.

v. Direction: Selecting the 'Direction’ option displays a drop-down box and a set of specific filter parameters that can
be selected or deselected.

COMODQO :ovanced Filter

Advanced Filter |Direction

Mot Equal

Direction Equal | ' [ I
Equal Yj

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Now select the check box of the specific filter parameters to refine your search. The parameter available are:
» In: Displays a list of events that were directed into the system
e Qut: Displays a list of events that were directed out of the system
vi. Protocol: Selecting the 'Protocol option displays a drop-down box and a set of specific filter parameters that can
be selected or deselected.

COMODO »dvanced Filter

Advanced Filter |Protacol

TCP
[ 1Pwd
Equal L1 PUP
Mot Equal IChAPWE

Protocol Equal

Apply

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

. TCP
.« UDP
- ICcMP
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IPV4
IGMP
GGP
PUP
IDP
IPV6
ICMPV6
ND

vii. Source IP: Selecting the 'Source IP" option displays two drop-down boxes and a set specific filter parameters that
can be selected or deselected.

COMODQO :ovanced Filter

Advanced Filter |Source IF

source IP [Equal

192.168.111.111

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.

b) Select 'IPv4' or 'IPv6' from the drop-down box.
c) Enter the source system's IP address that needs to be filtered.

viii. Source Port: Selecting the 'Status' option displays a drop-down box and a set specific filter parameters that can
be selected or deselected.

COMODO :»dvanced Filter

Advanced Filter |SDUI’CE Part

source Port Equal n{&

120

Equal

Greater than
Greater than or Equal
Less than

Less than or Equal

Mot Equal

a) Select any one of the following option the drop-down box.

Equal

Greater than

Greater than or Equal
Less than

Less than or Equal
Not Equal
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b) Now enter the source port number in the text entry field.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply" for the filters to be applied to the Firewall log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

2.6.3. Defense+ Logs

Comodo Internet Security records a history of all actions taken by Defense+. Defense+ 'Events' are generated and recorded for
various reasons. Examples include changes in HIPS settings, when an application is auto-sandboxed by Behavior Blocker, when
an application or process attempts to access restricted areas or when an action occurs that contravenes your HIPS Rulesets.

The Defense+ logs can be viewed by selecting ' Defense+ Events' tab from the 'Show' drop-down of the log viewer interface.
Alternatively, the Defense+ log screen can be accessed by clicking the number beside 'Blocked Intrusions' in the Advanced View
of the Home screen in the Auto-Sandbox pane.

COMODO view Lo 0s

|Defense+Evems + x B> O

Date Application Flags Target Alert

12320122, B CoOWVINDOWYShexplo . Create Proce... CADocuments and Settin.. Felated aler
12432012 21 @ chprobably_infected f.. Scanned Onli.

126372012 2. CADocuments and Se... Sandboxed As  Partially Limited

12435202 2 @ chprobably_infected f.. Scanned Onli.

12432012 2. chprobably_infected f.. Scanned Onli..
123222 Chscriptsicheck |Ewvhs  Sandboxed As  Partially Limited
123200220 Chscriptsicheck |[Ewvbs  Access COM... il COAWINDOYYShsystem3is.

126302012 20 Chscriptshcheck |[Evbs  Modify File COAWINDOWYShsystem 32,

-

Column Descriptions

3. Date - Contains precise details of the date and time of the access attempt.

4. Application - Indicates which application or process propagated the event. If the application has no icon, the default
system icon for executable files are used.

5. Flags - Indicates flags set for the kinds of actions against the event triggered by the file.
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6. Target - Represents the location of the target file.

7. Alert - Gives the details of the alert displayed for the event

*  To export the Defense+ logs as a HTML file click the 'Export' button

*  Toopen a stored CIS log file, click the 'Open' button

0

»  To refresh the Defense+ logs, click the 'Refresh' button

»  Toclear the Defense+ logs click the 'Clear' button

2.6.3.1. Filtering Defense+ Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters
¢ Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

b
Please select period Today
12132012 2. [B] g iter: Current Week m3Zs.
ta: =1 | Current Month

124302012 2. I@ Chs m3de. .
Entire Period

»  Today - Displays all logged events for today.

e Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged events during the month that holds the current date.

*  Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

»  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to specific filters.
Following are available filters for Defense+ logs and their meanings:

*  Application - Displays only the events propagated by a specific application
*  Flags - Displays events according to the response (or action taken) by Defense+

» Target - Displays only the events that involved a specified target application
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To configure Advanced Filters for Defense+ events

1. Click the funnel button T from the title bar. The Advanced Filter interface for Defense+ events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODQO :ovanced Filter

Advanced Filter |Application

Application
Flags
Target

You have 3 categories of filter that you can add. Each of these categories can be further refined by either selecting or

deselecting specific filter parameters or by the user typing a filter string in the field provided. Following are the options
available in the 'Advanced Filter' drop-down:

i. Application: Selecting the 'Application’ option displays a drop-down field and text entry field.

COMODQO :ovanced Filter

Advanced Filter |App|i|:atic:n

Application Contains |cuck00mp3.exe

Conkains

[Does Mot Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b) Enter the text or word that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'cuckoomp3.exe' in the text
field, then all events containing the entry 'cuckoomp3.exe’ in the 'Application’ column will be displayed. If you select

'Does Not Contain' option from the drop-down field and enter the phrase 'cuckoomp3.exe' in the text field, then all
events that do not have the entry 'cuckoomp3.exe' in the 'Application’ column will be displayed.

ii. Flags: Selecting the 'Flags' option displays a drop down menu and a set of specific filter parameters that can be
selected or deselected.
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Advanced Filter |Flags

Equal

Equal

Mok Equal

Sandboxed As

0 Scanned Onling and Found
Malicious

[] Create Process

[ Modify Key

[] Direct Memaory Access
[] Direct Keyboard Access
[] Load Driver

[] Instal Hook

[] Execute Image

[] Change Defence+ hdode
[] Black File

COMODO

Creating Trust Online®

Fl Secanned Online and Found
Safe

[] Access Memory

[] Terminate Process

[ Modify File

[] Direct Disk Access

[] Direct Maonitar Access
[] Send Message

[] Access COM Interface
[] DMS/RPC Client Access
] Shellcode Injection

[] Suspicious

c) Select'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

d) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

e Sandboxed As

*  Scanned Online and Found Safe
e Scanned Online and Found Malicious
e Access Memory

*  Create Process

*  Terminate Process

*  Modify Key

e Modify File

»  Direct Memory Access

»  Direct Disk Access

e Direct Keyboard Access

*  Direct Monitor Access

e Load Driver

e Send Message

* Install Hook

e Access COM Interface

e Execute Image

*  DNS/RPC Client Access

e Change Defense+ Mode

*  Shellcode Injection

e Block File
e Suspicious
e Hook

e Alert Suppressed
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For example, if you select 'Equal’ option from the drop-down field and select 'Sandboxed as' from the checkboxes, ,
then only events of applications auto-sandboxed by Behavior Blocker will be displayed. If you select 'Not Equal’ option
from the drop-down field and select 'Modify Key' check box, then all events that do not have the entry 'Modify Key' in
the 'Flags' column will be displayed. You can select more than one check box options from this interface, as required.

iii. Target: Selecting the "Target' option displays a drop-down menu and text entry field.

COMODQO :ovanced Filter

Advanced Filter |Target

Contains |5\rchast.exe

Conkains

[Does Mot Conkain

Apply

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered from the Target column.

For example, if you select 'Contains' option from the drop-down field and enter the phrase 'svchost.exe' in the text
field, then all events containing the entry 'svchost.exe’ in the 'Target' column will be displayed. If you select 'Does Not
Contain' option from the drop-down field and enter the phrase 'svchost.exe' in the text field, then all events that do not
have the entry 'svchost.exe' in the "Target' column will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply' for the filters to be applied to the Firewall log viewer. Only those Defense+ entries selected based on your
set filter criteria will be displayed in the log viewer.

2.6.4. 'Alerts' Logs

CIS maintains a history of pop-up security alerts generated by its Antivirus, Firewall and Defense+ components and the actions
taken against the threats discovered, depending on the response to the alerts by the user.

The Alerts logs can be viewed by selecting 'Alerts' from the 'Show' drop-down of the log viewer interface.
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COMODO view Lo 0s

Show |Alerts 4 7|+ x| B QO

L

Date | Type ‘ Description Advice Answ&r...‘ Answer ‘ Flags Treatﬂs‘ Event

1203/ . Firewall Alert  iexplore.exe ... iexpl... 12/320..  Deny Related ...

1243/ . Antivirus Alert TrofWare.. . CADo... 12/3/20...  Skip Once Belated ...

12/3/..  Antwirus Alert  TrojWWare. .. CADo... 12/320.  Add To .. Related e...

1243/ Defense+ Alet totaluninst...  Thep... 127320 Allow Related e...

12030 . Antivirus Alert ApplicUmant.. choros. 1203200 Skip Once Related ...

12434 Antivirus Alert  ApplicUmant... chpro.. Belated ...

12/3/..  Antwirus Alert  TrojWWare. .. C:ADo.. ... Disinfect Related e...

1243/ Antiwirus Alert ApplicUnwnt... chpra... ... Disinfect Related e...

Column Descriptions

1. Date - Contains precise details of the date and time of the alert generation.

2. Type - Indicates the type of the alert, whether it is a, Antivirus, Firewall or Defense+ (HIPS, Behavior Blocker or Auto-
Sandbox) alert.

3. Description - Brief description of the file or the event that triggered the alert.
4. Advice - Advice offered by CIS on how to respond for the alert.

5. Answered - Indicates whether the alert has been answered by the user and if answered, contains precise details of
the date and time of response from the user.

6. Answer - Indicates the response given by the user.
7. Flags - Indicates flags set for the kinds of actions against the event triggered by the file.

8. Treat As - Based on the response how the file is treated, whether it is treated as a safe application, installer and so
on.

9. Event - Clicking 'Related Event' opens the details of the event that has triggered the alert.

*  To export the Alerts logs as a HTML file click the 'Export' button

*  Toopen a stored CIS log file, click the 'Open' button

Q

»  To refresh the Alerts logs, click the 'Refresh' button

To clear the Alerts logs click the 'Clear button
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2.6.4.1. Filtering 'Alerts Displayed' Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters
¢ Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

Sug”
Please select period Today
124402, Antivir...  App| S fFORE Current Week
to =1 | Current Month

124442 Firew . depl Related event
Entire Period

» Today - Displays all logged events for today.

e Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged events during the month that holds the current date.

*  Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for 'Alerts' logs and their
meanings:

e Advice: Displays only the log of alerts that matches the advice entered

*  Answer: Displays only the log of alerts that were answered by you with the selected response

*  Answered Displays only the log of alerts that were answered on a selected date and time

»  Description: Displays only the log of alerts that matches the description entered

»  Flags: Displays only the log of alerts based on the selected flags set for the corresponding events

»  Treat As: Displays only the log of alerts based on their ‘Treat As' response you entered in the pop-up alert

»  Type: Displays only the log of alerts of selected type. They can be Antivirus, Firewall or Defense+ (HIPS, Behavior
Blocker or Auto-Sandbox) alerts.

To configure Advanced Filters for Alerts Displayed

1. Click the funnel button from the title bar. The Advanced Filter interface for 'Alerts' logs will open.
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2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODO -~dvanced Fitter

Advanced Filter |Advise
Advise

Answer
Answered
Descripkion
Flags
Treak As

Tvpe

Cancel

You have 7 categories of filters that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided. You can add and
configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Add" drop down menu:

i. Advice: The 'Advise' option enables you to filter the alerts based on advices given by CIS in the alert. Selecting
the 'Advice' option displays a drop-down field and text entry field.

COMODQO :ovanced Filter

Advanced Filter |Advise

Advise Contains |you can safely allow this request

Cantains

[Does Mok Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'you can safely allow this

request' in the text field, then only the entries containing 'you can safely allow this request' in the 'Advise' column will
be displayed.

ii. Answer: The 'Answer' option enables you to filter the alerts based on how you answered for the alerts. Selecting
the 'Answer' option displays a drop-down box and a set of specific filter parameters that can be selected or
deselected.
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COMODQO :ovanced Filter

Advanced Filter |Answer

[] Unknown Al

[] Deny [] Treat As

[ Sandbax [] Time-out

[] Disinfect Gluarantine

[] Skip Once [] Add to Exclusions
[] Add to Trusted Files [] False Pasitive

[] Skip [] Terminate

[] Keep inzide sandbox [] Run outside sandbaox

ANEwer

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.
b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available

are:
e Unknown
e Allow
e Deny
e TreatAs
*  Sandbox
e Time-out
e Disinfect

e Quarantine

e Skip Once

e Add to Exclusions

e Add to Trusted Files
*  False Positive

o Skip

e Terminate

*  Keep inside Sandbox
*  Run outside Sandbox

For example, if you select 'Equal’ from the drop-down and select 'Add to Exclusions' checkbox, only the log of Antivirus
alerts for which you answered as 'Disregard’ > 'Disregard and Exclude' will be displayed.

ii. Answered: The Answered option enables you to filter the log based on the date you answered the alerts.
Selecting the 'Answered' option displays a drop-down box and date entry field.
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COMODQO :ovanced Filter

Advanced Filter |AHSWEFEU

Answered |Equa| e [12{04;&2012 V|
4 Dec 2012

Sun hlon Tue W'ed Thu

3 4 5 L3
1w 11 ES'I? 13
m 18 1% 20
24 25 2% 27
S |

a) Select any one of the following option the drop-down box.
e Equal

e Not Equal
b) Enter the date by selecting it from the calender displayed by clicking the drop-down arrow.

For example, if you select 'Equal' from the drop-down and select '12/04/2012" , only the log of alerts answered on

12/04/2012 will be displayed.
iv. Description: The Description option enables you to filter the log based on the description of the attempt displayed

in the alert. Selecting the 'Description’ option displays a drop-down field and text entry field.

COMODO »dvanced Filter

Advanced Filter | Description

|c0nnect o the Internet

Contains

Cantains

Description

[Does Mok Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b) Enter the text or word as your filter criteria.
For example, if you select 'Contains' from the drop-down and enter 'connect to the Internet', only the log entries of

Firewall alerts that contain the phrase 'connect to the Internet' in the description, will be displayed.
v. Flags: The 'Flags' option enables you filter the entries based on the flags set for the kinds of actions against the
event triggered by the file. Selecting the 'Flags' option displays a drop down menu and a set of specific filter

parameters that can be selected or deselected.

161
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COMODQO :ovanced Filter

Advanced Filter |Flags

[] Remember [] Restare Paint
[ Submit [] Trusted Publisher

|Equa|

a) Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

e Remember
*  Restore Point
e Submit
e Trusted Publisher
vi. Treat As: The 'Treat As' enables you to filter the log entries based on their 'Treat As' response you entered in the
pop-up alert. Selecting the "Treat As' option displays a drop-down menu and text entry field.

CD M 0 D 0 Arvanced Filter

Advanced Filter | Treat As

Treat As |Containg ¥ Installer

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria

For example, if you have chosen 'Contains' from the drop-down and entered 'Installer' in the text field, only the entries
containing the phrase 'Installer' in the 'Treat As' column will be displayed.

vii. Type: The Type' option enables you to filter the entries based on the component of CIS that has triggered the
alert. Selecting the "Type' option displays a drop down menu and a set of specific alert types that can be selected
or deselected.
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Advanced Filter |Type

[] Antivirus Alert [ Fireweall Alert

Type |Equal [~]
[ Defense+ Alert [] Behavior Blocker Alert

a) Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

e Antivirus Alert

e Firewall Alert

*  Defenset Alert

»  Behavior Blocker Alert

For example, if you select 'Equal’ from the drop-down and select 'Antivirus Alerts' checkbox, only the log of Antivirus
alerts will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply" for the filters to be applied to the 'Alerts' log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

2.6.5. Tasks

Comodo Internet Security records a history of all the CIS tasks like virus signature database updates, scans run and so on. The
"Tasks Launched' log window displays a list of tasks launched at various time points with their completion status and other
details.

The 'Tasks' logs can be viewed by selecting 'Tasks' from the 'Show' drop-down of the log viewer interface.
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cCOMODO v

Show [Tasks + | x B Q

Date ‘ Type ‘ Parameter Completed ‘ Code ‘ Info ‘ Additional Info

12437200, Log Cle... 124372012 2220015, Logs w...

12437200 Awlpdate 120372012 2229:37 . 0x00000... Old data... MNew database 14..

1243720 Awlpdate 12/3/2012 2:29:650. . 0x00000... Old data...  Mew database 14

1203720, Ax Scan Cluick Scan 127372012 2507 . SCann... Found O

1243720, Ax Update 127372012 4:11:25... 0x00000... Old data... MNew database 14..

1204420, Aw lpdate 12042012 10:21:. Old data...  Mew database 14...

Column Descriptions

1. Date - Contains precise details of the date and time when the task is launched.

Type - Indicates the type of the task.

Parameter - Indicates the parameter (like scan type) associated with the task.
Completed - Contains precise details of the date and time of the completion of the task.

Code - Indicates the code of the task as assigned by CIS.

2 S

Info & Additional Info - Provides additional information of the task.

*  To export the Tasks logs as a HTML file click the 'Export' button

*  Toopen a stored CIS log file, click the 'Open' button

Q

*  To refresh the Tasks logs, click the 'Refresh’ button

»  To clear the Tasks logs click the 'Clear' button

2.6.5.1. Filtering "Tasks Launched' Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters
¢ Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:
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S
h Please select period Today
from: Current Week
ta: =1 | Current Month
Entire Period

»  Today - Displays all logged tasks for today.

e Current Week - Displays all logged tasks during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged tasks during the month that holds the current date.

*  Entire Period - Displays every task logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

»  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for 'Tasks' logs and their
meanings:

*  Code - Displays the tasks based on the entered code value
*  Completed - Displays the tasks completed on entered date.

»  Parameter - Displays only the tasks launched that include the selected parameter, like scan profile or the locations
scanned during custom scans.

»  Type - Displays only the selected type of tasks launched. They can be a AV Update, AV Scan, Clearing logs and
Guarantee Activation.

To configure Advanced Filters for 'Tasks' logs

1. Click the funnel button from the title bar. The Advanced Filter interface for Tasks log viewer will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODO :xdvanced Filter

Advanced Filter |Code
Code

Completed

Parameter

Type
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You can chose the category of filter from a drop down box. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.

Following are the options available in the 'Advanced Filter' drop down menu:

i. Code: The Code option enables you to filter the tasks based on their code value. Selecting the 'Code’ option

displays a drop-down field and text entry field.

COMODO :dvanced Filter

Advanced Filter |Cude

Equal
Equal

Mok equal

Apply

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Enter the code or a part of it as your filter criteria in the text field.

For example if you have chosen 'Equal' from the drop-down and entered '0x00000001" in the text field, then only the
log entries with the value 0x00000001 in the code column will be displayed.

i. Completed: The 'Completed' option enables you to filter the log entries based on the completion dates of the
Tasks. Selecting the 'Completed' option displays a drop-down box and date entry field.

COMODO :dvanced Filter

Advanced Filter |Cumpleted

Completed (Equal v [12/04p012 v

4 Dec 2012
Sun Mon Tue Wed Thu

5
13 19

25 26

3
11

a) Select any one of the following option the drop-down box.
e Equal
e Not Equal

b) Enter the date by selecting it from the calender displayed by clicking the drop-down arrow.

For example, if you select 'Equal' from the drop-down and select '12/04/2012" , only the log of Tasks completed on
12/04/2012 will be displayed.

ii. Parameter: The Parameter option enables you to filter the entries based on the parameters like scan locations,
associated with the Task. Selecting the 'Parameter' option displays a drop-down field and text entry field.
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COMODQO :ovanced Filter

Advanced Filter | Parameter

Parameter Contains Quick Scar

Conkains

Does Mot Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'Quick Scan' in the text field,
then only the entries of Antivirus Scan Tasks with the scan parameter 'Quick Scan' will be displayed.
iv. Type: The Type' option enables you to filter the entries based on the type of Tasks launched. Selecting the Type'
option displays a drop down menu and a set of specific task types that can be selected or deselected.

COMODQO :ovanced Filter

Advanced Filter |Type

Ay Update [] A Scan
Equal [ Log Clearing [] Guarantee Activation

2] [] Upgrade
Mot equal

a) Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

e AV virus signature database update
e AV Scan

*  Clearing Logs

*  Activation of guarantee

*  Version upgrade

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply' for the filters to be applied to the Tasks log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

2.6.6. Configuration Changes

CIS keeps track of all the changes made to its configuration since its installation. The 'Configuration Changes' log viewer
displays a list of changes to various options and other configuration changes made to the application.

The 'Configuration Changes' logs can be viewed by selecting 'Configuration Changes' from the 'Show' drop-down of the log
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COMODO vievw Lo 0s

Show |Cnnﬁgurati0n0hanges v T + x B> Q

Date ‘ Action ‘ Maodifier ‘ Ohject ‘ Name ‘ Old Value

12/3/20...  Option Ch...  User Sandbox: .. Dff

12/3/20...  Option Ch...  User Antivirus: ... Disabled

123720 Option Ch... User Sandbox: O

1243720, Option Ch... User Antiirus: ... Stateful

12/3/20...  String Added  LUser Defense+ ..

12/3/20...  String Added  User Defense+ ..

123720 Option Ch... User Sandbox: Off

1243720, Option Ch... User Antiirus: ... Disabled

Column Descriptions

N o o B~ e b

Date - Contains precise details of the date and time of the configuration change.
Action - Indicates the nature of the configuration change.

Modifier - Indicates the user that has made the configuration change.

Object - Indicates the CIS object that was affected by the configuration change.
Name - Indicates the parameter changed.

Old value - Indicates the value of the parameter before the configuration change.

New value - Indicates the value of the parameter after the configuration change.

To export the Configuration Changes logs as a HTML file click the 'Export' button
To open a stored CIS log file, click the 'Open' button

To refresh the Configuration Changes logs, click the 'Refresh' button

To clear the Configuration Changes logs click the 'Clear' button

COMODO

Creating Trust Online®

New Value

n

Stateful

Off

Disabled

Chscriptshe..

CaDocurne. ..

Oh

Stateful
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2.6.6.1. Filtering 'Configuration Changes' Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use
the following types of filters:

¢ Preset Time Filters
¢ Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the log entries for a selected time period:

S
Please select period Today
frarm: Current Week
to Bl Current Month

1243720, Option Ch... Stateful
Entire Period

*  Today - Displays all logged events for today.

*  Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

e Current Month - Displays all logged events during the month that holds the current date.

*  Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

e Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for 'Configuration Changes'
logs and their meanings:

«  Action: Displays only the selected type of configuration change(s) like change in options, addition of objects, strings
and so on.

*  Modifier: Displays only the configuration changes effected by the selected entity like the user, response to Antivirus,
Firewall or Defense+ Alerts and so on.

*  Name: Displays only the configuration change with the name entered as search criteria.
*  Object: Displays only the configuration changes on addition or removal of selected objects
To configure Advanced Filters for Configuration Changes Logs

1. Click the funnel button from the title bar. The Advanced Filter interface for 'Configuration Changes' logs will
open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
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Advanced Filter |modifier

Ackion
Modifier

Marme

Chject

Cancel

You can chose the category of filter from the 'Advanced Filter' drop-down. Each of these categories can be further refined by
either selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided. Following are the
options available in the 'Add' drop down menu:

i. Action: The 'Action’ option allows you to filter the log entries based on the actions executed like change in options,
addition of objects, strings and so on. Selecting the 'Action’ option displays a drop-down box and a set of specific
filter parameters that can be selected or deselected.

COMODO :dvanced Filter

Advanced Filter |Action v 4 Add

Object Added [] Cbject Changed
Action Equal v [] Object Remaoved [] Option Changed
Equal [% [ String Added [ String Removed

Mat equal

Apply

a) Select'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameters available
are:

e Object Added
e Object Changed
e Object Removed

e Option Changed
e String Added
e String Removed

For example, if you have selected Equal in the drop-down and selected 'Object Added' checkbox, then, only the log
entries with the value 'Object Added' in the 'Action’ column will be displayed.

ii. Modifier: The 'Modifier' option allows you to filter the log entries based on the entity that is responsible for the
configuration change. It can be the user or the response given to an alert. Selecting the 'Modifier' option displays a
drop-down box and a set of specific filter parameters that can be selected or deselected.
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COMODO :dvanced Filter

Advanced Filter |Modifier I' %+ Add
[ =
0O User ] Auto Learn
Modifier |Equal |'_ [ Antrarus Alert [ Firewall Alert

[1 Defense+ Alert [C] Behavior Blocker Alert

Cancel

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.

b) Now select the checkboxes of the specific entities that has effected the change, to refine your search. The
parameters available are:

e User

e Auto Learn

e Antivirus Alert

e Firewall Alert

e Defense+ Alert

e Behavior Blocker Alert

For example, if you have selected Equal in the drop-down and selected 'Antivrius Alert ' checkbox, then, only the log
entries related to the configuration changes effected by responses to Antivirus Alerts will be displayed.

ii. Name: The 'Name' option allows you to filter the log entries by entering the name of the parameter changed.
Selecting the 'Name' option displays a drop-down field and text entry field.

CD M 0 D 0 Arvanced Filter

Advanced Filter |Name

Contains

Conkains

Does Mot Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the name of the change, partly or fully as filter criteria in the text box.

iv. Object: The 'Object' option enables you to filter the log entries related to the objects modified during the
configuration change. Selecting the 'Object' option displays a drop down menu and the objects of CIS
configuration, that can be selected or deselected.
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COMODO

ced Filter

Advanced Filter |Object

Object (Equal

Fireweall: Auto Rules For Safe

[1 Firewall: Made

[] Fireswall: ICS Computer
[ Firewall: ICWP Reguest Alerts

Applications
[] Firewall: TCP Request Alerts
[ Firewall: Loopback Alerts

[] Fireweall: Alert Timeout

[] Fireswall: UDP Request Alarts
[] Firewall: Protect ARP

Firewsall: Block Fragrmented
O g

[] Firewall: Block ARP Packets

[ Firewall: Analyze Protocol
Firewvall: Manitor Mon TCRAP
protocols

F] [] Defense+: Made [] Defense+: Use Trusted “endars
Defense+ Auto Fules For Safe

Defense+ Image Execution
[ Applications [

[] Defense+ Alert Timeout Contral Mode

Defense+: Do heuristic
[ command-line analysis for
certain applications

M Defense+ Check Buffer 0 Block all unknown requests if
Ohverflow the application is closed

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

b) Now select the check-boxes of the specific objects as filter parameters to refine your search. Scroll the window
to the right to see all the parameters options.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next filter type and
click 'Add'. You can also remove a filter type by clicking the 'X' button at the top right of the filter pane.

»  Click 'Apply" for the filters to be applied to the Configuration Changes log viewer. Only those entries selected based on
your set filter criteria will be displayed in the log viewer.

2.7.Manage CIS Tasks

Comodo Internet Security has the ability to concurrently run several tasks like on-demand or scheduled scans, virus signature
database updates and so on. The tasks that are currently run, can be sent to background from the progress interface, by clicking
Send to Background as shown in the example below.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 172



COMODO

Creating Trust Online®

Task Dewnload signatures
Diownload speed: 76.04 KB/'s
=d. 781 KB

_UPD_EMD_

Task Satus

" Check for signature updates Completed
g P
) Download signatres

In Progress {42.9%)

What is a Background Task?
A task which runs in the background without interfering with

yaur nornal PC activities.

Send To Backgreund action, where avallable, makes the task
such as scanning or updating continue running in the
backgraund, These tasks are going to take longer to complete but
resource usage of the computer is going to be minimal

Please use Task Manager in arder to access them later.

[] Do not show this message 2oain

These tasks can be managed, through the Task manager interface that can be accessed at anytime by clicking Open Task
Manager from the General Tasks interface.
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COMODO — -
Internet Security Premium ) D :g; C} @
Q Sear Home “gud

General Tasks ~

Scan Yiew Logs
Scan your computer forviruses and m 1 record of security events, activity

Spyware
ﬁ Update Open Task Manager
Run the updater to check for program and . Opern the task manager t
irls database updates Security tasks |n prograss

View Cluarantine ‘iew Connections
fiewr and manage threats quarantined by YWiew applications which are connected ta

Firewall Tasks ~

Tip: The Task Manager can also be opened by clicking on the center tab in the Status row of the widget , that displays the
number of tasks that are currently running.

The Task Manager window displays a list of background tasks that are currently running with the details of time elapsed on each
task, status and priority.

Elapsed Time Status Priority Action

Running Tasks

Wirus Scan - Guick Scan 00:04:31 «¢ Starting Background
Updater - Database Update 00:04:31 . Running (.. Background mu

Fating Scan 00:00:12 .5 Etarting Mormal

Bring to Front

From the Task Manager interface, you can:

¢ Reassign priorities to the tasks
*  Pause/Resume or Stop a running task
*  Bring a selected task to foreground

Reassigning Priorities for a task:
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The Priority column in the Task Manager interface displays the current priority assigned for each task.

To change the priority for a task

»  Click on the current priority and select the priority you want to assign from the options.

COMODO 7z:k Mana ger

Running Tasks Elapsed Time Status Priority Action

Yitus Scan - Full Scan 00:04:56 % Running Mormal mn
Rating Scan 00:04:08 . Running (28... Marmal m
| High |
Nurmal®
Lo
Background

Bring to Front

Pausing/Resuming or Stopping running tasks

The Action column displays the Pause/Resume and Stop buttons

*  To pause a running task, click the Pause button

COMODO T1zskMana ger

Running Tasks Elapsed Time Status Priority Action

Wirus Scan - Full Scan 00:45:33 "% Paused

|E
=

*  Toresume a paused task, click the Resume button

COMODO Tz:k Mana 0er

Running Tasks Elapsed Time Status Priority Action

|E
=

Yirus Scan - Full Scan 00: 4542 . Running (30.31 %)

»  To stop a running task, click the stop button

C D M O D O Task Manager

Running Tasks Elapsed Time Status Priority Action

16)

—
=
=

“irus Scan - Full Scan 00:45:42 . Running (30.31 %)
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Bringing a running task to foreground

»  To view the progress of a background task, select the task and click Bring to Front

COMODO Tzsk Mana fer

Running Tasks Elapsed Time Status Priority Action

Yirus Scan - Full Scan 00:45:42 . Running (30.31 %) Lo mu

e —.

Task: Install signatures

Status: Finalizing. ..

Task Status

&/ Check for signature updates Completed
+/ Download signatures Completed
() Install signatures In Progress {90.0%)

[ Send to Background ]
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2.8.View Active Internet Connections

The 'View Connections' interface displays an at-a-glance summary of all currently active Internet connections on a per-
application basis. You can view all the applications that are connected; all the individual connections that each application is
responsible for; the direction of the traffic; the source IP and port and the destination IP and port. You can also see the total
amount of traffic that has passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection. The 'View
Connections' is an extremely useful aid when testing firewall configuration; troubleshooting new firewall policies and rules;
monitoring the connection activity of individual applications and your system as a whole and for terminating any unwanted
connections.

The 'View active Connections' interface can be accessed by clicking 'View Connections' from the 'General Tasks' interface.
Alternatively, this screen can be accessed by clicking the number above Inbound or Outbound in the Advanced View of the
Home screen in the Firewall pane.

COMODO

Internet Security Fremium
Q

General Tasks

Scan Yiew Logs
SE AN YO COomp Iy ind | Wiew a record of security events

SPYEre and alerts

Update Cipen Task Manager
Run the updater to check | ] Open the task managert

Wirus database updates Securty tasks In progress

@ Yiew Cluarantine View Connections
= ‘i and manage threats fquarantined by ipplication hich are conng

fiflS Scanner the internet

The 'View Connections' interface displays list of all the currently active Internet connections by initiated by various applications
as a Tree structure.
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COMODO view connections

Protocol Source Destination Bytes In Bytes COut _
@ ChiProgram FileshCOMODOWceDragomicedragan. exe [3352]

e C:A\Praogram Filesiinternet Explareniexplore.exe [4016]

= CoWYINDOWYShsysternd2isvchost. exe [485)

= C:AProgram Files\COMODOAVCOMODO Internet Security'\cmdagent. exe [19596]

B 3 C\Program Files\Bluto Force\Bluto Efforts.exe [1552]

----- [ChP OLIT 192.1668.199.75.0 1753582111620 302 B 0B

----- TCP OUT 192.1668.199.78:1231 175,38 211.162:80 fdBds5... 0B

----- TCP OUT 192.168.199.78:1233 175.38.211.162:80 J4B{29 ... YBB

----- TCP OUT 192.168.1599.75: 1234 75.128.156.12:80 74 B 21 kBE..
----- TCP QUT 192.1668.159.753:1235 180.85.234.32:50 74 B

hore

Column Descriptions

*  Protocol - Shows the application that is making the connection, the protocol it is using and the direction of the traffic.
Each application may have more than one connection at any time. Clicking + at the left of the application name
expands the list of connections made by it.

*  Source (IP : Port) - The source IP Address and source port that the application is connecting through. If the
application is waiting for communication and the port is open, it is described as ‘Listening’.

»  Destination (IP : Port) - The destination IP Address and destination port address that the application is connecting to.
This is blank if the 'Source' column is 'Listening'.

«  Bytes In - Represents the total bytes of incoming data since this connection was first allowed.
»  Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed.
Context Sensitive Menu

*  Right click on an item in the list to see the context sensitive menu.

| C:AProgram Files\COMODOMCOMODO Internet Securityiomdagent. exe [1996]

B @ C\Program Files\Bluto Force\Bluto_Efforts.exe (15521
: Show Full Fath

----- [ChP DT 192.168.199.73:0 ) : 12 B 0B
Terminate Connection
----- TCP oUT 192.168.199.758:123 175.38.211.162:80 fABE{45.. OB
----- TCP oUT 192.168.199.758:1233 176538211 .162:80 FAB{Z8 ... TBEB
| TCP OUT 192 168.199.75:1234 75.128.156.12:80 74 B 21KB9. .
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* If you wish to view the full path of the application, right click on the application name and select 'Show Full Path'.

* If you wish to terminate a connection belonging to an application, right click on the specific connection and click
"Terminate Connection'.

Identify and Kill Unsafe Network Connections

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate any unsafe
processes and network connections that are running on their system. Apart from offering unparalleled insight and control over
computer processes and connections, KillSwitch provides you with yet another powerful layer of protection for Windows
computers.

Comodo KillSwitch can show ALL running processes with their granular details— exposing even those that were invisible or very
deeply hidden. It allows you to identify which of those running processes are unsafe and to shut them all down with a single
click. You can also use Killswitch to trace back to the malware that generated the process.

Comodo KillSwitch can be directly accessed from the 'View Connections' by clicking the 'More' button.

[ChP OLIT 192.1668.199.753.0 175382111620 302 B 0B
TCP OUT 192.1668.199.78:1231 175.38.211.162:60 dBd5... 0B
----- TCP OUT 192.168.199.78:1233 175.38.211.162:50 FB{29 ... V8B
----- TCP QUT 192.168.199.753: 1234 78.128.156.12:80 4B 21 KkBE..
----- TCP QUT 192.1668.199.753:1235 180.85.234.32:50 74 B 0B

hore S

LY

If Comodo KillSwitch is already installed in your computer, clicking 'More' will open the application. If not, CIS will download and
install Comodo Killswitch. Once installed, clicking this button in future will open the Killswitch interface.
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COMODO in:tal

'5 Install Required Packages
The feature requires installation of additional packages.

The following rust be downloaded and installed:

i z |
| Package Name License Agreement Size i

— —

COMODO Killgwitch “iew License Agreement E.41 wB

By pressing "Agree and Install”, you agree with user license agreements for all the
packages listed above,

Agree and Install

*  Read the license agreement by clicking 'View License Agreement' and click 'Agree and Install'. CIS will download and
install the application.
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Installing COMODO Killswitch. ..

On completion of installation, the Comodo KillSwitch main interface will be opened. Clicking the Network tab will display the the
Network Connections and Network Utilization panes.
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¥ COMODO Killswitch

i Killswitch Opfions View Tools Users Help

Network Conneclions {30)

Protocol Local Address Local Port Remote Address Remote Port State Sent Tr.#

= Flemdagent. exe(1316) 173 KB
TR compary-3fae1f... 1042 download. comodo.com 80 Close Wait ]
TR compary-3Fa61f... 1043 dawnloads. comada. com 80 Close Wait
=) @ firefar.exe(3564) 3,33 KB
TP localhost 1046 localhost 1047 Established
TP lncalhost 1047 localhost 1046 Established
TR compary-3fae1f... 1233 |hr14s20-in-f2,1e100.net &0 Established
TR compary-3Fa61f... 1270 13.ycs. vip.dcb.yahoo, com 80 Established
TR compary-3F861f... 1271 13.ycs.vip.dcb.yahoo, com 80 Established
= i ¥
< | b

Network Utilization (2

Local Area Conneckion

Adapter Mame Input Ukilization Output Utilization  Link Speed Status GUID
Lacal Area Conne... 0 o 10 Mbps Operational {9CBATI42-B705-4954-A631-01 7391 FDEAAG)

CPU Usage: 4.68% COMPANY-3F861F6\Administrator

*  Details of how to use KillSwitch to view granular details on current network connections and terminate unsafe
connections can be found at http://help.comodo.com/topic-119-1-328-3577-Viewing-and-Handling-Network-
Connections-and-Usage.html.

*  The complete user guide for Comodo KillSwitch is available at http://help.comodo.com/topic-119-1-328-3518-
Introduction-to-KillSwitch.html

2.9.View Active Process List

The Active Process List interface displays all currently active processes initiated by applications that are currently running in the
sandbox environment . By tracing an application's parent process, CIS can detect whether a non-trusted application is
attempting to spawn an already trusted application and thus deny access rights for that trusted application. This system provides
the very highest protection against Trojans, malware and rootkits that try to use trusted software to launch an attack. By default,
the list displays the processes of sandboxed applications only, but can be made to display all the processes from the right-click
options.

The processes of sandboxed applications include:

»  Auto-Sandbox - Unrecognized applications are run inside the auto sandbox with access restriction as selected in the
'Auto-sandbox unknown applications as' drop down in Behavior Blocker.

e Run Virtual - Applications that are selected and run in Sandbox. Refer to 'Run an Application in the Sandbox' for
more details.

*  Applications that are run inside the sandbox using the context sensitive menu - Click here for more details.
*  Running browsers inside the sandbox from the Widget - Click here for more details.

»  Drag-and-drop applications on to CIS Home Screen - Click here for more details.
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*  Programs that are added manually - Refer to the section 'Configure the Sandbox' for more details.

To view Active Process list

e Click the first box in the third row in the CIS Widget.

COMODO
RETIraRTTIen

T 2 1]

ol

*H W
€90
®f

»  Alternatively, the screen can be accessed by clicking the number beside 'Sandboxed Apps' in the Advanced View of
the Home screen in the Defense+ and Sandbox pane.

The Active Processes List (Sandboxed Only) screen will be displayed by default.

COMODO :ctive Processes List (Sandboxed Onlky)

PID Company User Name Restriction = Rating

Application

1 & cmdvirth exe 2956 COMODo MT AUTHORITYS...  Fully Yirtua... Trusted
[ svchost.exe 3095 Microsoft Carp... NT AUTHORITYAS...  Fully Wirtua... Trusted
1 svchost.exe 3364 Microsoft Corp... NT AUTHORITYS..  Fully irtua.,.. Trusted

O operaexe 2600 Opera Software  COMPANY-3FS51...  Fully %itua... Trusted

¥ CPILSuite. exe 31858 CPIL Test Suite COMPANY-3F8E81...  Limited LInknown

S B soffice.exe 4012 OpenOffice.org COMPANY-3FBGE1...  Restricted Trusted

= soffice.bin 2280 OpenOfice.ory COMPANY-3FSE1...  Restricted Trusted

hore

Column Descriptions

*  Application - Displays the names of applications that are currently running.
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e PID - Process Identification Number.

e Company - Displays the name of the software developer.

»  User Name - The name of the user that started the process.

»  Restriction — Displays the level of sandbox setting selected for the program.

* Rating - Displays the rating of the application whether trusted or unknown.

Right-click on any process to:

«  Show full path: Displays the location of the the executable in addition to it's name.

e Show Sandboxed Only: Displays the details of the sandboxed programs only. Disable this option to view all the current
active process list.

e Add to Trusted Files: The selected unknown program is added to Trusted Files list.

e Online Lookup: The selected program is compared with the Comodo database of programs and results declared
whether it is safe or not.

e Submit: The selected application will be sent to Comodo for analysis.

Clicking the 'More'" button at the bottom of the screen will open the Comodo KillSwitch application — an advanced system
monitoring tool that allows users to quickly identify, monitor and terminate any unsafe processes that are running on your
system.

[ricted IrUsted

&= soffice.bin 2280 OpenOffice.ory COMPANY-3FBE1...  Restricted Trusted

i

hore Close

If KillSwitch is not yet installed, clicking this button will prompt you to download the application. Refer to the section Identify an
Kill Unsafe Processes for more details.

3. Firewall Tasks - Introduction

The Firewall component of Comodo Internet Security (hereafter known simply as Comodo Firewall) offers the highest levels of
security against inbound and outbound threats, stealths your computer's ports against hackers and blocks malicious software
from transmitting your confidential data over the Internet. Comodo Firewall makes it easy for you to specify exactly which
applications are allowed to connect to the Internet and immediately warns you when there is suspicious activity.

It can be accessed at all times by clicking on the 'Firewall Tasks' band from the 'Tasks' interface.

The Firewall Tasks area provides easy access to all major features and settings. From here, you can configure Internet access
rights per-application, stealth your computer ports, manage available networks and even block all network traffic in and out of
your computer. In 'Advanced Settings' you'll be able to specify overall firewall behavior and configure advanced settings such as
application rules, rulesets, network zones and port sets.
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General Tasks

Firewall Tasks

Allow Application
Allow an application to connect to the
internet.

Elock Application
Block an application from accessing the
internet.

Stealth Ports

Manage Metworks
Allow or block connections from other
computers in detected networks.

Stop Metwork Activity
Block all network activity to and from this
PC.

Open Advanced Settings

Manage this PC's network visibility from
ather PC's.

Access and configure warious firewall
configuration aptions.

Sandbox Tasks

Advanced Tasks

Click the links below to see detailed explanations of each area in this section:
*  Allow or block Internet access to applications selectively
«  Stealth your computer ports
*  Manage network connections
«  Stop all network activity

«  Advanced firewall settings

3.1.Allow or Block Internet Access to Applications Selectively

The Firewall Tasks interface allows you to selectively allow or block certain applications from accessing the Internet. These
shortcuts represent a convenient way to create an automatic 'Allow Requests' rule or 'Block Requests' rule for individual
applications - meaning that inbound and outbound connections are automatically permitted or not permitted to these applications
respectively.

To open the 'Firewall Tasks' interface:

e (Click the 'Tasks' arrow from the CIS home screen:

Tasks “gu@

¢ Click on the 'Firewall Tasks' band from the 'Tasks' interface:
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COMODO o
Internet Security Premium < S @ A0

Q

General Tasks

Firewall Tasks
Allows Application - Manage Metwarks

Allowy an application to connect ta the = -0 o block connections from other
internet. computers in detected networks.

BElock Application e Stop Metwork Activity

Block an application from accessing the Block all netwoark activity to and from this
internet. FC.

Stealth Ports = Jpen Advanced Settings

Manage this PC's network visibility from Access and configure warious firewall
other PC's. canfiguration options.

Sandbox Tasks

Advanced Tasks

To allow an application to access to the Internet:

»  Click the 'Allow Application' button from the 'Firewall Tasks' interface.

*  Navigate to the main executable of the application in the 'Open' dialog.

e Click 'Open'. A rule will be created to allow Internet access to the selected application.
To block an application's Internet access rights

e Click the 'Block Application' button from the 'Firewall Tasks' interface.

*  Browse to the main executable of the application in the 'Open' dialog.

*  Click 'Open'. Arule will be created to prohibit Internet access to the selected application.

The advanced application rules interface can be accessed by clicking Tasks' from the CIS home screen > Firewall Tasks > Open
Advanced Settings > Application rules. The application you just allowed or blocked should be listed here. For further information
on application rules governing Internet access rights, see Application Rules.

Tip: if you plan to regularly allow/block applications, you can right click on the appropriate button and select 'Add to Taskbar'. It
will then be quickly accessible from both the CIS home screen and the widget:
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internet.

Block Application
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Add to Task Bar |

m Stealth Ports
Manage this PC's network visibility from
ather PC's.
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3.2.Stealth your Computer Ports

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, evoking no response to
opportunistic port scans.

General Note: Your computer sends and receives data to other computers and to the Internet through an interface called a
'port’. There are over 65,000 numbered ports on every computer - with certain ports being traditionally reserved for certain
services. For example, your machine almost definitely connects to Internet using port 80 and port 443. Your e-mail application
connects to your mail server through port 25. A 'port scanning' attack consists of sending a message to each of your computer
ports, one at a time. This information gathering technique is used by hackers to find out which ports are open and which ports
are being used by services on your machine. With this knowledge, a hacker can determine which attacks are likely to work if
used against your machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply 'closing' a port as NO response is given to
any connection attempts ('closed' ports respond with a 'closed' reply- revealing to the hacker that there is actually a PC in
existence.) This provides an extremely high level of security to your PC. If a hacker or automated scanner cannot 'see' your
computers ports then they presumes it is offline and move on to other targets. You can still be able to connect to Internet and
transfer information as usual but remain invisible to outside threats.

Comodo Firewall provides a user with flexible stealthing options.

Click on 'Stealth Ports' link in Firewall Tasks: @

You have two options to choose from:
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COMODO steaith Ports

Ports allow your computer to communicate with other computers in a
network. By stealthing them, you may configure this computer's visibility to
others.

Block Incoming Connections

Block all incoming connections and make this PC invisible to all
computers

Alert Incoming Connections

Lets yaou decide when to tmake this PC invisible on a case basis by
showing popup alerts

Block incoming connections

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust them or not. The
average home user (using a single computer that is not part of a home LAN) finds this option the more convenient and secure.
You are not alerted when the incoming connection is blocked, but the rule adds an entry in the firewall event log file. Specifically,
this option adds the following rule in the 'Global Rules' interface:

Block And Log| IP | In] From Any IP Address| To Any IP Address | Where Protocol is Any

@ Block IP In From MAC Any To MAC Any Where Protocal Is Any

If you would like more information on the meaning and construction of rules, please click here.

Alert incoming connections

You see a firewall alert every time there is a request for an incoming connection. The alert asks your permission on whether or
not you wish the connection to proceed. This can be useful for applications such as Peer to Peer networking and Remote
desktop applications that require port visibility in order to connect to your machine.

Specifically, this option adds the following rule in the 'Global Rules' interface:

Block| ICMP | In| From Any IP Address| To Any IP Address | Where Message is ECHO REQUEST

Rules
' Allow All Qutgoing Requests If The Target Is

' Allow All Incoming Requests If The Sender Is

If you would like more information on the meaning and construction of rules, please click here.

3.3.Manage Network Connections

The 'Manage Network Connections' interface allows you to quickly view all wired and wireless networks to which your computer
is connected. The lower half of the panel displays details about each network including its name, IP address and gateway.
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e You can choose to trust or block a network by selecting the appropriate radio button under the network in question.
You will not be able to receive any inbound or outbound traffic from blocked networks.

e Use the handles (< >) to scroll through all available networks or computers

»  Use the refresh button if you have recently made network changes and these are not yet visible in the interface.

SMITHS-COMPUTER (This Computer}

f b

, Local Area Connection 2 ; Local Area Connection 1

p IP In [P In i N
% Gateway: 8§ &8 & 108 Gateway: #5§ 8 &
@ Trust Metwork i) Block Metwork @ Trust Metwork () Block Metwork

Refresh Cancel

*  The 'Manage 'Networks' interface can be opened by clicking 'Tasks > Firewall Tasks > Manage Networks'.

»  To view, create or block Network Zones, click 'Tasks > Firewall Tasks > Open Advanced Settings > Network Zones'.

3.4.Stop all Network Activities

As the name suggests, the 'Stop all network activity' button instructs the firewall to immediately cut-off all inbound/outbound
communication between your computer and all available networks (including the Internet). Connections will remained closed
until you re-enable them by clicking the button a second time. This allows you to quickly take your computer offline without
having to delve into Windows network settings and without having to to unplug any network cables.

g Stop All Activity 7o Restore All Activity
Block all netwaork activity to and fram this Restore all network activity to and from

FiC. this PC.

*  Access the network activity 'on/off' button by clicking Tasks > Firewall Tasks
»  Disconnect your computer from all networks by clicking 'Stop All Activity' (button will be red)
*  Re-enable connectivity by clicking 'Restore All Activity' (button will be green)

»  Restoring activity just re-enables your existing firewall rules. Therefore, any networks that you have previously blocked
in 'Manage Network Connections' or 'Network Zones' will remain blocked.

*  You can assign networks into network zones in the '‘Network Zones' area
*  You can configure rules per network zone in the 'Global Rules' area

*  You can view all network connections and enable/disable connectivity on a per-network basis in the 'Manage Network
Connections' area

3.5.Advanced Firewall Settings

The 'Advanced Settings' area is the nerve center of Comodo Firewall and allows advanced users to configure and deploy traffic
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e

filtering rules and policies on an application specific and global basis. To open the interface, click 'Tasks' on the home screen
followed by 'Open Advanced Settings' then 'Firewall Settings':

COMODO advanced Settings
| Firewall Settings
™ g

¥ Enable Firewall (Recommended) | Block Al +|

This option enables firewall which filiers inbound and cutbound trafiic.

[¥] Do NOT show popup alerts Allow Requests v]

[v] Enable automatic detection of private networks

HHE>

[¥] Tumn traffic animation effects on

[] Create rules for safe applications

[}

[] Alert frequency level [

a

[] Set new on-screen alert timeout to

] Filter IPvé6 traffic

[¥] Filter loopback traffic(e.g. 127 xxx, 1)
[] Block fragmented IP traffic

[] Do Protocol Analysis

["] Enable anti-ARP spoofing

Cancel

The interface is divided into six main sections - Firewall Settings, Application Rules, Global Rules, Rulesets, Network
Zones and Portsets. Click the links below to jump to more details on each section:

«  The Firewall Settings area allows you to configure the security of your computer and the frequency of alerts that are
generated.

«  The Application Rules area allows users to view, manage and define the network and Internet access rights of
applications on your system.

«  The Global Rules area allows users view, manage and define overall Firewall ruleset that applies to your computer
and is independent of application rules.

»  Both application rules and global rules are consulted when the firewall is determining whether or not to allow
or block a connection attempt.

*  For Outgoing connection attempts, the application rules are consulted first and then the global rules.
«  For Incoming connection attempts, the global rules are consulted first and then application specific rules.

«  The Rulesets area contains a list of preset Firewall rules that can be re-used and applied to multiple applications. For
example, there is a 'Browser' rule, an 'Email Client' rule and rules for 'Trusted" and 'Blocked' applications.

+  The Network Zones area allows you to group IP addresses and ranges into named zones. Once defined, privileges
and rules can be applied to these zones in other areas of CIS. For example, global and application rules can be
applied to network zones. This interface also allows you to block network zones.

+  The Portsets area contains groups of important / regularly used port numbers that can be easily selected as part of a
global or application rule.
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4. Sandbox Tass - Introduction

Comodo Internet Security features a fully functional sandbox called the 'Virtual Kiosk'- an isolated operating environment for
running unknown, untrusted and suspicious applications. Applications executed inside the sandbox/virtual kiosk will not affect
other processes, programs or data on your real computer. In addition to running suspicious applications inside the sandbox on
an ad-hoc basis, you can create a specific list of programs that should always run in the sandbox.

COMODO e
Internet Security Premium e Q '.!: C} @

Q

General Tasks

Firewall Tasks

Sandbox Tasks

| Run Virtual Kiosk Open Shared Space

Uzing it virtual and real applications

Run Virtual ﬁ DOpen Advanced Settings
1 Sar W AF eata BrCES: W 1= Sandbox

B Run applications in s and configura vat
shortcuts for therm on the desklo configuration options

m Reset Sandbox
= | Clean Sandbox data b

Advanced Tasks

Note: The sandbox referred to here is a full environment and is distinct to the 'auto-sandbox' configured under behavior
blocker. Users can, however, enable 'Full Virtualization' of auto-sandboxed files in the Behavior Blocker settings.

The Sandbox Tasks interface has shortcuts for the following tasks:
*  Run Virtual Kiosk - Starts the Virtual Kiosk

*  Open Shared Space - Opens the folder 'Shared Space' which is shared by your host operating system and the Virtual
Kiosk. The folder is created by the Virtual Kiosk at the location 'C:\Documents and Settings\All Users\Application
Data\Shared Space'. The folder can be opened in both your host operating system and inside the Virtual Kiosk, and
enables to share files and applications between the OS and the Kiosk.

*  Run Virtual - Allows you to run individual applications in the sandbox
*  Reset Sandbox - Allows you to clear all data written by programs run inside the sandbox

e Open Advanced Settings - Add programs that should always run inside the sandbox and access advanced sandbox
settings. This is covered in the 'Configure the Sandbox' section of 'Advanced Settings'
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4.1.The Virtual Kiosk

The Virtual Kiosk is a sandboxed operating environment inside of which you can run programs and browse the Internet without
fear that those activities will damage your real computer. Applications running in the kiosk also leave no cookies or history
behind on your real system, making it a secure environment for Internet banking and online shopping. It is also ideal for visiting
any risky websites/links and for testing out beta/unstable software.

& Banrk of fuvanca | Homa | Pec ¥

£ |5 BankoF derenca Copeaen [LS] | ittrs www.bankofamencacom

Feranal

Bankof America %

Bank Borraw Invest i

BankAmericard Cash
Rewards” credit card

Automatically earn mora cash D
for the things you buy most.

* 1% cash back everywherns, evary tim
bonus cash back offer i Eror e

= 3% cash back on gas

Infarmationfar: | Salect @ chate - m

Mobila Banking Spaciat new aptount oMer Croating Local Impact
LU e mnne aRons
H Share wabsits fandbsck
€

Virtual Kiosk at a glance:

*  The kiosk can run any program that you can run in regular Windows and is particularly useful for browsing the Internet
in a secure manner.

*  Any changes made to files and settings in the kiosk will not affect the original versions on your host system. Changes
will only be visible in the Kiosk itself.

«  Similarly, any changes made by malicious programs or unstable beta software will not damage your real computer.
*  Anyfiles you wish to keep and access from your host operating system can be saved to 'Shared Space'.

e The Virtual Kiosk can be password-protected for added privacy.

*  The virtual keyboard allows you to securely enter confidential passwords without fear of key-logging software.

*  The kiosk Ul can be used in both 'Classic' (Windows style) and ‘Tablet' modes by selecting the mode from Settings.

*  You can reset the kiosk and clear shared space at any time. We recommend that you do this regularly to maximize
your privacy and security. Please note that all settings, stored data and any applications installed sandboxed will be
deleted.

Click the following links to find out more details on:
»  Starting the Virtual Kiosk
*  The Main Interface
*  Run Browsers inside Virtual Kiosk
e Open Files and Run Applications inside Virtual Kiosk
«  Configuring the Virtual Kiosk
*  Closing the Virtual Kiosk
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4.1.1. Starting the Virtual Kiosk

The Virtual Kiosk can be started by:

»  Clicking Tasks > Sandbox Tasks > Run Virtual Kiosk

General Tasks b
Firewall Tasks ~

Sandbox Tasks Py

1= Run Virtual Kiosk ‘Jb Open Shared Space
BLal Create a secure vitual deskiop and start | Openthe storage space shared betwaer
using it virtual and real applications
Tk F=am Open Advanced Settings
'_'.‘|||.| af :'”I' -|1 ons N '- i ":Ihl'l A | Creals _'"'_ CESS an 'I'lllf! gure yanous r:-<" Q00X
shortcuts for them on the deskiop configuration optior

" '] Reset Sandbox

e Orby clicking the Virtual Kiosk shortcut button from the Home Interface
The following software is needed to utilize the Virtual Kiosk to its full potential:

e Comodo Dragon Browser

*  Microsoft Silverlight

Whenever you run the kiosk, Comodo Internet Security checks whether these components are installed. If they aren't, you will
be prompted to install them.

COMODO virtual Kiosk

detected in this computer. They need to be installed in
order to provide you the full power of Virtual Kiosk. Would
youl like to install them now?

ﬁ COMODO Dragon and/or Microsoft Silverlight are not

] Don't show this message again

Cancel

e If you want Comodo Dragon and/or Microsoft Silverlight to be installed this time, click 'Yes'. If not, click
'Cancel'. You will be prompted to install them, next time when you start the Kiosk.

»  If you do not want the applications to be installed at all, click 'No'.
*  On clicking 'Yes', CIS will download and install the software
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4.1.2. The Main Interface

The Virtual Kiosk is presented with two switchable interfaces:
*  Classic Windows style Desktop mode
*  Tablet mode

You can switch between these two modes by clicking the green 'Kiosk' button then 'Settings' ( Kiosk > Settings > 'Mode' tab.)
refer to the table below for a comparison of different modes of the Kiosk main interface.

In 'Classic' mode,

e All desktop items of your real system are displayed. Clicking the shortcuts on the kiosk desktop will run the program or
file inside the kiosk

»  Clicking the 'Kiosk' button at the bottom left will open a Windows style Start Menu style Kiosk menu

COMODO Kiosk
#4) COMODO Dragon
o Opera

q Google Chrome
‘l Mozilla firefox

’7, Internet Explorer

Settings
B Switch to Windows

Eavit
=

The Kiosk menu allows you to:

*  Run browsers that are installed on your system. Refer to Running Browsers inside the Virtual Kiosk for
more details

»  Configure the Virtual Kiosk by clicking 'Settings'. Refer to Configuring the Virtual Kiosk for more details.

»  Clicking the keyboard icon on the system tray opens a virtual keyboard that can be used to input confidential data like
website user-names, passwords and credit card numbers.

Ctrl Win
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*  To display the numeric keypad on the right, click the >> button at the top of the keyboard.
*  Clicking the 'Volume Control' icon at the system tray enables you to control the system volume.

»  Right-clicking on the task bar and selecting 'Watch Activity' opens the 'Windows Task Manager' to view your
computer's performance, close unresponsive programs and to troubleshoot problems with Windows.

Wi'akch Ackivity

R

Tablet Mode

To switch to "Tablet' mode from 'Classic' mode, click the green 'Kiosk' button at bottom left followed by Settings > Mode and
select 'Tablet Mode'.

There are two variations of this mode:

1. Mode A - Pure Tablet device - A touch-screen interface that will be familiar to users of modern smart devices. The
home page displays a set of popular apps covering games, social media and networking. You can, of course, install
your own apps from the app market.

*  Toinstall your own apps, click the App Market icon from the launch bar. You will be taken to
https:/ichrome.google.com/webstore/category/home?utm_source=COMODO-Kiosk. Select the apps
you want to install from the webstore.

2. Mode B - Tablet device + Classic Windows - The home page displays the desktop items from your real system. The
task bar from classic mode is present along with the green 'Kiosk' button and the virtual keyboard. The launch strip will
display all installed browsers.

You can swap between the two variations by tapping the arrow g at the top right. You can swipe the home screen in both
left and right directions to navigate between successive home pages.
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The following table gives a comparison of the classic and tablet modes of the main interface:

Classic Mode

Mode A - Pure Tablet

Mode B - Tablet + Classic

Windows desktop style interface.

Tablet style interface.

Tablet style interface.

Your real desktop shortcuts and files are
displayed

Shortcut icons of the apps installed on
the tablet are displayed

Your real desktop shortcuts and files are
displayed

Shortcuts and files are laid out vertically
as they would be on a Windows desktop

Shortcuts are laid out horizontally

Shortcuts and files are laid out
horizontally

No Launch Bar

Browser shortcuts are displayed on the
launch bar at the bottom

Browser shortcuts are displayed on the
launch bar at the bottom

Cannot have multiple home screens

Can have multiple home screens

Can have multiple home screens if you
have many shortcuts and files

Cannot swipe the screen to move
between home screens

Can swipe the screen to move between
home screens

Can swipe the screen to move between
home screens
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4.1.3. Running Browsers inside the Virtual Kiosk

The Virtual Kiosk provides an extremely secure environment for Internet related activities because it isolates your browser from
the rest of your computer. Just by visiting them, malicious websites can install viruses malware, rootkits and spyware onto your
computer that can allow hackers to steal confidential information. Surfing the 'net inside the Kiosk removes this threat to your
machine by preventing any website from installing anything on your real computer. Furthermore, the Virtual Keyboard allows you
to securely enter user-names, credit card numbers and passwords without fear of key-logging software recording your physical
keystrokes.

To run a browser inside the Virtual Kiosk
1. Click the 'Kiosk' menu at the bottom left

2. Select the browser you want to run from the browsers displayed.

GeekBuddy COMODO

COMODO Kiosk

##4) COMODO Dragon
Opera

lf, Google Chrome

‘l Mozilla firefox

> Internet Explorer

Settings

B Switch to Windows

Exit

The browser will be opened inside the Kiosk.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 197



Creating Trust Online®

-

Comodo Internet Security 6.?3,;____User'GUi’dféf coMODO

T fwwie. bankolamenica com

Farsonal

Borrow Invest  fag

BankAmericard Cash
Rewards™ credit card

Autamatically earn mora cash back "

for the things you buy most, ;
e

= 1% cash back everywhera, every time

bonus cash back offer P DGR LE
+ 3% cash back on gas

H Share wabiite fssdbacd

On completion of your browsing session, no trails like your browsing history will be stored in your computer.

4.1.4. Opening Files and Running Applications inside the Virtual Kiosk
Applications installed or the files stored in your system can be opened inside the Virtual Kiosk by the following methods:
*  Opening the applications/files from the desktop shortcuts
«  Sharing the application/files through the Shared Space folder
Desktop Shortcuts

You can copy the files or create shortcuts for the applications/files to be opened in Virtual Kiosk, in the desktop of your real
system. The shortcuts of your real desktop will be available in the Virtual Kiosk desktop. You can double click on the icon to
open the respective application of file inside the Virtual Kiosk.

Note: The real computer desktop icons will be available only in the Classic Windows Mode and Tablet + Classic Mode.

Shared Space

The Virtual Kiosk creates a folder Shared Space in the location "C:\Documents and Settings\All Users\Application Data\Shared
Space", which can be shared by your host operating system and the Virtual Kiosk.

The Shared Space can be accessed in the following ways:
»  Click 'Open Shared Space' under 'Sandbox' Tasks in the Tasks Interface
e Click the 'Shared Space' shortcut icon from the home screen of CIS
»  Click the 'Shared Space' shortcut icon from the CIS widget
e Click the 'Shared Space' desktop shortcut icon
To open an application or file from your host system in the Virtual Kiosk
1. Open the 'Shared Space' as mentioned above
2. Copy/Move the application or the file to be opened into the Shared Space
3. Start 'Virtual Kiosk'

4. Open Shared Space inside the Virtual Kiosk by clicking the 'Shared Space' icon in the home screen.
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‘ Note: The Shared space home screen icon will be available only in the Classic Windows Mode and Tablet + Classic Mode.

5. Double click on the application/file in the shared space to open it inside the Kiosk.

The changes you make to the file will be stored to the file only inside the Virtual Kiosk and not in the real computer system.

4.1.5. Configuring the Virtual Kiosk

The Settings panel in the Virtual Kiosk allows you to configure the operation mode and look and feel of the Kiosk.
To configure the Virtual Kiosk
1. Click the 'Kiosk' start menu at the bottom left

2. Select 'Settings' from the Kiosk start menu

GeekBuddy COMODO

COMODO Kiosk
@ COMODO Dragon
Opera
@ Google Chrome

‘) Mozilla firefox

~

~ Internet Explorer

Settings

BB Switch to Windows
Exit

The Settings panel will open.
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Settings

Mode | Themes

Classic Mode

15

e Tablet Mode

Cancel

The Settings panel has two tabs:

*  Mode - Allows you to select the display mode of the Virtual Kiosk between Classic Windows mode and
Tablet Mode (Default)

»  Themes - Allows you to choose the appearance of the Kiosk
3. Click OK for your settings to take effect

4.1.6. Closing the Virtual Kiosk

To close the Virtual Kiosk and return to your real computer system
1. Click the 'Kiosk' start menu at the bottom left

e To temporarily switch to your real Windows system, Select 'Switch to Windows'. The Virtual Kiosk will be
temporarily closed and you can quickly return to it by clicking 'Open Virtual Kiosk' from the "Sandbox Tasks'
interface.

*  To close the Virtual Kiosk, select 'Exit'. The Virtual Kiosk will be shut down and you will be able to continue
with your real system.

2. Ineither case, if password protection is enabled under Advanced Settings > Security Settings > Defense+ >
Sandbox Settings, you will be prompted to enter the password. Else the Virtual Kiosk will be closed.

x

Input a password in the dialog to exit
Comodo Kiosk

OK

3. Enter the password and click OK.

Note: Remember to save the changes before you exit the Virtual Kiosk. Your changes will be lost if you exit the Kiosk without
saving them.
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4.2.Run an Application in the Sandbox

Comodo Internet Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test the behavior
of new executables that you have downloaded or for applications that you are not sure that you trust. Adding a program in this
way means that it will run in the Sandbox this time only. On subsequent executions it will not run in the sandbox (presuming it
passes the sandboxing process).

You can also create a desktop shortcut to run the application inside the sandbox on future occasions. The following image
shows hows a 'virtual' shortcut will appear on your desktop:

Virtual Firefox

Note: If you wish to run an application in the sandbox on a long-term/permanent basis then add the file to the Sandbox.

To run an application in the Sandbox

1. Open the Sandbox Tasks interface and Click 'Run Virtual'.

coMOoDO e
Internet Security Premiur g D b A C} @

Q

General Tasks
Firewall Tasks

Sandbox Tasks

| Run Virtual Kiosk Open Shared Space

virteal and real applications

Run Virtual ‘&? ﬁ Open Advanced Settings

i } Run applications in Sandbox and create 5 and configure var
shartcuts for therm on the deskiop. configuration options

alle
SEL e

Clean Sandbox data by erasing all the
ontent

Advanced Tasks

The 'Run Virtual' dialog will be displayed.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 201



COMODO

Creating Trust Online®

COMODO runvirtual

You can run applications inside the Sandhbox isolated from the rest of the
computer and prevent them from making permanent changes to the systern,

W\ Choose and Run {"_”)
Select an application and run itinside the Sandbox.

[] Create a virtual desktop shortcut

2. To run an application inside the sandbox, click '‘Choose and Run' then browse to the application. The application will
run with a green border indicating that it is sandboxed. If you wish to run the application in the sandbox in future, then
select 'Create a virtual desktop shortcut'.

Open
Look, in: |l,f} progran V| @ ? = "

|C)components Eunupkg
Iy defaults
My Recent [)areprefs
Diocuments Eresgurce

Ecrashrep
Epythnn
quiu:kstart
Erebasegui
Erebasem

ﬁsaffice

My Documents | | pmeee

—

Dezktop

2

Eunninfn

=

ty Computer

File name: |swriter b |
Filzz of bupe: |.-'1‘-.|:||:-Ii|:ati|:|ns [*.exe] w |

[] Open az read-only

@

ke M etk

3. Browse to the application and click 'Open’. In the example above, Open Office Writer is chosen.
Alternatively, you can run an application inside the sandbox by the following shortcut methods:

* By dragging-and-dropping the application on to CIS Home screen

*  From the context sensitive menu

*  Running browsers inside sandbox

Drag-and-drop the application on to CIS Home Screen

In the Compact View of the Home screen, the flippable pane at the left side allows you to run instant scans or run a program in
sandbox. To flip the pane to carry out these tasks, just click the curved arrow at the top right side of the pane.
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COMODO

Internet Security Premium

Realtime Protection:

Last Update: 28 minutes ago

Scan Objects
Drop files here

To run a program in a sandbox, first flip the pane by clicking the curved arrow at the top right side to display 'Sandbox Objects'.

Sandbox Objects
Drop programs here

Now, navigate to the program in your system that you want to run in sandboxed environment and just drag and drop into the
box.

Running a program from the context sensitive menu

*  Navigate to the program in your system that you want to run in sandboxed environment and right click on it
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% program

File ~ Edit Wiew Favorites Tools  Help
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@ Back - _,:I l.ﬁ P ) Search ‘ [JE’" Folders *
fddress |B C\Program Files\OpenOffice, org 3program
e e bl 2 4 % a
= ®re A = . et G e
B3 licenses simpress  slideshow,u. .. SM3sh ackives,dl T
= ) program "
I components e j:'l ‘:!‘{J
|50 defaults - Open
reprefs = Ur a@s...
[ grepref @il R
I resource 7-Zip r
d e
g r:a s ’“‘ Scan with COMODO Antivirus
= ZRE'E"E B8 = Run in COMODO Sandbox
+
sofl ]
I Opera Pir ko Skark menu
Ctlaok E
D Outlook Express | 5end To »
IC5) pdraes -
% skvpe =
I Softonic = sokn Copy
I3 Teamviewer
Create Sharkouk
) Total Urinstall & 2 DrTatE nried
I3 Uninstall Information i REE ®
I WideoBuzz cel Enams
I Wirus samples Properties
I Windows Live
) windows Live SkyDri Jq -H__W .ﬁl
- e
+ Windows Media Playw — — —
svlrni, dl swkmi. dil syxcaremi.d|

e Choose 'Run in Comodo Sandbox' from the context sensitive menu

Running Browsers inside the Sandbox

The CIS Desktop Widget displays shortcut icons of the browsers installed in your computer.

cCOMODO

»  Clicking on a browser icon will start the browser inside the sandbox.

The browser will be started and executed inside the sandbox at 'Fully Virtualized' level. CIS displays a green border around the
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windows of programs to indicate that they are running inside the sandbox, if the setting 'Show highlight frame for virtualized
programs' is enabled in Sandbox Settings.

‘B Untitled 1 - OpenDffice.org Writer E]|E|E|
X

File Edit Wiew Insert Format Table Tools window  Help

B-EH® BRI Y B D - G >

>

|DeFauIt V| |TimesNew Roman V| |12 V| B /7 U

-

L .l.2 4.3 T

10409712

John F. Kennedy

My fellow Americans, ask not what your country can do for you, ask what you can do for your
country” |

| +

Pagel/1 Default English (LS4 INSRT | |5TD | |* OGO | |@r—&—— @ | | 100%

The application will run in the Sandbox on this occasion only. If you often want the browser to run sandboxed then create a
'virtual shortcut' for the application by selecting the check-box 'Create a virtual desktop shortcut' in step 2. If you wish to run an
application in the sandbox on a long-term/permanent basis then add the file to the Sandbox.

4.3.Reset the Sandbox

Programs running inside the Virtual Kiosk store the changes to the files accessed by them inside the sandbox so that the
changes do not affect the real computer system. Items stored in the sandbox/Virtual Kiosk could, depending on your usage
patterns, contain malware downloaded from websites or private data in your browsing history. Periodically resetting the sandbox
will clear all this data and help protect your privacy and security. If data has accumulated over a long period of time, then
resetting the sandbox will also help the Kiosk operate more smoothly.

The Reset Sandbox option under the Sandbox Tasks allows you to delete all the items stored in the sandbox.
To clear the sandbox

¢ Click on the 'Sandbox Tasks' bar from the Tasks interface and then click 'Reset Sandbox'
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General Tasks

Firewall Tasks

Sandbox Tasks

E Fun virtual Kiosk Open Shared Space
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Q@

Uzing it virteal and real applications

Fun Virtual Open Advanced Settings
i | app : sandbox and create Access and configure v 15 Sandbox

configuration aphions

Reset Sandbox
T o

Clean Sandbox data by erasing all the
cohtent

Advanced Tasks

The 'Reset Sandbox' dialog will appear.

COMODO reset sandbox

You may reset Sandbox contents to eradicate all the changes done by
Sandbox applications.

Erase Changes
Femaoves content of the Sandbox

»  Click 'Erase Changes'. The contents in the sandbox will be deleted immediately.
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The Zandbox has been successfully reset.

5. Advanced Tasks - Introduction

The 'Advanced Tasks' area allows you modify the overall configuration of CIS and to take advantage of several other Comodo
utilities. Click the following links to find out more about each item:

Create Rescue Disk - Burn a bootable ISO that lets you run virus scans in pre-boot environments
Submit Files - Directly Submit unknown/suspicious files to Comodo for analysis

Watch Activity - Use Comodo Killswitch to identify unsafe processes and manage system activity
Clean Endpoint - Deploy Comodo Cleaning Essentials to eradicate persistent infections from your PC

Open Advanced Settings - Configure overall behavior, define custom rulesets and much more

Some of these utilities require the download and installation of additional setup files. After installation, the utility will start directly
next time you click the button.
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General Tasks
Firewall Tasks

Sandbox Tasks

Advanced Tasks

Create Rescue Disk n Endpaint

Create a bootable CDoor USB Flash ‘un COMODO Cleaning Essenti

fo clean up heavily Infected | ] to clean persistent infectior

Submit Files = Open Advanced Settings
‘ou can submit as ACCess and Z-Jr'lfl;: Ure ¥arous = ecur

vigh to COMODO for ar configuration optior

Watch Activity
Jpen COMOD0 Kilswatc b 1o maonitor
advanced process and system activib

5.1.Create a Rescue Disk

Comodo Rescue Disk (CRD) is a bootable disk image that allows users to run virus scans in a pre-boot environment (before
Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating system. Itis a
powerful virus, spyware, rootkit scanner and cleaner which works in both GUI and text mode. The tool can provide a more
comprehensive and thorough scan than regular malware cleaning applications because it cleans your system before Windows is
loaded. CRD is intended to be used when malware embeds itself so deeply into your system that regular AV software cannot
remove it. The rescue disk is also very effective at removing infections that are preventing Windows from booting in the first
place. Apart from the virus scanner, CRD also provides tools to explore files in your hard drive, take screen-shots and browse
web pages.

*  Clicking the 'Create Rescue Disk' button in CIS 'Advanced Settings' opens a utility that allows you to download and
burn the CRD iso to a CD/DVD, USB or other drive. Click here to jump to a walk-through of this process
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COMODO rescue Disk

g Bootable CD/DVD or USB Rescue Disk
The rescue disk |50 image is required to create a bootable disk,

Select ISO File (Optional)
1 Ifyou have already downloaded the IS0 file, click here to choose it.

Cthemwise it will be downloaded from the Internet.

Select Target Drive

Selectwhere the rescue disk should be created e.g. a LISHE drive ar a
weritable COMDVD drive.

Start

Ifyou have selected the target drive, stant burning process now.

After you have burned the ISO, you need to boot your system to the rescue disk in order to use the scanner in your pre-boot
environment.

»  Details of how to change boot order on your computer can be found in the Rescue Disk user guide at
http://help.comodo.com/topic-170-1-493-5227-Changing-Boot-Order.html

»  Details of how to initiate CRD after booting can be found at http://help.comodo.com/topic-170-1-493-5228-Booting-
to-and-Starting-Comodo-Rescue-Disk.html

»  Details of how to start running scans on your pre-boot environment are available at http://help.comodo.com/topic-
170-1-493-5216-Starting-Comodo-Cleaning-Essentials.html and http://help.comodo.com/topic-170-1-493-5217-
CCE-Interface.html
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5.1.1. Downloading and Burning Comodo Rescue Disk

To create a Comodo Rescue Disk, Click 'Create Rescue Disk' button from the Advanced Tasks interface.

cCOMODO

Internet Security Premium 0 '.i-'
Q
General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk . Clean Endpoint
Create a bootable CD or USB Flash Drive Run COMODO Cleaning Essentials taol
to clean up heavily Infected PC's. ‘{b to clean persistent infections

it Eilee wwm  Open Advanced Settings
‘ou can submit as many files a3 you Access and configure vanous security
wish o COMODO for analysi configuration optior

Vi atch Activity
Jpen COMOQDO Killswitch 1o monitor
advanced process and system activib

The Comodo Rescue Disk interface will open.

COMODO rescue Disk
E Bootable CD/DVD or USB Rescue Disk
The rescue disk IS0 image is required to create a bootable disk,

Select ISO File (Optional)
1 Ifyou have already downloaded the IS0 file, click here to choose it.

Cthemwise it will be downloaded from the Internet.

Select Target Drive

Selectwhere the rescue disk should be created e.g. a LISE drive or a
wititable COMWD drive.

Start

Ifyou have selected the target drive, start burning process nowv,
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The Comodo Rescue Disk interface displays the steps involved in creation of a new Rescue Disk on a CD/DVD or in a USB
drive.

Step 1- Select the ISO file

This step allows you to select the Comodo Rescue Disk image file in .iso format stored in your hard drive, if you have already
downloaded the same from Comodo servers or copied from another computer. Pre-storing the .iso file and burning the rescue
disk from it conserves your Internet connection bandwidth usage. This step is optional. If you haven't downloaded the iso file, it
will be automatically downloaded from Comodo Servers prior to execution of Step 3 - Burning the Rescue Disk.

*  Click Select ISO File (Optional) and navigate to the comodo_rescue_disk.iso file

Step 2 Select target drive
This step allows you to select the CD/DVD drive or the USB drive to burn the Rescue Disk.

To burn the Rescue disk on a CD or a DVD
*  Label a blank CD or DVD as "Comodo Rescue Disk - Bootable" and load it to the CD/DVD drive in your system

»  Click 'Select Target Drive' from the '‘Comodo Rescue Disk' interface and select the drive from the Select Disk dialog

COMODO rescue Disk
g Bootable CD/DVD or USB Rescue Disk
The rescue disk IS0 image is required to create 3 bootable disk.

Select ISO File (Optional)

1 i [fyou have already downloaded the 150 file, click here to choose it
Otherwise ifwill e dowloaded fiom the Internet.

Select Target Drive

Selectwhere the rescue disk should he created e.g. a LISH drive or a
wiritable CODIDWVD drive.

COMOYD EWY Drive

Cancel

To burn the Rescue disk on a USB Drive
e Insert a formatted USB memory to a free USB port on your computer

e Click 'Select Target Drive' from the 'Comodo Rescue Disk' interface and select the drive from the Select Disk dialog
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COMODO rescue Disk
g‘ Bootable CD/DVD or USBE Rescue Disk
The rescue disk IZ0 image is required to create a bootable disk.

Select ISO File (Optional)
1 [fyou have already downloaded the 150 file, click here to choose it

Otherwise it will be downloaded from the Internet.

4 Select Target Drive

i Selectwhere the rescue disk should be created e.n. a UISE drive or a
e ytitable COIDYD drive.

e ——

St COMODO sciect Target Drive

[Ty

Type

COMOWT RAY Dirive

Fermovable Disk _>

Step 3 - Burn the Rescue Disk

»  After you selected the target drive, click 'Start'. If you have selected an .iso file from your hard disk, the burning of the
disk will start immediately. Else, the .iso file will be downloaded from Comodo Servers.
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Downloading COMODO Rescue Disk. .

On completion, the files will be written on to the CD/DVD or the USB Drive.

COMODO Frescue Disk =

YWiriting Rescue Disk IS0 image. ..

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 213



COMODO

Creating Trust Online®

.-’/’ :

*  Wait till the completion of the process. Do not eject the CD/DVD or the USB drive. On completion of the process, the
CD/DVD will be ejected automatically.

COMODO rescue Disk 3

COMODO Rescue Disk has been successfully created.

Your Bootable Comodo Rescue Disk is created. Click 'Continue' to go back to CIS interface.

5.2.Remove Deeply Hidden Malware

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove malware and
unsafe processes from infected computers.

Major features include:

«  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe processes
that are running on their system.

*  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits, hidden files and
malicious registry keys hidden deep in your system.

e Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when your
system booted-up.

CCE enables home users to quickly and easily run scans and operate the software with the minimum of fuss. More experienced
users will enjoy the high levels of visibility and control over system processes and the ability to configure customized scans from
the granular options menu.

For more details on the features and usage of the application, please refer to the online guide at
http://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html.

Comodo Cleaning Essentials can be directly accessed from the CIS interface by clicking the ‘Clean Endpoint' button in the
'Advanced Tasks' interface.
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General Tasks

Firewall Tasks

Sandbox Tasks

Advanced Tasks

Create Rescue Disk m Clean Endpoint

Create a bootable CDoor USB Flash Dy : *" Run COMODO Cleaning Essentjals tool
{0 clean up heavily infected PCs to clean persistent infections.

Submit Files o n Advanced Settin
‘ou can submit as many files 45 Yol ACCESS and contigure warous secunty

wish o COMODO for analysi configuration aptior
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Jpen COMOD0r Killswatc b 1o maonitor
advanced process and system activib

»  Clicking the 'Clean Endpoint' for the first time, CIS will download and install Comodo Cleaning Essentials. Once
installed, clicking this button in future will open the CCE interface.

COMODO instal

ﬁ Install Required Packages
The feature requires installation of additional packages.

The following rmust be downloaded and installed:

| Package Name License Agreement

COMODO Cleaning Essentials Wiew License Agreement

By pressing "Agree and Install”, you agree with user license agreements for all the
packages listed above,

Agree and Install

* Read the license agreement by clicking 'View License Agreement' and click 'Agree and Install'. CIS will download and
install the application.
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Installing COMODOD Cleaning Essentials. .

On completion of installation, the Comodo Cleaning Essentials main interface will be opened.

cCOMODO il

Cleaning Essentials Options  Tools = Help +

Start Scan

Start a scan to unearth and remaove viruses, rootkits, hidden files and malicious reqistry keys
hidden deep within your system.

Smart Scan Full Scan Custom Scan
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»  Details of how to use KillSwitch to monitor and terminate unsafe process from the main interface can be found at
http://help.comodo.com/topic-119-1-328-3525-The-Main-Interface.html

*  On clicking the 'Clean Endpoint' button from next time onwards, Comodo Cleaning Essentials will be opened.

5.3.Submit Files

As the name suggests, the 'Submit Files' interface allows you to send as many files as you wish to Comodo for analysis. Files
which CIS classifies as 'Unknown' or 'Unrecognized' are not in the Comodo safe list but have also not been identified as known
malware. By sending these files to Comodo, you allow our team to analyze them and classify them as either 'Safe’ or 'Malicious'.
You can also submit files you suspect of being 'false positives' (those files that you feel CIS has incorrectly identified as
malware). Subsequent to classification, they will be added to the white or black list accordingly.

Note: Unrecognized files can also be submitted from the 'Unrecognized Files' interface should you prefer.

To open the 'Submit Files' interface, click ‘Tasks' on the home screen followed by 'Advanced Tasks' > 'Submit Files'

cCOMODO

Internet Security FPremiurm

Q

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

y Create Rescue Disk
Create g booladds
0 clean up heavily infected PC's

Submit Files

L You can submit as many files ag you

sish to COMODO for anaksis.

Aatch Activity
Cpen COMUTIT RmEwitch to maonitor
advanced process and systern activity.

The 'Submit' interface will open.

2B Flash Drive Ny

Zlean Endpoint
Run COMODO Cleaning Essentials toal
to clean persistent infections.

Open Advanced Settings
Access and configure warious security
configuration options.
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COMODO submit

Location

Cihscriptshphy_memaory_spy.vbs

+ x

Rernowve

B Submit as False-Pasitive Submit

Clicking the handle at the bottom center of the panel opens the following options:

e Add - Allows you to add files to the 'Submit Files' list

*  Remove - Allows you to remove files from the 'Submit Files' list
To add new file(s) to 'Submit Files' list

¢ Click the handle from the bottom center and choose 'Add'

S
L o x
Add Rernove
Files H I
Faolders

| Running Frocesses

You can add files to the Submit Files list by three ways:

*  Files - Allows you to navigate to the file or executable of the program you wish to add.

*  Folders - Allows you to navigate to the folder you wish to add. All the files in the folder will be added to the
"Trusted Files' list.

*  Running Processes - Allows you to select a currently running process. On selecting a process, the parent
application, which invoked the process will be added to 'Trusted Files' list.

*  Repeat the process to add more files and to submit them at-once.
To remove the files from "'Submit Files' list

*  Select the file from the list

»  Click the handle from the bottom center and select Remove

After adding the files you want to submit, click 'Submit' button. If you want to submit the files as False Positives to Comodo,
select the 'Submit as False-Positive check' box.

The files will be submitted and the progress will be displayed
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Cscripts\phy_memory_spyl.vbs

File Name State

Chscriptetinstall_Software vhs Uploaded

Chscriptshrmernory_spy whs Already subrmited

Chscriptshphy memory spyl vhs E Lookup

W Stop Il Pause | Send to Background

You can stop, pause/resume or send the submission process to background by clicking respective buttons.

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for analysis by
our technicians. The results screen displays these results on completion:

COMODO submit Files

C:\scripts\phy_memory_spy1.vbs

File Name State

Chscriptstinstall Software vbs Uploaded

Chscriptshrmernory_spy vhs Already subrnited

Cliscriptsiphy_mermary_spyl.vhs Uploaded

® Close

e 'Uploaded' - The file's signature was not found in the list of files that are waiting to be tested and was therefore
uploaded from your machine to our research labs.

*  'Already submitted' - The file has already been submitted to our labs by another CIS user and was not uploaded
from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list (i.e. white-
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listed). Conversely, if they are found to be malicious then they will be added to the database of virus signatures (i.e. black-listed).

The list of files submitted from your computer can be viewed from the Submitted Files interface.

5.4.1dentify and Kill Unsafe Running Processes

Comodo KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate any unsafe
processes that are running on their system. Apart from offering unparalleled insight and control over computer processes,
KillSwitch provides you with yet another powerful layer of protection for Windows computers.

KillSwitch can show ALL running processes - exposing even those that were invisible or very deeply hidden. It allows you to
identify which of those running processes are unsafe and to shut them all down with a single click. You can also use Killswitch to
trace back to the malware that generated the process.

Comodo KillSwitch can be directly accessed from the CIS interface by clicking the "Watch Activity' button in the 'Advanced Tasks
interface.

COMODO e
Internet Security Premium E D '..!: f_i @

Q

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk e Clean Endpoint
Create a bootable CD or USB Flash Drive B2 Run COMODO Cleaning Essentials toal
1o clean Uup heavly iInfectad | ] to clean persistent infactior

‘ol can submit 35 many files 25 you
QMODO for analys!

Access and configure various security
configuration aptior

Submit Files ﬁ Open Advanced Settings

Watch Activity
Open COMODO Killswitch to monitor
advanced process and system activity

»  Clicking the 'Watch Activity' for the first time, CIS will download and install Comodo Killswitch. Once installed, clicking
this button in future will open the Killswitch interface.
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COMODO instal Fackage
G Install Required Packages
The feature requires installation of additional packages.

The following rust be downloaded and installed:

Package Name

CORMODO Killswitch “iew License Agreement

By pressing "Agree and Install", you agree with user license agreements for all
the packages listed above.

faree and Instal

*  Read the license agreement by clicking 'View License Agreement' and click 'Agree and Install'. CIS will download and
install the application.
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Downloading COMODO Killswitch. ..

On completion of installation, the Comodo KillSwitch main interface will be opened.

r COMODO

i KiltSwitch  Options View Tools Users Help

:T‘-‘. MNetwaork

Progassss @) - . . R |
WName PID Rating Restrickion Virtualization ™
=l [™]5ystem Idls Process i}

Moecs -
= [Fsystem 4 None Disabled
T [ smss.exe 772 Trusted Mone Disablad
t Fesros.ee 820 Trusted Maone Disablad
=] ' winlogan, exe 848 Trusted Hone Disablsd
Hal [ cerdces exe 892 Trusted Maore Disablad
o [Migs.exe 344 Trusted None Disabled
F @ LMiGusrdiansve e 364 Trusted hone Disabied
I F o [Msvchost.exe 600 Trusted Mone Dizabled
F=l [Msvchost.exe 1084 Trusted Mone Disabled
L Fleawp.exe 416 Trusted Mane Disablad
F o [Msvchost.exe 1880 Trusted Mane Disabled
- Flemdagentexe 1304 Trusted Maone Dizablad
Hal [fYsvchost.axe 1348 Trusted Mone Disabled
- Flwuaudt.exe 3145 Trusted (Inst,.. Mone Disablad
T AER Trischad Blare P nhlad ™

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 222



Creating Trust Online®

Comodo Internet Security 6.q_,_;____User"GU'i’d__ef i COMODO

.-’/’

On clicking the "Watch Activity' button from next time onwards, Comodo Killswitch will be opened.

»  Details of how to use KillSwitch to monitor and terminate unsafe process from the main interface can be found at
http://help.comodo.com/topic-119-1-328-3529-The-Main-Interface.html

6. Advanced Settings

The 'Advanced Settings' area allows you to configure every aspect of the operation, behavior and appearance of Comodo
Internet Security. The 'General Settings' section lets you specify top-level preferences regarding the interface, updates and
event logging. The 'Security Settings' section lets advanced users delve into granular configuration of the Antivirus, Firewall,
Defense+ and File Ratings modules. For example, the 'Security Settings' area allows you to create custom virus scan
schedules, create virus exclusions, create Firewall and HIPS rules, modify sandbox behavior, define network zones and specify
how the file rating system deals with trusted and untrusted files.

To open 'Advanced Settings":
e Click the 'Tasks" arrow if you are on the CIS home screen

e Click 'Advanced Tasks' then 'Open Advanced settings'

COMODO =
Internet Security Premium : D '.‘.!; Ci ®

Q

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk — Clean Endpoint

=
Create a bootable D oor USB Flash Drive L Fun COMODO Cleaning Essentials tool

o clean up heavily infected ] A persistent inre

Submit Files Eﬁ{ Open Advanced Settings
‘ou can submit as many files 2= you iy Access and configure warous security
wish to COMODO for analysi configuration options jﬁ’)

Watch Activity
Jpen COMODO Killswilc h 1o monitor
advanced process and system activib

The 'Advanced Settings' panel will open:
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E User Interface

Language: | Default - English {United States)

Show messages from COMODO Message Center
Show notification messages
Show welcome screen on startup

Show desktop widget

Show information messages when tasks are minimized/sent to
background

Play sound when an alert is shown

Farental Control

[] Enahle Password Protection

Cancel

Please click the following links to find out more about each section:

*  General Settings - Allows you to configure the appearance and behavior of the application
*  Customize User Interface
«  Configure Program and database Updates
*  Log Settings
*  Manage CIS Configurations

»  Security Settings - Advanced configuration of Antivirus, Firewall, Defense+ and File Ratings modules
e Antivirus Settings
* Defense+ Settings
*  Firewall Settings
*  File Ratings
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6.1.General Settings

The 'General Settings' area enables you to customize the appearance and overall behavior of Comodo Internet Security. You
can configure general properties like the interface language, notification messages, automatic updates, logging and more.

COMODO advanced Settings

E User Interface

Language: |Default - English (United States)

Show messages from COMODO Message Center
Show notification messages

Show welcome screen an startup

Show desktop widget

Show information messages when tasks are minimized/sent to
background

Play sound when an alert is shown

Farental Control

[] Enable Password Protection

The category has the following sections:
*  User Interface
¢ Updates
* Logging
*  Configuration

6.1.1. Customize User Interface

The 'User Interface' tab lets you choose the interface language and customize the look and feel of Comodo Internet Security
according to your preferences. You can also configure how messages are displayed and enable password protection for your
settings.
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Language: | Default - English (United States)
r Default - English (United States)
ShOow MESY gy Community - & 2l

[#] Show ngtifé Portugués (Brasil) - By Community

| Buarzperu - By Communi

[¥] Showwelct p_ - £
FR3Z(EHE) - By COMODO

Show desK resm = _ papfong 4558 |

Show inforl Hrvatski (Croatian) - By Community pdfsent to

DACKANOUN) ¢ gztina (Czech) - By Community |

Play sounc Mederands - By Community

Eesti keel - By Community

Earental ¢ Francais - By Community

Deutsch - By Community

[1 Enahle Pa: _
Exbnvike - By Community
Magyar - By Community

Ttaliane - By Community

Polski - By Community

» Language Settings - Comodo Internet Security is available in multiple languages. You can switch between installed
languages by selecting from the 'Language' drop-down menu (Default = English (United States)).

*  Show messages from COMODO Message Center - If enabled, Comodo Message Center messages will periodically
appear to keep you abreast of news in the Comodo world.

COMODO
| r:ac&?\ COMODO Cloud

“ | Client for iPhone

/ with 5 GB free storage!

You can now access your files from your
iPhone anywhere in the world.

Click here to get it now.

L]

They contain news about product updates, occasional requests for feedback, info about other Comodo products you
may be interested to try and other general news. (Default = Enabled).

»  Show notification messages - These are the CIS system notices that appear in the bottom right hand corner of your
screen (just above the tray icons) and inform you about the actions that CIS is taking and any CIS status updates. For
example ' Comodo Firewall is learning ' or 'Defense+ is learning ' are generated when these modules are learning the
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activity of previously unknown components of trusted applications. Antivirus notifications will also be displayed if you
have selected 'Do not show antivirus alerts' check box in Antivirus > Real-time Scan settings screen. Clear this
check box if you do not want to see these system messages (Default = Enabled).

»  Show Welcome Screen on start up - If enabled, CIS will display a welcome screen when the application first starts .
(Default = Enabled):

COMODO internet Sec urity Premium

COMODO Internet Security Premium

Thank you for installing COMODO Internet Security Premium. Choosing Comodo
for your PC security is a responsibility we take very seriously

Mow is the time to start familiarazing yourself with your certified GeekBuddy
technicians. They can assist you with security related issues you have, not just
issues related to viruses and malware

Antivirus sl GeekBuddy

All antivirus programs block known "5 Ever experience a problem with your
threats, but what about unknown threats? computer that you can't fix?

Our award winning Antivirus software includes Your subscription includes GeekBuddy. “ou will

Sandboxing to prevent all unknown programs from have licensed technicians who are always available

running until they have been scanned and approved. via chat and phone to assist you with ANY computer
issue you have.

B Do not show this window again

Tip: You can disable the Welcome Screen by selecting the checkbox 'Do not show this window again' in the window itself.

»  Show desktop widget - The CIS desktop widget displays at-a-glance information about CIS security status, speed of
outgoing and incoming traffic, number of background tasks and links to social networking sites.

cCOMODO

The widget also acts as a shortcut to open the CIS main interface, the Task Manager, your browsers and so on. If you
do not want the widget to be displayed on your desktop, clear this checkbox. (Default = Enabled).

Tip: You can disable the widget from the CIS system tray icon. Right click on the CIS system tray icon and deselect the 'Show'
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‘ option that appears on hovering the mouse cursor on 'Widget' .

*  Show information messages when tasks are minimized/sent to background - CIS displays messages explaining
the effects of minimizing or moving a running task like an AV scan to the background:

COMOD O wuinimize Window

COMODO send To Background

What is a Minimized Task?

What is a Background Task?
A task which doesn't consume as much resources as an active
task.

ﬁ A task which runs in the background without interfering with
your normal PC activities.

Minimize Window action, where available, makes the task such
as scanning or updating continue running with a lower priority
compared to other programs. These tasks are going to take
longer to complete but be less resource intensive.

Restoring the window to foreground will restore the previous
priority back as well.

Send To Background action, where available, makes the task
such as scanning or updating continue running in the
background. These tasks are going to take longer to complete but
resource usage of the computer is going to be minimal.

Please use Task Manager in order to access them later.

[[] Do not show this message again

[[] Do not show this message again

If you do not want these messages to be displayed, clear this check-box (Default = Enabled).

Tip: You can also disable these messages in the message window itself by selecting 'Do not show this message again'

*  Play sound when an alert is shown - CIS generates a chime whenever it raises a security alert to grab your
attention. If you do not want the sound to be generated, clear this check box (Default = Enabled)

*  Enable Password Protection - Enforces password protection for all important configuration sections and wizards
within the interface. If you enable this feature, you must first specify and confirm a password by clicking the 'Set
Password' link. You will then be asked for this password whenever you try to access important configuration areas (for
example, all sections in the General Tasks, Firewall Tasks, Sandbox Tasks and Advanced Tasks will request the
password).

This setting is of particular value to parents, network administrators and administrators of shared computers to prevent
other users from modifying critical settings and exposing the machine to threats (Default = Disabled).
To enable password protection

*  Select the 'Enable Password Protection’ check-box then click 'Set Password'. The Change password dialog
will appear.

Password:

Retype:

Cancel

»  Enter and confirm your password then click OK. Make sure to create a strong password containing a mixture
of uppercase and lowercase characters, numbers and symbols so that it cannot be easily guessed by
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others.

6.1.2. Configure Program and Virus Database Updates

The 'Updates' area allows you to configure settings that govern CIS program and virus database updates.

This screen can be accessed by clicking 'Updates' under the 'General Settings' section of 'Advanced Settings':

COMODO advanced Settings

c Updates

Check for program updates every 13 day(s)

Automatically download program updates

If checked, program updates will be automatically downloaded. ¥ou will still need to
choose when to install them

Check for database updates every _ 65 [nour(s) ¥

Jplions

O Do NOT check for updates if | am using these connections

Da NOT check for updates if running on battery

Proxy and Host Settings

Cancel

*  Check program updates every NN day(s) - Enables you to set the interval at which CIS will check for program
updates. Select the interval in days from the drop-down combo box. (Default = 1 day)

e Automatically download program updates - Instructs CIS to automatically download program updates as soon as
they are available. (Default=Enabled)

»  Check for database updates every NN hour(s)/day(s) - Enables you to set the interval at which CIS will check for
virus signature database updates. Select the interval in hours or days from the first drop-down combo box and set
hours or days in the second drop-down box. (Default and recommended = 6 hours)

* Do NOT check updates if am using these connections - Enables you to restrict CIS from checking for updates if
you use certain types of Internet connection. For example, you may not wish to check updates if using a wireless
connection you know to be slow or not secure (Default = Disabled)

To do this:

*  Select the 'Do NOT check updates if am using these connections' check-box
*  Then click the 'these connections'. The connections dialog will appear with the list of connections you use.
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COMOD O connections

| Connection Names

[ Local Area Connection

Cancel

»  Select the connection through which you do not want CIS to check for updates and click OK.

* Do NOT check for updates if running on battery - If enabled, CIS will not download updates if it detects your
computer is running from battery power. This is intended to extend battery lifetime on laptops. (Default = Enabled)

*  Proxy and Host Settings - Allows you to select the host from which updates are downloaded. By default, CIS will
directly download updates from Comodo servers. However, advanced users and network admins may wish to first
download updates to a proxy/staging server and have individual CIS installations collect the updates from there. The
'Proxy and Host Settings' interface allows you to point CIS at this proxy/staging server. This helps conserve overall
bandwidth consumption and accelerates the update process when large number of endpoints are involved.

Note: You first need to install Comodo Offline Updater in order to download updates to your proxy server. This can be
downloaded from http://enterprise.comodo.com/security-solutions/endpoint-security/endpoint-security-manager/free-
trial.php
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To configure updates via proxy server

*  Click 'Proxy and Host Settings' at the bottom of the 'Updates' interface. The 'Proxy and Host Settings'
interface will open.

COMODO - roxy and Host Settings

Lse proxy

Host: 1192.168,111.111

Part: 8085

4

Lse authentication

Laogin: | administrator |
Password. | esessese |
Servers

http://download. comodo. com/

e Select the 'Use Proxy' check-box.

»  Enter the host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication' check-box and enter the login / password accordingly.

*  You can add multiple servers from which updates are available. To do this, click the handle at the bottom
center of the 'Servers' panel, click the 'Add’ button then enter the host name in the 'Edit Property' dialog.

COMODO Edit property

Add a new host

Cancel
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*  |f you specify multiple servers:
*  Activate or deactivate each update server by selecting or deselecting the check-box alongside it

*  Use the 'Move Up' and 'Move Down' buttons to specify the order in which each server should be consulted
for updates. CIS will commence downloading from the first server that contains new updates.

»  Click 'OK' for your settings to take effect.

6.1.3. Log Settings

By default, Comodo Internet Security maintains detailed logs of all Antivirus, Firewall and Defense+ events. Logs are also
created for 'Alerts Displayed', Tasks Launched' and 'Configuration Changes'.

«  This 'Logging' interface allows you to specify whether you want to enable logging; the maximum size of the log file and
how CIS should react if the maximum file size is exceeded.

«  Note: If you wish to actually view, manage and export logs, then you need to open the 'View Logs' interface under
'General Settings' (Tasks > General Settings > View Logs)

COMOD O advanced Settings

@ Logging

Enable Logging (Recommended)

This option enables recording of critical events such as malware events
firewall events etc

If log file's size exceeds MBb(s)

@ Delete it and create a new one

@ Move itto Specified folder

*  Enable Logging - CIS logs events only if this setting is enabled. (Default = Enabled)

* Ifthe log file's size exceeds (Mb(s)) - Enables you to specify behavior when the log file reaches a certain size. You
can decide on whether to maintain log files of larger sizes or to discard them depending on your future reference
needs and the storage capacity of your hard drive.

*  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size exceeds
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(MB)' (Default = 20MB).

If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new one'. Once the log
file reaches the specified maximum size, it will be automatically deleted from your system and a new log file will be
created with the log of events occurring from that instant (Default = Enabled).

If you want to save the log file even if it reaches the maximum size, select 'Move it to' and select a destination folder
for the log file (Default = Disabled).

If log file's size exceeds | 20 | Mb(s)

) Delete it and create a new one

@ Move itto Specified folder

~

Fick a Directory

> | Libraries -
> @ John Smith
a4 [N Computer H

» ,._J'"JJ Floppy Disk Drive (A:)
4 a Local Disk (C:)
[ 1) c15L06 Archive | :
Perﬂ_ngs E
» L Program Files
s 4y setups
s Users o
» b Windows -

Oh Cancel

The selected folder path will appear beside 'Move it to'.

Security Settings =~ »

If log file's size exceeds 20 | Mb(s)

i1 Delete it and create a new one

@ Moveitto CACIS LOG @

Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file will be
created with the log of events occurring from that instant.
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6.1.4. Manage CIS Configurations

Comodo Internet Security allows you to maintain, save and export multiple configurations of your security settings as
configuration profiles. This is especially useful if you are a network administrator looking to roll out a standard security
configuration across multiple computers. If you are upgrading your system and there is a need to uninstall and re-install Comodo
Internet Security then it can be great time-saver to export your configuration settings beforehand. After re-installation, you can
import your previous settings and avoid having to configure everything over again.

Note: Any changes you make over time will be automatically stored in the currently active profile. If you want to export your
current settings then export the 'Active’ profile.

This panel can be accessed by clicking 'Configuration' under the 'General Settings' section of ‘Advanced Settings":

COMODO advanced Settings

a Configuration

This section lets you import, export and switch configurations,

Configurations Active
COMODO - Internet Secunty Active
COMODO - Proactive Secunty

COMODO - Firewall Sacurity

The currently active configuration is indicated under the 'Active’ column. Click the following links for more details:

*  Comodo Preset Configurations
* Importing/Exporting and Managing Personal Configurations

6.1.4.1. Comodo Preset Configurations

By default, CIS is installed with 'COMODO - Internet Security' as the active configuration. Reminder - the active profile is, in
effect, your current CIS settings. Any changes you make to settings are recorded in the active profile. You can change the active
profile at any time from the 'Configuration’ panel.

Click the links below to find out more details on each configuration:

e COMODO - Internet Security
« COMODO - Proactive Security
* COMODO - Firewall Security

COMODO - Internet Security - This configuration is activated by default, when both Antivirus and Firewall components are
installed (i.e. the complete installation). The firewall is always set to 'Safe mode' but, according to the results of the malware
scan performed during the setup process, the HIPS setting may vary. If no malware is found, HIPS is set to Clean PC mode.
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Otherwise, the default is 'Safe Mode'.

»  Behavior Blocker is Enabled.
e Only commonly infected files/folders are protected against infection.
*  Only commonly exploited COM interfaces are protected.
»  Defense+ is tuned to prevent infection of the system.
If you wish to switch to Internet Security option, you can select the option from the 'Configuration' panel.

COMODO - Proactive Security - This configuration turns CIS into the ultimate protection machine. All possible protections are
activated and all critical COM interfaces and files are protected. During the setup, if only Comodo Firewall installation option is
selected, the next screen allows users to select this configuration as default CIS configuration. If selected, Firewall is always set
to Safe mode. But according to the malware scanning results performed during the setup process, if no malware is found, HIPS
is set to Clean PC mode. Otherwise, the default is Safe mode.

If you wish to switch to Proactive Security option, you can select the option from the 'Configuration' panel.

COMODO - Firewall Security - This configuration is activated when the user chooses to install Firewall only and selects
optimum protection settings for HIPS. Firewall is always set to Safe mode. But according to the malware scanning results
performed during the setup process, if no malware is found, HIPS is set to Clean PC mode. Otherwise, the default is Safe mode.

*  Behavior Blocker is disabled.

e Computer Monitor and Keyboard are NOT monitored.

e Only commonly infected files/folders are protected against infection.

e Only commonly exploited COM interfaces are protected.

* HIPS is tuned to prevent infection of the system and detect Internet access request leaks even if it is infected.
If you wish to switch to Firewall Security option, you can select the option from the 'Configuration' panel.

6.1.4.2. Importing/Exporting and Managing Personal Configurations

The CIS configurations can be exported/imported, activated and managed through the Configuration panel accessible by
clicking 'Configuration' tab under 'General Settings' in 'Advanced Settings' interface.

Click the area on which you would like more information:

«  Export a stored configuration to a file

* Import a saved configuration from a file

»  Select a different active configuration setting
*  Delete a inactive configuration profile

Exporting a stored configuration to a file

1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface
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COMODO advanced Settings

a Configuration

This section lets you impaort, export and switch configurations.

Configurations Active

COMODO - Intemet Securty Active

COMODO - Proactive Security

COMODO - Firewall Securty

g x

Activate Remoye

2. Select the configuration, click the handle at the foot of the interface and choose 'Export'. The 'Select a path to export
the configuration' dialog will open.

-

@Qv| J » Computer » Local Disk (C:) » CIS Configs v|¢f|| SEE

Organize - Mew folder

¥ Downloads = Mame °

Date medified Type
£ Recent Places
Mo items match your search,
A Libraries
3 Documents

J‘f Music

[z Pictures

B videos

m

;i:s Computer
E_f. Local Disk (C:)
J CIS Configs
| FPR

Mu Safe Braoran | 4 Ul

File name; My CI5 Profile

Save as type: | CI5 xml configuration file (% cfox)

' Hide Folders [ Save l [ Cancel ]

3. Navigate to the location where you want to save the configuration file, type a name (e.g., 'My CIS Profile') for the file to
be saved in .cfgx format and click 'Save'.
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A confirmation dialog will appear on successful export of the configuration.

COMODO iniernet Security

ﬂ The configuration has been exported successfully

8] 4

Importing a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Internet Security. Any profiles you import do not
become active until you select them for use.

To import a profile

1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface, click the
handle at the foot of the interface and choose Import from the options.

COMODO advanced Settings

a Configuration

This section lets you import, export and switch configurations.

Configurations Active
COMODO - Internet Securty Active
COMODO - Proactive Securty

COMODO - Firewall Secunty

[Cd v X
Expont Activate Remove

Cancel

The 'Select a configuration file to import' dialog will open.
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% |40 v Computer » Local Disk (C:) » CIS Configs - | +4 | | Search CI5 Configs 02 |
Organize - Mew folder = - [ @
Z Favorites Mame Date modified Type
B8 Desktop L] My CIS Profile.cfgx
#. Downloads

5

=1l Recent Places

73l Libraries
3 Documents
J" Music

[E5] Pictures

B videos

jﬁ: Computer

a Local Disk {(C:)

m

ﬁ.ﬂ Metwark

-

File name:

4

10/1,/2012 4:08 PM CFGX File

1]

- ’CIS configuration files (".cfgx, * ']

L I |

Cancel I

2.
3.

Navigate to the location of the saved profile and click 'Open'.

COMODO import As

Enter a name for this configuration:
| My CIS Profile

The 'Import As' dialog will appear. Enter a name for the profile you wish to import and click 'OK'".

A confirmation dialog will appear indicating the successful import of the profile.

COMODO nternet Security

Cancel

ﬂ The configuration has been imported successfully

Once imported, the configuration profile is available for deployment by selecting it.
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ﬁ Configuration

This section lets you Import, export and switch configurations.

Configurations
COMODO - Intermet Securty

COMODOD - Proactive Secunty

COMODO - Fireale Y

My CIS Profile

=] [= v X
Import Export Activate Remova

Cancel

Selecting and Implementing a different configuration profile

You can change the configuration profile active in CIS at any time from the 'Configurations' panel

To change the active configuration profile
1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface

2. Select the configuration profile you want to activate, click the handle at the foot of the interface and choose Activate
from the options.
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ﬁ Configuration

This section lets you Import, export and switch configurations.

Configurations

COMODO - Intermet Securty
COMODO - Proactive Secunty
COMODO - Firewall Security

My CIS Profile

3] [ v X
Import Export Activate Remova

Cancel

You will be prompted to save the changes to the settings in you current profile before the new profile is deployed.

COMODO internet Security
S8 Would you like to save your changes to current
configuration before switching configurations?

H Mo

3. Click 'Yes' to save any setting changes in the current configuration, else click 'No'.

The new profile will be implemented immediately and the confirmation dialog will be displayed.

COMODO internet Security

ﬂ The configuration has been activated successfully

oK
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Deleting an inactive configuration profile

You can remove any unwanted configuration profiles from the list of stored configuration profiles. You cannot delete the profile
that Comodo Internet Security is currently using - only the inactive ones. For example if the COMODO - Internet Security is the
active profile, you can only delete the inactive profiles, 'COMODO - Proactive Security, 'My_CIS_Configuration and so on.

To remove an unwanted profile

1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface

2. Select the configuration profile you want to delete, click the up arrow from the bottom center and choose Remove from
the options.

COMODO advanced Settings

ﬁ Configuration

This section lets you Import, export and switch configurations.

Configurations Active
COMODD - Intemet Secunty Active
COMODO - Proactive Secunty

COMODO - Firewall Secunty

My CIS Profile

=] v
Impaort Export Activate

A confirmation dialog will be displayed.

COMOD O internet Security

W Are you sure to delete the selected configuration
permanently?

3. Click 'Yes'. The configuration profile will be deleted from your computer.
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COMODO iniernet Security

ﬂ Configuration successfully removed!

0] 4

6.2.Security Settings

The Security Settings area enables you to perform granular configuration of the Antivirus, Firewall, Defense+ and File ratings
components of Comodo Internet Security. Although these settings play a large part in governing the level of security offered by
the application, Comodo Internet Security 6.2 does ship with secure defaults for all major settings so provides 'out-of-the-box'
protection for all users.

COMODO advanced Settings

@ Realtime Scan

Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats
betare they anter your system

Enable scanning optimizations (Recommended)

se this option to actieate the performance improving technologes for realtime scanning
Detectior
Run cache builder when computer is idle

[] Scan computer memory after the computer starts

Do naot show antivirus alerts | Quaranting Threats = |

Decompress and scan archive files of extension(s):
[] Set new on-screen alert timeout to

[J Set new maximum file size limit to

[] Set new maximum script size limit to

[¥] Use heuristics scanning

[¥] Detect potentially unwanted applications

Cancel

Click the following links to go straight to the topic that explains the respective settings screen:
e Antivirus Settings

e  Real-time Scanner Settings
*  Custom Scan Settings
*  Exclusions
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*  Defense+ Settings
*  HIPS Behavior Settings
*  Active HIPS Rules
e Predefined HIPS Rule Sets
*  Protected Objects
*  Behavior Blocker
*  Sandbox Settings
*  Firewall Settings
«  Firewall Behavior Settings
*  Application Rules
*  Global Rules
*  Predefined Rule Sets
*  Network Zones
*  Port Sets
*  Manage File Rating
*  File Rating Settings
*  Trusted Files
*  Unrecognized Files
e Submitted Files
*  Trusted Vendors List

6.2.1. Antivirus Settings

The Antivirus Settings category has sub-sections that allow you to configure Real Time Scans (a.k.a 'On-Access' scanning),
Custom Scans, and Exclusions (a list of the files you consider safe).

Click the following links to jump to each section:

*  Real Time Scan - To set the parameters for on-access scanning;

e Custom Scan - To create scan profiles and run custom scans, schedule custom scans and set the parameters
for custom scans;

»  Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

6.2.1.1. Real-time Scanner Settings

The real-time scanner (aka 'On-Access Scan') is always ON and checks files in real time when they are created, opened or
copied (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses assures you, the user,
that your system is perpetually monitored for malware and enjoys the highest level of protection.

The real-time scanner also scans system memory on start. If you launch a program or file which creates destructive anomalies,
then the scanner blocks it and alerts you immediately. Should you wish, however, you can specify that CIS does not show you
alerts if viruses are found but automatically deals with them (choice of auto-quarantine or auto-block/delete). It is highly
recommended that leave the Real Time Scanner enabled to ensure your system remains continually free of infection.

To open the Real Time Scan settings panel

*  Click 'Tasks > Advanced Tasks > Open Advanced Settings > Security Settings > Antivirus > Realtime Scan':
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@ Realtime Scan

Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats
betare they anter your system

Enable scanning optimizations (Recommended)

lse this option fo actwate the perdormance improving technologies for realtime scanning
Detection
Run cache builder when computer is idle

[] Scan computer memory after the computer starts

Do naot show antivirus alerts | Quaranting Threats «|

Decompress and scan archive files of extension(s).
[ Set new on-screen alert timeout to

[] Set new maximum file size limit to

[ Set new maximum script size limit to

[¥] Use heuristics scanning

Detect potentialyy unwanted applications

Cancel

*  Enable Realtime Scan - Allows you to enable or disable real-time scanning. Comodo recommends to leave this
option selected.(Default=Enabled)

«  Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization techniques
like running the scan in the background in order to reduce consumption of system resources and speed-up the
scanning process (Default = Enabled)

Note: The above two settings can be modified from the 'Advanced View' of the Home screen by clicking the status link beside
Antivirus. If you choose Disabled option, both 'Enable Realtime Scan' and 'Enable scanning optimizations' will be disabled. If
you choose 'Stateful', both the settings will be enabled and on choosing 'On Access', only 'Enable Realtime Scan' will be
enabled.

Detection Settings

*  Run cache builder when computer is idle - CIS runs the Antivirus Cache Builder whenever the computer is idle, to
boost the real-time scanning. If you do not want the Cache Builder to run, deselect this option (Default = Enabled).

*  Scan computer memory after the computer starts - When this check box is selected, the Antivirus scans the
system memory during system start-up (Default = Disabled)

* Do not show antivirus alerts - Allows you to configure whether or not to show antivirus alerts when malware is
encountered. Choosing 'Do not show antivirus alerts' will minimize disturbances but at some loss of user awareness. If
you choose not to show alerts then you have a choice of default responses that CIS should automatically take - either
'Block Threats' or 'Quarantine Threats'. (Default = Enabled )

* Quarantine Threats - Moves the detected threat(s) to quarantine for your later assessment and action.
(Default)

»  Block Threats - Stops the application or file from execution, if a threat is detected in it.
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‘ Note: If you deselect this option and thus enable alerts then your choice of quarantine/block is presented within the alert itself.

»  Decompress and scan archive files of extension(s) - Comodo Antivirus can scan all types of archive files such as
Jjar, RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB if this option is left selected. You will be alerted to the
presence of viruses in compressed files before you even open them. (Default = Enabled)

You can add the archive file types that should be decompressed and scanned by Comodo Antivirus.

»  Click link on the file type displayed at the right end. The 'Manage Extensions' dialog will open.

COMODO mana ge Exte

i Extensions

Cancel

*  To add afile type, click the up arrow at the bottom center and click 'Add'.

COMODO Edit property

set archive extension

Cancel

»  Enter the extension (e.x.: rar, msi, zip, 7z, cab and so on) to be included in the Edit property dialog and click
OK.

e Repeat the process to add more extensions
*  Click OK in the 'Manage Extensions' dialog

»  Set new on-screen alert timeout to - This box allows you to set the time period (in seconds) for which the alert
message should stay on the screen. (Default = 120 seconds)

*  Set new maximum file size limit to - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during on-access scanning. Files larger than the size specified here, will not be not scanned. (Default = 40
MB)

e Set new maximum script size limit to - This box allows you to set a maximum size (in MB) for the script files to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Default = 4 MB)

e Use heuristics scanning - Allows you to enable or disable Heuristics scanning and define scanning level. (Default =
Enabled)

Heuristic techniques identify previously unknown viruses and Trojans. 'Heuristics' describes the method of analyzing
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the code of a file to ascertain whether it contains code typical of a virus. If it is found to do so then the application
deletes the file or recommends it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather
than looking for a precise virus signature that match a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

Leave this option selected to keep Heuristics scanning enabled. Else, deselect this checkbox. If enabled, you can
select the level of Heuristic scanning from the drop-down:

*  Low - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives. This
setting combines an extremely high level of security and protection with a low rate of false positives.
Comodo recommends this setting for most users. (Default)

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a corresponding
rise in the possibility of false positives.

*  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives too.

»  Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans for
applications that (i) a user may or may not be aware is installed on their computer and (ii) may functionality and
objectives that are not clear to the user. Example PUA's include adware and browser toolbars. PUA's are often
installed as an additional extra when the user is installing an unrelated piece of software. Unlike malware, many PUA's
are 'legitimate’ pieces of software with their own EULA agreements. However, the 'true’ functionality of the software
might not have been made clear to the end-user at the time of installation. For example, a browser toolbar may also
contain code that tracks a user's activity on the Internet.

6.2.1.2. Scan Profiles

The Scan Profiles area allows you to view, edit, create and run custom virus scans. Each profile is a collection of scanner
settings that tell CIS:

*  Where to scan (which files, folders or drives should be covered by the scan)

*  When to scan (you have the option to specify a schedule)

*  How to scan (options that let you specify the behavior of the scan engine when running this profile)
To open the panel

e Click Security Settings > Antivirus > 'Scans' tab in the 'Advanced Settings' panel.
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This page allows you to add, remove and edit scan profiles and scheduled scans.

[0 HName Action Last Scan Active

[l Full Scan Sean 050520130352 P D

[0 Quick Scan Scan 060520130200 P D

Cancel

CIS ships with two predefined scan profiles:
*  Full Scan - Covers every local drive, folder and file on your system.

*  Quick Scan - Covers critical areas in your system which are highly prone to infection from viruses, rootkits and other
malware. This includes system memory, auto-run entries, hidden services, boot sectors, important registry keys and
system files. These areas are responsible for the stability of your computer and keeping them clean is essential.

You can run a profile-scan immediately by clicking the 'Scan' link alongside it. Click the handle at the foot of the interface if you
wish to edit, remove or add a profile.

Click the following links for more details on:
»  Creating a Scan Profile
*  Running a custom scan
To create a custom profile
»  Click the handle at the bottom of the interface then click the 'Add' button:
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This page allows you to add, remove and edit scan profiles and scheduled scans.

[[1 MName Action Last Scan Active

[0 Full Scan Sca 06.05.2013 03:52 PM

[0 Guick Scan oe0s20130209 Py D

Cancel

The scan profile interface will be displayed.
e Type a name for the profile in the 'Scan Name' text box

e Click the handle at the bottom of the interface to select items that should be included in the profile
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CDMODO Scan

Scan Name: ‘ Example Scan Frofile
Define items to be scanned, scanning options and running schedule
Items P

Profile

Chsamplesh

S
B ‘ (b a ‘ b 4
Add Files | Add Falder Rggign Remave

COptions v
Schedule

*  Add Files - Allows you to navigate to specific files that you wish to add to the profile

e Add Folder - Opens the 'Browse For Folder' window and allows you to select entire folders

*  Add Region - Allows you to add predefined regions to the profile. For example, 'Full Computer', 'Commonly
Infected Areas' and 'System Memory'.
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COMODO choos

Commonly Infected Areas

e Repeat the process to add more items into the profile

e Click 'Options' to further customize the scan

CD M OD 0 Scan

S LIS | Example Scan Profie
Define items to be scanned, scanning options and running schedule
ltems v
Options ~
Enable scanning optimizations =
This aption increases the scanning speed significantly
Decompress and scan compressed files
This option allows scanner to decompress archive files &g, zip, rar, ete. during scanning
] Use cloud while scanning
This option allows scanner to connect to cloud to query file ratings
[] Automatically clean threats | |
When the threats are identified, perform the selected action automatically =
[ Use heuristics scanning | |
lse the selected level of sensitivity while scanning heuristically
L Limit maximurm file size to | 40 | MB
YWhile scanning, if a file size is larger than specified, it is not scanned 3
Schedule

Cancel
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e Options:

*  Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization
techniques like running the scan in the background in order to speed-up the scanning process (Default =
Enabled) .

*  Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive
files such as .ZIP and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and
CAB archives (Default = Enabled) .

*  Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses
more accurately because the local scan is augmented with a real-time look-up of Comodo's online signature
database. With Cloud Scanning enabled your system is capable of detecting zero-day malware even if your
local anitvirus database is out-dated. (Default = Disabled).

«  Automatically clean threats - Enables you to select the action to be taken against the detected threats and
infected files automatically from disinfecting Threats and moving the threats to quarantine. (Default =
Disabled).

e Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be applied on
scans in this profile. You are also given the opportunity to define the heuristics scan level. (Default =
Disabled).

Background Info: Comodo Internet Security employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain
whether it contains code patterns similar to those in known viruses. If it is found to do so then the application
deletes the file or recommends it for quarantine. Heuristics is about detecting 'virus-like' traits or attributes
rather than looking for a precise virus signature that matches a signature on the virus blacklist.

This allows CIS to 'predict' the existence of new viruses - even if it is not contained in the current virus
database.

*  Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false
positives. Comodo recommends this setting for most users.

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

*  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives t0o.

*  Limit maximum file size to - Select this option if you want to impose size restrictions on files being
scanned. Files of size larger than that specified here, are not scanned, if this option is selected (Default =
40 MB).

*  Run Scan with - Enables you to set the priority of the scanning from High to Low and to run at background.
(Default = Disabled).

»  Update virus database before running - Selecting this option makes CIS to check for virus database
updates and if available, update the database before commencing the scan. (Default = Enabled).

*  Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans
for applications that (i) a user may or may not be aware is installed on their computer and (i) may
functionality and objectives that are not clear to the user. Example PUA's include adware and browser
toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece of
software. Unlike malware, many PUA's are 'legitimate’ pieces of software with their own EULA agreements.
However, the 'true’ functionality of the software might not have been made clear to the end-user at the time
of installation. For example, a browser toolbar may also contain code that tracks a user's activity on the
Internet. (Default = Enabled).

*  If you want the scan to be performed periodically, set a Schedule for the custom scan by clicking 'Schedule'
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CD MODO Scan

Scan Name; | Example Scan Frofie

Define items to be scanned, scanning options and running schedule

ltems
Options

Shedule

Frequency: Start Time: 5:30 &AM 3

¢ Do not schedule this task
() Ewvery Day

® Every Week

) Ewery Month

Dayis) of Week

Sun Mon  Tue  Wed | Thu Fri

[] Run only when computer is not running on battery
[] Run only when computer is IDLE

] Tutn off computer if no threats are found at the end of the scan

* Do not schedule this task - The scan profile will be created but will not be run automatically. The profile will
be available for manual on-demand scanning

*  Every Day - Runs the scan every day at the time specified

»  Every Week - Scans the areas defined in the scan profile on the day(s) of the week specified in 'Days of the
Week' field and the time specified in the 'Start Time' field. You can select the days of the week by directly
clicking on them.

«  Every Month - Scans the areas defined in the scan profile on the day(s) of the month specified in 'Days of
the month' field and the time specified in the 'Start Time' field. You can select the days of the month by
directly clicking on them.

*  Run only when computer is not running on battery - This option is useful when you are using a laptop or
any other battery driven portable computer. Selecting this option runs the scan only if the computer runs with
the adopter connected to mains supply and not on battery.

*  Run only when computer id IDLE - Select this option if you do not want to disturbed when involved in
computer related activities. The scheduled can will run only if the computer is in idle state

*  Turn off computer if no threats are found at the end of the scan - Selecting this option turns your
computer off, if no threats are found during the scan. This is useful when you are scheduling the scans to
run at nights.

»  Click OK to save the profile.
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Note: The schedule scan will run only if it is enabled. Click the button under the Active column beside the respective profile row
to toggle between on and off status.

COMODO advanced Settings

B oo

This page allows you to add, remove and edit scan profiles and scheduled scans.

[ Name Action Last Scan Active
[0  Full Scan Scan 06.05.2013 03:52 PM

[0  Quick Scan Scan 06.05.2013 02:09 PM
[

Example Scan Profile a Mever

Cancel

To run a custom scan as per scan profile
»  Click Scan from the 'General Tasks' interface and Click 'Custom Scan' from the 'Scan' interface
»  Click 'More Scan Options' from the 'Custom Scan' pane
»  The 'Advanced Settings' interface will be displayed with 'Scans' panel opened.

e Click Scan beside the required scan profile.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 253



Creating Trust Online®

Comodo Internet Security 6.q_;____User"GU'i’d’ef comMoDo

-

.-’/

COMODO advanced Settings

This page allows you to add, remove and edit scan profiles and scheduled scans.

Name Action Last Scan Active
Full Scan 06.05.2013 03:52 PM
GCluick Scan Sca 06.05.2013 02:09 PM

Example Scan Profile Mevear

Cancel

e The scan will be started and on completion the results will be displayed.
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COMODO :=can

. Example Scan Profile

Elapsed Time: 00:00:23

an Finished
& Threatis) Found: &5
Threat Name Action éclean
= Application Wind2 LeakTest ~TS@E@ 149925
L ChsamplestTrojanSimulator.exe Cleaned

= Application \Win32 LeakTest ~TS2{@59 1644

|— ClsamplestTSSery. exe Cleaned

= ApplicU 40

Turn aoff this computer if no threats are found atthe end of the scan

® Close

You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing the infected
files for more details.

6.2.1.3. Exclusions

The 'Exclusions' panel under the Antivirus Settings Settings displays a list of paths and applications/files for which you have
selected Ignore from the Scan Results window of various scans or added to the Exclusions from an antivirus alert.

To open the Exclusions panel

»  Click Security Settings > Antivirus > 'Exclusions' tab in the '‘Advanced Settings' panel.
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COMODO advanced Settings

T Exclusions

J Excluded Paths H Excluded Applications

The wirus scanner is going to skip or exclude the files and folders that defined below
while petforming the scan, This setting applies to realtime as well as manual and
scheduled scans.

Path
L ?\Recycle?V
2 C\Program Files\COMODOVCOMODO Intemet Securityy™
D C\Program Files\LogMeln\xSE\LMIGuardianSve. exe

P} C\Program Files'pd@95\eetup axe

Cancel

The Exclusions panel has two tabs:

*  Excluded Paths - Displays a list of paths/folders/files in your computer, which are excluded from both real-time and
on-demand antivirus scans. Refer to the section Excluding Drives/Folders/Files from all types of scans for more
details on adding and removing exclusion items in this interface.

*  Excluded Applications - Displays a list of programs/applications in your computer, which are excluded from real-time
antivirus scans. The items are included on clicking 'Ignore' from the Scan Results window of various scans and
Antivirus Alerts or manually. Please note that these items are excluded only on real-time sans but will be scanned on
running on-demand scans Refer to the section Excluding Programs/Applications from real-time scans more
details on manually adding and removing exclusion items in this interface.

Excluding Drives/Folders/Files from all types of scans

You can exclude a drive partition, a folder, a sub-folder or a file from both the real-time and on-demand/custom scheduled
antivirus scans at any time, by adding them to Excluded Paths.
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i Exclusions

J Excluded Paths H Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below

while performing the scan, This setting applies to realtime as well as manual and
scheduled scans.

Path
o ?\Recycle?™®
2 C:\Program Files\COMODO\COMODO Intemet Security\™
& C\Program Files\LogMeln\xBE\LMIGuardianSve. exe

4 C\Program Files\pdf@95\setup axe

To add item(s) to excluded paths

e Click the handle from the bottom center and click on 'Add' from the options

T
L ‘ Fd ‘ ) 4
Add Edit Femove

File Groups »

| | Files | o) Cancel
Fu:ulu:ieﬂlh—'TI

You can choose to add a:
e File Group
*  Drive partition/Folder
or
* anindividual file

Adding a File Group

COMODO

Creating Trust Online®

»  Choosing File Groups allows you to exclude a category of pre-set files or folders. For example, selecting 'Executables’
would enable you to exclude all files with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories
available include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' etc - each of

which provide a fast and convenient way to apply a generic ruleset to important files and folders.
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Exacutables {"_n}

All Applications

Important FilesiFolders

Wieh Broweser Data Folders

S
Windows Ulpdater Applications
+ £ Windows Systerm Applications
Add Edi Temporary Files

-

COMODO FilesiFolders
COMODO Internet Security
Startup Folders

File Groups »

Files

Folders

Windows Management
Ard Party Protocal Dirivers

To view the file types and folders that are affected by choosing one of these options, you need to visit the 'File Groups'
interface.

The ' File Groups interface can be accessed by the following method:

*  Navigate to Advanced Settings > Defense+ > HIPS > Protected Files, click the up arrow from the bottom
of the interface and select 'Groups' from the options.

The file groups will be added to Excluded Paths.

T Exclusions

J Excluded Paths H Excluded Applications

The wirus scanner is gaing to skip or exclude the files and folders that defined
below while performing the scan. This setting applies to realtime as well as
manual and scheduled scans.

Path

PAHecycle?™

CAPragram Files\COMODCACOMODO Internet Security™

1 Executables

Cancel

*  Repeat process to add more file groups. The items added to the Excluded Paths will be omitted from all types of future
Antivirus scans.
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Adding a Drive Partition/Folder

*  Toadd a folder, choose 'Folders' from the 'Add' drop-down.

x

Remove

File Groups »

Files

Cance|

| ~ Folders

The 'Browse for Folder' dialog will appear.

[

» ,|__".|.J Floppy Disk Drive [(A:) -
4 £'._=r| Local Disk (C:)

A| i My Safe Programs e
|, Effects

| FileTypes

m

, Mative.xs4
; Mative.x85

> 4 Resources

, Staging

o

Make Mew Folder ] i QK ] [ Cancel

Navigate to the drive partition or folder you want to add to excluded paths and click OK
The drive partition/folder will be added to Excluded Paths.
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T Exclusions

J Excluded Paths l

Excluded Applications

The virus scanner is going to skip ar exclude the files and folders that defined

below while perfarming the scan. This setting applies to realtime as well as
manual and scheduled scans.

Path
#ARecycle?™”
CAPragram FileshCOMODOAVCOMODO Internet Securityy”

CAbdy Safe Programsh™

Cance|

Repeat process to add more folders. The items added to the Excluded Paths will be omitted from all types of future
Antivirus scans.

Adding an individual File

e Choose 'Files' from the 'Add' drop-down.

S
+ ‘ R4 ‘ x
Add Edit Femuove

File Groups »
Files
Fuldeﬂb

Navigate to the file you want to add to Excluded Paths in the 'Open’ dialog and click 'Open’
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L [l
O—{:.:)v| || % |ocal Disk (C:) » My Safe Programs » - | 4 | | Search My 5318 Programs gl |
Organize = Mew folder = = [ I@
< Favorites Mame Date modified Type i
B Desktop I Effects 9/20/20121:57 PM  File folder
& Dovnlosds || FileTypes 9/20/20121:57 PM  File folder
A F e B Mative5a 9/24/2012 240 PM  File folder
— 0 Mativex8i 9,/24/2012 2:40 PM File folder =
o Libraries 3
:] . Resources 9/24/2012 2:40 PM File folder
£| Documents
J-, Music U Staging 9/24/2012 2:40 PM File folder
[E5] Pictures | Licenze 3/5/2011 1:39 PM Text Document
B videos IE Peacock Image_Editor 3/5/2011 1:39 PM Application
|| ShellExtension_4.dl| 3/5/2011 1:39 PM Application exten
18 Computer |%| ShellExtension_x86.dll 3/5/2011 1:39 PM Application exten
& [ UpdateMonitar 3/5/2011 1:39 PM Application
L JIEEE || UpdateMonitor.exe.config 3/52011139PM  CONFIGFile =
1 1 | 3
File name: Peacock_Image_Editer - [File v]
| Open |v| [ Cancel ]

The file will be added to Excluded Paths.

T Exclusions

J Excluded Paths l

Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined
below while perfarming the scan. This setting applies to realtime as well as
manual and scheduled scans.

Fath
2AHecycle ™Y

CoAProgram Files\COMODOVZOMODO Internet Securityt™

Cowbly Safe Programs\Peacock_image editor exe

Cancel
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Repeat process to add more paths. The items added to the Excluded Paths will be omitted from all types of future
Antivirus scans.

To edit the path of an added item

Select the item, click the handle from the bottom center and select 'Edit'.

*  Make the required changes for the file path in the Edit Property dialog.

COMODO Edtt Aroperty

Edit File Path
| C:Wly Safe Programs\Peacock_Image_Editor.exe

Cancel

To remove an item from the Excluded Paths

Select the item, click the handle from the bottom center and select 'Remove'.

T Exclusions

J Excluded Paths l Excluded Applications

The virus scanner is gaoing to skip ar exclude the files and folders that defined

below while perfarming the scan. This setting applies to realtime as well as
manual and scheduled scans.

P ath
PAHecycle?™

CAProgram FilesACOMODOACOMODO Internet Securnty”

Cobly Safe Programsilist_Products vbs

Cancel
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e Click 'OK"in the 'Advanced Settings' dialog for your settings to take effect.
Excluding Programs/Applications from Real-time Scans

In addition to programs, applications or files added to Excluded Applications automatically on selecting Ignore action from the
Scan Results window, you can manually add programs, applications of files to Excluded Applications list for excluding them from
real-time scans. Also you can remove the items from Excluded Applications that were added by mistake.

To add an item to Excluded Applications

e Click the handle from the bottom center and click on 'Add' from the options

T Exclusions

[ Excluded Paths H Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going to
skip all file system activity (e.q. filefolder creation, etc.) from the applications
listed below.

Applications

‘ b 4

Edit Remuove

Applications

Funning Processes

Cancel

You can choose to add an application by:

»  Selecting it from the running processes - This option allows you to choose the target application from the list of
processes that are currently running on your PC.

»  Browsing your computer for the application - This option is the easiest for most users and simply allows you to
browse the files which you want to exclude from a virus scan.

Adding an application from a running processes

*  Choose 'Running Processes' from the 'Add' drop-down

Tt
E ‘ 7 ‘ X
Add Edit Remove
Applications

Running Processes

Cancel

a

Alist of currently running processes in your computer will be displayed
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»  Select the process, whose target application is to be added to excluded applications and click OK from the Browse for
Process dialog.

COMOD O srowse for Process

Application

[m5] swchost.exe

= virtkiosk.exe
ctfmon.exe

[m7] Searchinclexer.exe

[=5] wlms.exe

[m7] svchost.exe

[m5] dragon_updater.exe

[=7] svchost.exe

Bl [ explorerexe
CisTray.exe
ﬁ Peacaock_Image_Editor.exe

[m7 sppsve.exe
[=7 svchost.exe

ciz.exe

[m5] wmpnetwlexe
[=7] svchost.exe

B8 winlogon.exe

[F7 spoolsv.exe

The application will be added to Excluded Applications.
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T Exclusions

Excluded Paths Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going
to skip all file system activity (e.g. file/folder creation, etc ) from the
applications listed below.

Applications

C:\My Safe Programs'\Peacock_Image_Editor exe

Browsing to the Application

e Choose 'Applications' from the 'Add' drop-down

S
+ ‘ Fd ‘ x
Add Edit Femaove
Applications
Running Prnn:{?ses N Cancel

»  Navigate to the file you want to add to Excluded Applications in the 'Open' dialog and click '‘Open'.
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j-;J Computer

?j Metwark

L [l
O—{:.:)v| || % |ocal Disk (C:) » My Safe Programs » - | 4 | | Search My 5318 Programs gl |
Organize = Mew folder = = [ I@
< Favorites Mame Date modified Type i

B Desktop I Effects 9/20/20121:57PM  File folder

& Dovnlosds || FileTypes 9/20/20121:57 PM  File folder

A F e B Mative5a 9/24/2012 240 PM  File folder
= . 3 MativexB6 972472012 2:40 PM File folder =
o Libraries 3

:] . Resources 9/24/2012 2:40 PM File folder

£| Documents

J-, Music U Staging 9/24/2012 2:40 PM File folder

[ Pictures || License 3/5/2011 1:39 PM Text Document

B videos IH Peacock Image_Editor 3/5/2011 1:39 PM Application

|%| ShellExtension_xg4.dll
|%| ShellExtension_x86.dll
[ UpdateMonitar

|| UpdateMonitor.exe.config

3/5/2011 1:39 PM
3/5/2011 1:39 PM
3/5/2011 1:39 PM
3/5/2011 1:38 PM

Application exten
Application exten
Application

COMFIG File

-

1 1

| 3

File name: Peacock_Image_Editor

v [Fie

3

| Open

|v| [ Cancel ]

The file will be added to 'Excluded Applications'.

T Exclusions

[ Excluded Paths

[ Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going

to skip all file system activity (e.g. file/folder creation, etc.) from the
applications listed below.

Applications

C:\My Safe Programs'\Peacock_Image Editor exe

Repeat process to add more items. The items will be skipped from future real-time scans.

To edit the path of the application added to Excluded Application

Select the application, click the handle from the bottom center and select 'Edit'.

Make the required changes for the file path in the Edit Property dialog.
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Edit File Path
| Wy Safe ProgramsiPeacock_Image_Editor.exe

Cancel

To remove an item from the Excluded Applications

e Select the item, click the handle from the bottom center and select 'Remove'.

T Exclusions

[ Excluded Paths { Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going
to skip all file system activity (e.g. file/folder creation, etc.) from the
applications listed below.

Applications

C:\My Safe Programs'\Peacock Image Editor exe

C:\Program Files\Cuckoo\bin\cuckoo exe

e Click 'OK"in the 'Advanced Settings' dialog for your settings to take effect.

6.2.2. Defense+ Settings

Defense+ is a collective term that covers the Host Intrusion Prevention (HIPS), sandboxing and behavior blocker components of
Comodo Internet Security. Together, these technologies ensure all applications, processes and services on your PC behave in a
secure manner - and are prevented from taking actions that could damage your computer or your data.
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g HIFS Settings

[¥] Enable HIPS

| safa Mode »| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that
monitors critical operating system activities to protect the computer against makware
actions

[] Do NOT show popup alerts

[] Set popup alerts to verbose mode

[] Create rules for safe applications

[1 Set new on-screen alert timeout to
Advanced

[[] Enable adaptive mode under 10w system resources

[1 Block all unknown requests when the application is not running

[[] Enable enhanced protection maode (Requires a system restart)

Cancel

The Defense+ settings area allows you to configure the following:

- HIPS

*  HIPS Behaviour Settings
*  Active HIPS Rules
*  Predefined HIPS Rule Sets
*  Protected Objects
*  Behavior Blocker

»  Sandbox Settings

6.2.2.1. HIPS Behavior Settings

HIPS constantly monitors system activity and only allows executables and processes to run if they comply with the prevailing
security rules that have been enforced by the user. For the average user, Comodo Internet Security ships with a default HIPS
ruleset that works "out of the box' - providing extremely high levels of protection without any user intervention. For example,
HIPS automatically protects system-critical files, folders and registry keys to prevent unauthorized modifications by malicious
programs. Advanced users looking to take a firmer grip on their security posture can quickly create custom policies and rulesets
using the powerful rules interface.

Note for beginners: This page often refers to 'executables' (or 'executable files'). An 'executable’ is a file that can instruct your
computer to perform a task or function. Every program, application and device you run on your computer requires an
executable file of some kind to start it. The most recognizable type of executable file is the ".exe' file. (e.g., when you start
Microsoft Word, the executable file 'winword.exe' instructs your computer to start and run the Word application). Other types of
executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can instruct your
computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a hacker and much more.
You may also have heard these referred to as Trojans, scripts and worms.
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»  The HIPS Settings panel allows you to enable/disable HIPS, set its security level and configure its general behavior.

*  The HIPS Settings panel can be accessed by clicking Security Settings > Defense+ > HIPS > 'HIPS Settings' tab from
'Advanced Settings' interface

COMODO advanced Settings

q HIPS Seftings

[¥] Enable HIPS
|Safea Mode =| Monitoring Settings
This option enables the Host Intrusion Protection System, the component that
monitors critical operating system activities to protect the computer against makware
actions

[] Do NOT show popup alerts

[[] Set popup alerts to verbose mode

[] Create rules for safe applications

[] Set new on-screen alert imeout to
Advanced

[] Enable adaptive mode under low system resources

[] Elock all unknown requests when the application is not running

[[] Enable enhanced protection mode (Requires a system restart)

Cancel

*  Enable HIPS - Allows you to enable/disable the HIPS protection. (Default=Disabled)

Note: The HIPS settings can also be configured in the 'Advanced View' of the 'Home' screen by clicking the status link beside
HIPS in the 'Defense+ and Sandbox' pane.

If enabled, you can choose the security level and configure the monitoring settings for the HIPS component.
Configuring Security Level of HIPS

The security level can be chosen from the drop-down that becomes active only on enabling HIPS:
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Q HIFS Settings

Enable HIPS

Safe I'-'bcbe Monitoring Setfings
Paranoid Mode lost Intrusion Protectio
Safe Mode i system actiities to prot
Clean PC Mode

oo Training Mode  Jerts

[] Set popup alerts to verbose mode

Buigsets [] Create rules for safe applications

et new on-screen alert timeout to

The choices available are:

»  Paranoid Mode: This is the highest security level setting and means that Defense+ monitors and controls all
executable files apart from those that you have deemed safe. Comodo Internet Security does not attempt to learn the
behavior of any applications - even those applications on the Comodo safe list and only uses your configuration
settings to filter critical system activity. Similarly, the Comodo Internet Security does automatically create 'Allow' rules
for any executables - although you still have the option to treat an application as ‘Trusted' at the HIPS alert. Choosing
this option generates the most amount of HIPS alerts and is recommended for advanced users that require complete
awareness of activity on their system.

»  Safe Mode: While monitoring critical system activity, Defense+ automatically learns the activity of executables and
applications certified as 'Safe' by Comodo. It also automatically creates 'Allow’ rules these activities, if the checkbox
'Create rules for safe applications' is selected. For non-certified, unknown, applications, you will receive an alert
whenever that application attempts to run. Should you choose, you can add that new application to the safe list by
choosing 'Treat this application as a Trusted Application' at the alert. This instructs the Defense+ not to generate an
alert the next time it runs. If your machine is not new or known to be free of malware and other threats as in 'Clean PC
Mode' then 'Safe Mode' is recommended setting for most users - combining the highest levels of security with an easy-
to-manage number of HIPS alerts.

e Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ learns the activities of the
applications currently installed on the computer while all new executables introduced to the system are monitored and
controlled. This patent-pending mode of operation is the recommended option on a new computer or one that the user
knows to be clean of malware and other threats. From this point onwards HIPS alerts the user whenever a new,
unrecognized application is being installed. In this mode, the files in 'Unrecognized Files' are excluded from being
considered as clean and are monitored and controlled.

*  Training Mode: Defense+ monitors and learn the activity of any and all executables and create automatic 'Allow' rules
until the security level is adjusted. You do not receive any HIPS alerts in 'Training Mode'. If you choose the "Training
Mode' setting, we advise that you are 100% sure that all applications and executables installed on your computer are
safe to run.

Configuring the Monitoring Settings
The activities, entities and objects that should monitored by HIPS can be configured by clicking the Monitoring Settings link.

Note: The settings you choose here are universally applied. If you disable monitoring of an activity, entity or object using this
interface it completely switches off monitoring of that activity on a global basis - effectively creating a universal 'Allow' rule for
that activity . This 'Allow' setting over-rules any Ruleset specific 'Block' or 'Ask' setting for that activity that you may have
selected using the 'Access Rights' and 'Protection Settings' interface.
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Actrties to Monitor

Interprocess Memary ACcesses Process Execution
Windows \WinEvent Hooks Window Messages
[#] Device Driver Installations [#] DNS/RPC Client Service

Processes' Terminations

Dhbjects to Monitor Against Modifications
Protected COM Interfaces Protected Registry Keys
Protected Files/Folders

Dbjects to Monitor Direct Access
Physical Memory Disks
Cormputer Manitar Keyhoard

Activities To Monitor:

* Interprocess Memory Access - Malware programs use memory space modification to inject malicious code for
numerous types of attacks, including recording your keyboard strokes; modifying the behavior of the invaded
application; stealing confidential data by sending confidential information from one process to another process efc.
One of the most serious aspects of memory-space breaches is the ability of the offending malware to take the identity
of the invaded process, or 'impersonate' the application under attack. This makes life harder for traditional virus
scanning software and intrusion-detection systems. Leave this box checked and HIPS alerts you when an application
attempts to modify the memory space allocated to another application (Default = Enabled).

e Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by which a
function can intercept events (messages, mouse actions, keystrokes) before they reach an application. The function
can act on events and, in some cases, modify or discard them. Originally developed to allow legitimate software
developers to develop more powerful and useful applications, hooks have also been exploited by hackers to create
more powerful malware. Examples include malware that can record every stroke on your keyboard; record your mouse
movements; monitor and modify all messages on your computer; take over control of your mouse and keyboard to
remotely administer your computer. Leaving this box checked means that you are warned every time a hook is
executed by an untrusted application (Default = Enabled).

«  Device Driver Installations - Device drivers are small programs that allow applications and/or operating systems to
interact with a hardware device on your computer. Hardware devices include your disk drives, graphics card, wireless
and LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even the installation of a perfectly well-
intentioned device driver can lead to system instability if it conflicts with other drivers on your system. The installation
of a malicious driver could, obviously, cause irreparable damage to your computer or even pass control of that device
to a hacker. Leaving this box checked means HIPS alerts you every time a device driver is installed on your machine
by an untrusted application (Default = Enabled).

*  Processes' Terminations - A process is a running instance of a program. (for example, the Comodo Internet Security
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process is called 'cis.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full list that are running on your
system). Terminating a process, obviously, terminates the program. Viruses and Trojan horses often try to shut down
the processes of any security software you have been running in order to bypass it. With this setting enabled,
Defense+ monitors and alerts you to all attempts by an untrusted application to close down another application
(Default = Enabled).

*  Process Execution - Typical malware like rootkits, keylogger etc. would often invoke by itself and runs its process
mostly at the background. These processes, invisible at the foreground will act as agents for infecting your computer
and to steal your confidential and sensitive information like your credit card details and passwords and pass to
hackers. With this setting enabled, the HIPS monitors and alerts you to whenever a process is invoked by an untrusted
application. (Default = Enabled).

*  Windows Messages - This setting means Comodo Internet Security monitors and detects if one application attempts
to send special Windows Messages to modify the behavior of another application (e.g. by using the WM_PASTE
command) (Default = Enabled).

»  DNS/RPC Client Service - This setting alerts you if an application attempts to access the 'Windows DNS service' -
possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service
attack whereby an malicious entity sends several thousand spoofed requests to a DNS server. The requests are
spoofed in that they appear to come from the target or 'victim' server but in fact come from different sources - often a
network of 'zombie' pc's which are sending out these requests without the owners knowledge. The DNS servers are
tricked into sending all their replies to the victim server - overwhelming it with requests and causing it to crash. Leaving
this setting enabled prevents malware from using the DNS Client Service to launch such an attack (Default =
Enabled).

Background Note: DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates a familiar
domain name, such as 'example.com' to an IP address like 123.456.789.04. This is essential because the Internet routes
messages to their destinations on the basis of this destination IP address, not the domain name. Whenever you type a domain
name, your Internet browser contacts a DNS server and makes a 'DNS Query'. In simplistic terms, this query is 'What is the IP
address of example.com?'. Once the IP address has been located, the DNS server replies to your computer, telling it to
connect to the IP in question.

Objects To Monitor Against Modifications:

*  Protected COM Interfaces enables monitoring of COM interfaces you specified from the COM Protection pane.
(Default = Enabled)

»  Protected Registry Keys enables monitoring of Registry keys you specified from the Registry Protection pane.
(Default = Enabled).

*  Protected Files/Folders enables monitoring of files and folders you specified from the File Protection pane.
(Default = Enabled).

Objects To Monitor Against Direct Access:

Determines whether or not Comodo Internet Security should monitor access to system critical objects on your computer. Using
direct access methods, malicious applications can obtain data from a storage devices, modify or infect other executable
software, record keystrokes and more. Comodo advises the average user to leave these settings enabled:

*  Physical Memory: Monitors your computer's memory for direct access by an applications and processes. Malicious
programs attempt to access physical memory to run a wide range of exploits - the most famous being the 'Buffer
Overflow' exploit. Buffer overruns occur when an interface designed to store a certain amount of data at a specific
address in memory allows a malicious process to supply too much data to that address. This overwrites its internal
structures and can be used by malware to force the system to execute its code (Default = Enabled).

«  Computer Monitor: Comodo Internet Security raises an alert every time a process tries to directly access your
computer monitor. Although legitimate applications sometimes require this access, there is also an emerging category
of spyware programs that use such access to monitor users' activities. (for example, to take screen shots of your
current desktop; to record your browsing activities etc) (Default = Enabled).

»  Disks: Monitors your local disk drives for direct access by running processes. This helps guard against malicious
software that need this access to, for example, obtain data stored on the drives, destroy files on a hard disk, format the
drive or corrupt the file system by writing junk data (Default = Enabled).

*  Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can record every
stroke you make on your keyboard and can be used to steal your passwords, credit card numbers and other personal
data. With this setting checked, Comodo Internet Security alerts you every time an application attempts to establish
direct access to your keyboard (Default = Enabled).
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Checkbox Options

* Do NOT show popup alerts - Configure whether or not you want to be notified when the HIPS encounters a malware.
Choosing 'Do NOT show popup alerts' will minimize disturbances but at some loss of user awareness (Default =
Disabled).

If you choose not to show alerts then you have a choice of default responses that CIS should automatically take -
either 'Block Requests' or 'Allow Requests'.

RN =1 LI}\JLILIII Erdbiies e POl Irrd=idr Fraitesoar n.'l_'fblb‘llll Lre L,LIIIII\JLIIH:,‘IIL LridL
ranitars critical aperating systern activities to pratect the computer against
tmalware actions.

[] Do NOT show popup alerts | |

[] Set popup alerts to werbose mode

[] Create rules far safe applications

[] Set new on-screen alert timeout to 120 | secs
Advanced

[] Enable adaptive mode under low systerm resources

»  Set popup alerts to verbose mode - Enabling this option instructs CIS to display HIPS Alerts in verbose mode,
providing more more informative alerts and more options for the user to allow or block the requests (Default =
Disabled).

»  Create rules for safe applications - Automatically creates rules for safe applications in HIPS Ruleset (Default =
Disabled).

Note: HIPS trusts the applications if:
e The application/file is included in the Trusted Files list
*  The application is from a vendor included in the Trusted Software Vendors list

e The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create "allow' rules for safe applications. This helps saving the resource usage, simplifies
the rules interface by reducing the number of 'Allowed’ rules in it, reduces the number of pop-up alerts and is beneficial to
beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically generate the
'Allow' rules. These rules are listed in the HIPS Rules interface. The Advanced users can edit / modify the rules as they wish.

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for 'safe’ files to the rules interface. This
allowed advanced users to have granular control over rules but could also lead to a cluttered rules interface. The constant
addition of these ‘allow' rules and the corresponding requirement to learn the behavior of applications that are already
considered 'safe’ also took a toll on system resources. In version 4.x and above, "allow' rules for applications considered 'safe’
are not automatically created - simplifying the rules interface and cutting resource overhead with no loss in security. Advanced
users can re-enable this setting if they require the ability to edit rules for safe applications (or, informally, if they preferred the
way rules were created in CIS version 3.x).

*  Set new on-screen alert time out to: Determines how long the HIPS shows an alert for without any user intervention.
By default, the timeout is set at 120 seconds. You may adjust this setting to your own preference.

Advanced HIPS Settings

*  Enable adaptive mode under low system resources - Very rarely (and only in a heavily loaded system), low
memory conditions might cause certain CIS functions to fail. With this option enabled, CIS will attempt to locate and
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utilize memory using adaptive techniques so that it can complete its pending tasks. However, the cost of enabling this
option may be reduced performance in even lightly loaded systems (Default = Disabled).

»  Block all unknown requests if the application is closed - Selecting this option blocks all unknown execution
requests if Comodo Internet Security is not running/has been shut down. This is option is very strict indeed and in
most cases should only be enabled on seriously infested or compromised machines while the user is working to
resolve these issues. If you know your machine is already 'clean’ and are looking just to enable the highest CIS
security settings then it is OK to leave this box unchecked. (Default = Disabled)

«  Enable enhanced protection mode - On 64 bit systems, enabling this mode will activate additional host intrusion
prevention techniques to countermeasure extremely sophisticated malware that tries to bypass regular
countermeasures. Because of limitations in Windows 7/8 x64 systems, some HIPS functions in previous versions of
CIS could theoretically be bypassed by malware. Enhanced Protection Mode implements several patent-pending ways
to improve HIPS. CIS requires a system restart for enabling enhanced protection mode. (Default = Disabled)

6.2.2.2. Active HIPS Rules

The HIPS rules tab lists the different groups of applications installed in your system and the Rulesets applied to them. You can
change the ruleset applied to selected applications and also create custom rulesets to be applied to selected applications.

COMODO advanced Settings

These applications do not
belong te a FILE GROUP
and are individually assigned
a custom or pre-defined rule

HIPS Rules

The folloesmng HIPS rules arg

This is a
PREDEFINED RULE
which can be applied]
dows System Agplications Windows Systern Applica tO a FILE GRGUP or
windir¥evanplorar sxe Windows System Agplica to an individual

2 Windows Updater Applications I Instaler of '-'I-'ﬂﬂtﬁrl . aI]'I]'h‘:at":"“

g

Name of the
FILE GROUP

¥

:| Apphication Teaat As

B wendirh\sysiemIXimsanes, e

Custom rules can he
beneath the FILE GROUP created by the user
inherit the HIPS rule of and deployed to

that GROUP B Pregram Files LomoD O OMoDs e individual applications

CAProgram FilesyCOMODOW OMODO Interned 5

Applications listed

B %eindirgsysemifwuauct axe

HeaindiriaysiemIZwupdmgr axe
Y Fmg

B @ coMoDo intemet Sec urily Customn nilesel

B @ a8 Applications Custom rulesat

cancsl

The first column, Application Name, displays a list of the applications on your system for which a HIPS ruleset has been
deployed. If the application belongs to a file group, then all member applications assume the ruleset of the file group. The
second column, Treat as, column displays the name of the HIPS ruleset assigned to the application or group of applications in
column one.

You can use the search option to find a specific file or a company in the list.

To use the search option, click the search icon Q at the far right in the column header.
| v Applicati... Q Szarch % (<[>
[ Application — ! o
ows Systern Applications Windows Systern Applic..
Treat As
gl T windirahes
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*  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the name of the item as per the selected criteria in the search field.

»  Click the right or left arrow at the far right of the column header to begin the search.

+  Clickthe # icon in the search field to close the search option.

General Navigation:
Clicking the Up arrow at the bottom center of the interface opens an option panel with the following options:

e Add - Allows the user to Add a new Application to the list then create it's ruleset. See the section 'Creating or
Modifying a HIPS Ruleset'.

»  Edit - Allows the user to modify the HIPS rule of the selected application. See the section 'Creating or Modifying
a HIPS Ruleset'.

¢ Remove - Deletes the selected ruleset.

Note: You cannot remove individual applications from a file group using this interface - you must use the 'File Groups'
interface to do this.

*  Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually installed
on the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

Users can re-order the priority of rules by simply selecting the application name or file group name in question, clicking the
handle at the bottom center and selecting 'Move Up' or 'Move Down' from the options. To alter the priority of applications that
belong to a file group, you must use the 'File Groups' interface.

Creating or Modifying a HIPS Ruleset

To begin defining an application's HIPS Ruleset

1. Select the application or file group that you wish the ruleset to apply to.
2. Configure the ruleset for this application.

Step 1 - Select the application or file group that you wish the ruleset to apply to

If you wish to define a rule for a new application (i.e. one that is not already listed), click the handle from the HIPS Rules pane
and select 'ADD'. This brings up the 'HIPS Rule' interface as shown below.
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COMODO HPrsRuke

Marne: | Browse v|

(& Use Ruleset | Allowed Application *'|

& Use a Custom Fuleset | |

‘ [ Access Rights } [ Protection Settings

Access Name Action Exclusions
#= Run an executable Aclk haodify (040
B Interprocess Memory Accesses hladify (040
@ Windows/\WinEvent Hooks tladify (040
Cé Frocesses' Termination Modify (040
& Device Drivers' Installation tladify (040
&1 Window Messages tadify (00
| Protectad COM Interfaces fulondif

¥ Protected Registry Keys

Because you are defining the HIPS rule settings for a new application, you can notice that the 'Name' box is blank. (If you were
editing an existing rule instead, then this interface would show that application's name with installation path or application
group's name.)

»  Click 'Browse' to begin.

You now have 3 methods available to choose the application for which you wish to create a Ruleset - File Groups;
Applications and Running Processes.

1. File Groups - Choosing this option allows you to create a HIPS ruleset for a category of pre-set files or folders. For
example, selecting 'Executables’ would enable you to create a ruleset for all files with the extensions .exe .dll .sys .ocx
.bat .pif .scr.cpl . Other such categories available include "Windows System Applications' , 'Windows Updater
Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way to apply a generic ruleset to
important files and folders.
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Bromsg «

| _ File Groups g Executables -{h
Applications All Applications
Running Processes Impaortant FilesiFolders

Web Broveser Data Folders

Windows Updater Applications

Windows Systern Applications
Termporary Files

COMODO FilesiFaolders
COMOD0 [nternet Security
Startup Folders

Windows Management

Ard Party Protocol Drivers

To view the file types and folders that are affected by choosing one of these options, you need to visit the 'File Groups'
interface.

The ' File Groups interface can be accessed by the following method:

*  Navigate to Advanced Settings > Defense+ > HIPS > Protected Files, click the up arrow from the bottom of the
interface and select 'Groups' from the options.

2. Applications - This option is the easiest for most users and simply allows you to browse to the location of the
application for which you want to deploy the ruleset.
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kd [
O—{:.:)v| || % |ocal Disk (C:) » My Safe Programs » - |#f| | Search My 5318 Programs gl |

Organize = Mew folder = = [ I@
< Favorites Mame . Date modified Type i
B Desktop I Effects 9/20/20121:57PM  File folder
& Dovnlosds || FileTypes 9/20/20121:57 PM  File folder
A F e B Mative5a 9/24/2012 240 PM  File folder
— o MativesxBa 9/24/2012 240 PM  File folder =
o Libraries 3
:] . Resources 9/24,/2012 2:40 PM File falder
£| Documents
J} Music U Staging 9/24/2012 2:40 PM File folder
[ Pictures || License 3/5/2011 1:39 PM Text Document
B videos IH Peacock Image_Editor 3/5/2011 1:39 PM Application
|&] ShellExtension_x34.dll 3/5/2011 1:39 PM Applicaticn exten
18 Computer |%| ShellExtension_x86.dll 3/5/2011 1:39 PM Application exten
& [ UpdateMenitor 3/5/2011 1:39 PM Application
L IETATE || UpdateMonitor.exe.config 3/52011139PM  CONFIGFile =
1 1 | 3
File name: Peacock_Image_Editer - [File v]

| Open |v| [ Cancel ]

3. Running Processes - as the name suggests, this option allows you to create and deploy a ruleset for any process
that is currently running on your PC.
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COMOD O sBrowse for Process

Application

[=7] svchost.exe

= virtkiosk, exe
ctfmon.exe

[m7] Searchlncexer.exe

[m wims.exe

[E7] svchost.exe

[m3] dragon_updater.exe

[=7 svchost.exe

Bl [ explorer.exe
CisTray.exe
ﬁ Peacack_Image Editor.exe

[m7 sppsve.exe

[m7 svchost.exe

Cis.exe

[m5] wmpnetwlexe

[=7 svchost.exe

8 winlogon.exe

[m7) spoolsv.exe

Cancel

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
ruleset.

Step 2 - Configure the HIPS Ruleset for this application

There are two broad options available for selecting a ruleset that applies to an application - Use Ruleset or Use a Custom
Ruleset.

1. Use Ruleset - Selecting this option allows the user to quickly deploy an existing HIPS ruleset on to the target
application. Choose the ruleset you wish to use from the drop down menu. In the example below, we have chosen
'Allowed Application’. The name of the ruleset you choose is displayed in the Treat As' column for that application in
the HIPS Rules interface (Default = enabled).

COMODO HFsRuE

Marme: |C:‘-Frogram Files\Feacock\Feacock_Image_Editor.exe | | Bronwse v_|

® Lse Ruleset | Bllowed Application '.|

) Use & Custorn Ruleset | Allowed Application @ |
Windows Systerm Applicafion

|solated Application
Limnited Application

Installer or Updater
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Note on ‘Installer or Updater' Rule : Applying the Predefined Ruleset 'Installer or Updater' for an application defines it as a
trusted installer and all files created by the application will also be considered as trusted files. Some applications may have
hidden code that could impair the security of your computer if allowed to create files of their own. Comodo advises you to use
this Predefined Ruleset - 'Installer or Updater' with caution. On applying this ruleset to any application, an alert dialog will be
displayed, describing the risks involved.

COMODO internet Security

You are about to define a trusted installer that can
change everything in your computer! Furthermore, all the
files created by this application will also be treated as
trusted installers. If not used with caution, this action can
disable the entire security of your computer including
antivirus. Do you still want to continue?

‘ l Mo ‘ I Cancel

General Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be modified
and defined using the 'Rulesets' interface. If you require the ability to add or modify settings for an specific application then
you are effectively creating a new, custom ruleset and should choose the more flexible Use a Custom Ruleset option instead.

2. Use a Custom Ruleset - designed for more experienced users, the 'Custom Ruleset' option enables full control over
the configuration specific security ruleset and the parameters of each rule within that ruleset. The Custom ruleset has
two main configuration areas - Access Rights and Protection Settings (Default = Disabled).

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects whereas
'Protection Settings' determine what the application can have done to it by other processes.

i. Access Rights - The Process Access Rights tab allows you to determine what activities the applications in your
custom ruleset are allowed to execute. These activities are called 'Access Names'.
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Mame: | C:\Program Fles\Peacock\Peacock _Image_Editorexe | Browse v:

{7 Use Ruleset

@ Use a Custom Ruleset | Copy from v|

H Access Rights H Protection Settings

Access Name Action Exclusions
#= Run an executable Asl hadify (0
B Interprocess Memory Accesses hladify (040
@ Windows/\WinEvent Hooks tladify (040
Caé Frocesses' Termination Modify (040
& Device Drivers' Installation tladify (040
& Window Messages tadify (00
| Protectad COM Interfaces flodif

.3 Protected Registry Keys

Refer to the section HIPS Behavior Settings > Activities to Monitor to view a list of definitions of the Action Names
listed above and the implications of choosing the action from 'Ask’, 'Allow' or 'Block' for each setting as shown below:

B Interprocess Memary Accesses Ask

@ WindowsAWinEvent Hooks

| Ask

flodif

bl odif

o]

i

Bloclk

Al oy

Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the ruleset by clicking the 'Modify' link on the

right.

Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish to create.
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H Allowed Files'Folders ” Blocked Files/Folders 1

Path

0 C:WProgram FileshDperatopera. exe

‘ X &

Remove EroLps

Clicking the handle and selecting 'Add" allows you to choose which applications or file groups you wish this exception
to apply to. (click here for an explanation of available options).

In the example above, the default action for 'Interprocess Memory Access' is 'Ask’. This means HIPS will generate an
alert asking your permission if 'Peacock_Image_Editor.exe' tries to modify the memory space of any other program.
Clicking 'Modify' then adding 'opera.exe' to the 'Allowed Applications' tab creates an exception to this rule.
Peacock_Image_Editor.exe can now modify the memory space of opera.exe.

ii. Protection Settings - Protection Settings determine how protected the application or file group in your ruleset is
against activities by other processes. These protections are called 'Protection Types'.

COMODO HFsRue

Mame: | C:\Program Fles\Peacock\Peacock _Image_Editor.exe | Browse v:

) Use Ruleset |

@ Use a Custom Ruleset | Copy from v|

H Access Rights H Protection Settings

Protection State Exclusions

B Interprocess Memaory Accesses Inactive tAodify ([0}

@ Windows/WinEvent Hooks [nactive tAodify (0]
08 Processes' Termination [nactive tAodify ([0}

& Window Messages [nactive
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»  Select 'Active' to enable monitoring and protect the application or file group against the process listed in the 'Protection
Type' column. Select 'Inactive' to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each setting.

Exceptions to your choice of 'Active’ or 'Inactive’ can be specified in the application's Ruleset by clicking the ' Modify' link on the
right.

3. Click 'OK" to confirm your settings.

6.2.2.3. HIPS Rule Sets

A Pre-defined ruleset is a set of access rights and protection settings that has been saved and can be re-used and deployed
on multiple applications or groups. Each ruleset is comprised of a number of 'Rules' and each of these 'Rules' is defined by a set
of conditions/settings/parameters. 'Predefined rulesets' is a set of rulesets that concern an application's access rights to memory,
other programs, the registry etc.

Note: This section is for advanced and experienced users. If you are a novice user to Comodo Internet Security, we advise you
first read the Active HIPS Rules section in this help guide if you have not already done so.

Although each application's ruleset could be defined from the ground up by individually configuring its constituent rules, this
practice may prove time consuming if it had to be performed for every single program on your system. For this reason, Comodo
Internet Security contains a selection of rulesets according to broad application categories. Each predefined ruleset has been
specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of course, modify
these predefined rulesets to suit their environment and requirements.

To configure this category
»  Navigate to: Advanced Tasks > Security Settings >Defense+ > HIPS > Rulesets. There are four default Rulesets
listed under the 'Rules' column.
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E] Rulesets

The following rulesets are defined on this computer:

[J Ruleset Name Q

Allowed Application

(]

O

Windows Systern Application

O

Isolated Application

Limited Application

Cancel

You can use the search option to find a ruleset in the list.

Q

To use the search option, click the search icon at the far right in the column header.

~ Ruleset Na... |Q Seah x| [<]]2

! Fuleset Mame |
— — Ty

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
*  Enter partly or fully the name of the ruleset in the search field.
e Click the right or left arrow at the far right of the column header to begin the search.

«  Clickthe * icon in the search field to close the search option.
To view or edit an existing predefined ruleset

*  Double click on the Ruleset in the list
or
*  Select the Ruleset, click the handle at the bottom of the interface and choose 'Edit' from the options.

From here, you can modify a ruleset and, if desired, make changes to its 'Access Rights' and 'Protection Settings'. Any
changes you make here are automatically rolled out to all applications that are currently applied with the ruleset.

To create a new predefined ruleset
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COMODO HiPs Ruleset

Mame: | Ruleset for image converter | | Copy from ~

H Access Rights ” Protection Settings

| Access Name Action Exclusions |

= Run an executable Ask Maodify (00}
B Interprocess Memory Accesses Ask Modify (00W0) 2
@ Windows/WinEvent Hooks Ask Modify (040)
[ Processes Termination Ask Modify (040
&% Device Drivers' Installation Ask Modify (040 2
= Window Messages Ask Modify (00W0)
2 Protected COM Interfaces Ask Modify (040)

¥ Protected Registry Keys

Modify (000)

¢ Enter a name for the new ruleset.

*  Tocopy the Access Rights and Protection _ _
Settings from another pre-existing ruleset, click Copy from
'Copy From' and select the ruleset from the - ——
drop-down Ruleset & Allowed Application

e To customize the Access Rights and ol S S B

Protection Settings as per the requirements of Isolated Application
this new rule set, follow the procedure Limited Application
explained in the section Use a Custom

Ruleset.

¢ Click OK to save the new ruleset.
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Rulesets

The following rulesets are defined on this computer:

Ruleset Name

Allowed Application
Windows System Application

Isalated Application

Roplication

Ruleset for image converter

Cancel

Once created, your ruleset is available for deployment onto specific application or file groups via the Active HIPS Rules
interface.

6.2.2.4. Protected Objects

The Protected Objects panel allows you to protect specific files and folders, system critical registry keys and COM interfaces
against access or modification by unauthorized processes and services.

The Protected Objects panel can be accessed by clicking Security Settings > Defense+ > HIPS > Protected Objects from the
Advanced Settings interface.
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COMODO advanced Settings

a‘ Frotected Objects

The following abjects are protected on this computer

‘ Protected Files Blocked Files | Reqistiy Keys H COM Imerfaces

Path

Bl @ Startup Folders

Bl @ Important Files/Folders
Bl @ COMODO Files/Folders
El @ Executables

Bl & wWindows Management

£ # 3rd Party Protocol Drivers

Cancel

The panel has four tabs:
»  Protected Files - Allows you to specify programs, applications and files that are to be protected from changes
. Blocl_(ed Files - Allows you to specify programs, applications and files that are to be blocked from execution and
opening
*  Registry Keys - Allows you to specify registry keys that are to be protected from changes

e COM Interfaces - Allows you to specify COM interfaces that are to be protected from changes

6.2.2.4.1. Protected Files

The Protected Files tab displays a list of files and file groups that are protected from access by other programs, especially
malicious programs such as virus, Trojans and spyware. It is also useful for safeguarding very valuable files (spreadsheets,
databases, documents) by denying anyone and any program the ability to modify the file - avoiding the possibility of accidental
or deliberate sabotage. If a file is 'Protected' it can still be accessed and read by users, but not altered. A good example of a file
that ought to be protected is your 'hosts' file (c:\windows\system32\drivers\etc\hosts). Placing this in the 'Protected Files and
Folders' area would allow web browsers to access and read from the file as per normal. However, should any process attempt to
modify it then Comodo Internet Security blocks this attempt and produce a 'Protected File Access' pop-up alert.
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.
ﬂ\ Protected Objects

The following objects are protected on this computer.

[ Protected Files ” Blocked Files ” Registry Keys ” COM Interfaces 1 ‘

Path

+

Startup Folders

Important Files/Folders

]

[ COMODO Files/Falders

+

Executables

Windows Management

+

BE DD E D

3rd Party Protocal Drivers

Cancel

Clicking the handle at the bottom of the interface opens an options panel with the following options:

-
+ | R4 | x ‘ g ‘ 2
Add Edit Remove Groups Purge

-

gy

e Add - Allows you to add individual files, programs, applications to Protected Files.
»  Edit - Allows you to edit the path of the file or group of a selected item in the Protected Files interface.
e Remove - Deletes the currently highlighted file or file group.

e Groups - Opens the Manage Groups interface that allows you to edit pre-defined file groups and define new file
groups for inclusion in Protected Files list

*  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at the path
specified. If not, the file or the file group is removed, or 'purged’, from the list.
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To manually add an individual file, folder, file group or process

Executables

All Applications

Important FilesiFolders

L ‘ rd ‘ YWeh Browser Data Folders
F

Add

-

Edit Windows Updater Applications

Windows Systerm Applications
File Groups 3
T % Temporary Files
Fil
COMODO Files/Folders
COoMOD0 Internet Security
Startup Folders

Folders

Running Processes

Windows Management
Ard Party Protocol Dirivers

«  Click the handle from the bottom center and select 'Add".
You can add the files by following methods:

»  Selecting from File Groups

e Selecting from currently running Processes

*  Browsing to the File

*  Browsing to the Folder

To edit an item in the Protected Files list

»  Select the item from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will appear.

COMODO Edit property

Edit File Path
| ChUsersiJohn SmithyDocumentshaccounts.odt

«  Edit the file path, if you have relocated the file and click OK
To delete an item from Protected Files list
e Select the item from the list, click the handle from the bottom and select 'Remove'.

The selected item will be deleted from the protected files list. CIS will not generate alerts, if the file or program is subjected to
unauthorized access.

File Groups

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to quickly deploy a
ruleset across multiple file types and applications.

To open the Manage File Groups interface
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1. Click the handle from the bottom center of Protected Files interface and select 'Groups'.

The Manage File Groups interface will open.

COMODO wana ge File Groups

| File Groups
Bl @ Executables

£ & Al Applications

] @ Impartant Files/Falders

£1 [ “Web Browser Data Faolders
] & Windows Updater Applications
1 & Windows System Applications
£ & Temporary Files

£] @ COMODO Files/Folders

£ @ COMODO Internet Security
B ® Startup Falders

B B Windoystdaaa— & B
‘ 4 ‘ x

Ediit Remove Purge

Bl & 3rd Par
Add

w

Cancel

This interface allows you to

*  Create a new File Group

» Edit the names of an Existing File Group

e Add afile to an existing file group

*  Remove existing file group(s) or individual file(s) from existing group

Note: This area is for the creation and modification of file groups only. You are not able to modify the security ruleset of any
applications or files from here. To do that, you should use the HIPS Rules interface or the Predefined Rules Interface.

*  Toadd a new group or add files to an existing group, click the handle from the bottom and click 'Add'".
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[ Frd Pat
Add Edit Rermove Purge
Mewe Group
Files
Folders

| | Running Procesdk |

e Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in the 'Edit
property' dialog and click OK

COMODO Edit property

Choose File Group Name

| Files from Alice

«  Add files to a group - Select the Group, click the handle and select Add. Choose from 'Files', 'Folders' or
'Running Processes' to add files by browsing to the fle or folder or from currently running processes

»  To edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in the Edit
Property dialog
«  Toremove a group, select the group, click the handle and choose Remove.

»  Toremove an individual file from a group, click + at the left of the group to expand the group, select the file to be
removed, click the handle and choose 'Remove'.

Exceptions

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the appropriate
Access Right in 'Active HIPS Rules' interface. A simplistic example would be the imaginary file 'Accounts.ods'. You would want
the Open Office Calc program to be able to modify this file as you are working on it, but you would not want it to be accessed by
a potential malicious program. You would first add the spreadsheet to the 'Protected Files' area. Once added to 'Protected Files',
you would go into 'Active HIPS Rules' and create an exception for 'scalc' so that it alone could modify 'Accounts.ods'.

¢ First add Accounts.odt to Protected Files area.
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Path

+

+

+

EEEREETE

‘ Protected Files

Startup Folders
Impartant Files/Folders
COMODO Files/Falders
Executables

Windows Management

3rd Party Protocol Driver

‘ Blocked Files H Registry Keys H COM Interfaces

@ems and SettingshAdministratorhly Dncuments\acc@

T
+ ‘ Fe ‘ b 4 |
add Edit Remove GroLps

‘ A2

Purge

COMODO

Creating Trust Online®

»  Then go to HIPS Rules interface and add it to the list of applications. Click the handle at the bottom and choose
'Edit' after selecting the checkbox beside it.

HIPS Rules

The following HIPS rules are active on this computer;

O

0 e O

[=]

Application

| Windows System Applications
= Yowindirioexplorer. exe

== Windows Updater Applications
£ @ CcOMODD Interet Security

C] @ All Applications

T Ci\Documents and SettingstAdministratotily Docume...

+ x LI |

Add Remove Move LUp

Treat As Q
Windows System Application
Windows Systern Application
Installer ar Updater

Custom ruleset

Custom ruleset

Allowed Application

. | L]
ch'?v‘{,ﬁ PLIrge
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¢ In the HIPS Rule interface, select 'Use a custom rule set'.

COMODO HFs Rule

Mame: | ChDocuments and SettingstAdministratoriy Documentsha ‘ |

O Use Ruleset: | |

® Use a Custom Ruleset | Copy from |
“ Access Rights H Protection Settings

: : -
| Access Name Action Exclusions =

% Device Drvers' Installation Ask Modify [0V

= Window Messages gk bdadify (000

B Protected COM Interfaces Ak M odify (00

.8 Protected Registry Keys Ask I odify (041

[ Protected Files/Folders Ask hdodify (040

2 DNS Client Service Ask

W Physical Memaory Ask -

B Computer bMonitor

»  Under the 'Access Rights' tab, click the link 'Modify' beside the entry Protected Files/Folders. The Protected Files
and Folders interface will appear.

*  Under the 'Allowed Files/Folders' tab, click the handle, choose 'Add" > 'Files' and add scalc.exe as exceptions to
the 'Ask' or 'Block' rule in the "Access Rights'.
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COMODO rrotected Files/Falders

[ Allowed Files/Folders ” Blocked Files/Folders 1

Path

‘= CAProgram FileshZpenOffice.org SRprngramHs@

| | o

Edit Fernowe GEroups

File oups
Files il Cancel
Folders

Funning Processes

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'". Files in this folder should be off-limits to modification by anything except certain, Trusted, applications
like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to the 'Protected Files area
(* = all files in this directory). Next go to 'HIPS Rules', locate the file group 'Windows Updater Applications' in the list and follow
the same process outlined above to create an exception for that group of executables.

6.2.2.4.2. Blocked Files

Defense+ allows you to lock-down files and folders by completely denying all access rights to them from other processes or
users - effectively cutting it off from the rest of your system. If the file you block is an executable, then neither you nor anything
else is able to run that program. Unlike files that are placed in 'Protected Files', users cannot selectively allow any process
access to a blocked file.
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COMODO advanced Settings

ﬂ‘ Protected Objects

The foliowing objects are protected on this computer.

Protected Files Blocked Files | Registry Keys I_ COM Interfaces

Path

(3 cmy Suspicious ProgramsiCuckon Musicicuckoo_music_converter. exe

Clicking the handle at the bottom of the interface opens an options panel with the following options:

~
+ ‘ k4 x e AP
Add Edit Remove Delete Purge

T ——

e Add - Allows you to add individual files, programs, applications to Blocked Files.
»  Edit - Allows you to edit the path of the file.

*  Remove - Releases the currently highlighted file from the blocked files list.

e Delete - Deletes the highlighted file from your computer

*  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at the path
specified. If not, the file or the file group is removed, or 'purged’, from the list.
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To manually add an individual file or application

¢ Click the handle from the bottom center and select 'Add'.

Add Edit

)

| _ Applications t{t.}'

Funning Processes

You can add the files by following methods:
»  Selecting from currently running Processes

*  Browsing to File

To edit an item in the Blocked Files list

»  Select the item from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will appear.

COMODO Edit property

Edit File Path
| Ty Suspicious ProgramsiCuckoo Musichcuckoo_music_converter.exe

Cancel

«  Edit the file path, if you have relocated the file and click OK
To release an item from Blocked Files list
e Select the item from the list, click the handle from the bottom and select 'Remove'.

The selected item will be removed from the Blocked Files list. CIS will not block the application or file from execution or opening
then onwards.

To permanently delete a blocked file from your system
e Select the item from the list, click the up arrow from the bottom and select 'Delete’.

The selected item will be deleted from your computer immediately.

Warning: Deleting a file from from the Blocked Files interface permanently deletes the file from your system, rendering it
inaccessible in future and it cannot be undone. Ensure that you have selected the correct file to be deleted before clicking
'Delete".

6.2.2.4.3. Protected Registry Keys

The 'Registry Protection’ panel allows you to protect system critical registry keys against modification. Irreversible damage can
be caused to your system if important registry keys are corrupted or modified in any way. It is essential that your registry keys
are protected against any type of attack.

Click the 'Registry Keys' tab in the Protected Objects interface.
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&k Protected Objects

The following objects are protected on this computer.

Protected Files | Blocked Files Registry Keys H COM Interfaces

Keys

£l @ Automatic Startup

B @ coMODO Keys

1 @ Intemet Explorer Keys

1 B Imporant Keys
. #F HKLWM\SY STEM\C ontrol Set 7?7\ Senices\®
# HKLWLEY STEMAC ontrol Set?#70C ontrol™
& HKLWMSY STEMMC ontrolSet 777l ass™

& “\SYSTEM\ControlSet?? MEnum\ROOTLEGACY _*CSConfigFlags

- g “EOFTWAREWicrosoft\Driver SigningtPolicy
#f "SOFTWARE\Classes\Filtar®
¥ "SOFTWARE\Classes\™shell

b gl "SOFTWARE\Classes\"\Defaultleo™ o

Clicking the handle at the bottom of the interface opens an options panel with the following options:

SOF v
L 4 x e
S0OF]
Add Edit Remove Groups

e Add - Allows you to add Registry groups or individual registry keys/entries to Registry Protection list.

»  Edit - Allows you to edit the path of the Registry group or individual registry keys/entries of the selected item in the
Registry Protection interface.

*  Remove - Deletes the currently highlighted Registry group or individual registry key from the Registry Protection list.

»  Groups - Opens the Manage Registry Groups interface that allows you to edit pre-defined Registry groups and define
new Registry groups for inclusion in Registry Protection list.

To manually add an individual Registry key or Registry Group

¢ Click the handle from the bottom center and select 'Add'.
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L ‘ r4 X | &
Add Edit —=
- | _ Autamatic Startup
| _ Fegistry Groups » COMOD0 Keys
Fegistry Entries |nternet Explorer Keys
Important Keys
Temporary Keys

You can add the items by following methods:

*  Adding Registry Groups - Selecting Registry Groups allows you to batch select and import predefined groups of
important registry keys. Comodo Internet Security provides a default selection of 'Automatic Startup' (keys), '‘Comodo
Keys', 'Internet Explorer Keys' and 'Important Keys'. For explanations on editing existing registry groups and creating
new groups refer to the section Registry Groups.

»  Adding individual Registry Keys - Selecting 'Registry Entries' opens the 'Select Registry Keys'.

COMO DO select Registry Keys

Add new item:

Microscft HELM\SOFTWARE\Peacock Image Editor,™
Mozilla
MozillaPlugins
Metscape

ODBC
OpenOffice.org
Opera Software
Fezcock Imege Editor
Policies
RegisteredApplications
Sonic

Sun Microsysterms

mozilla.org
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG
1 ] |

Cancel

You can add items by browsing the registry tree in the right hand pane, selecting the key and moving it to right hand
side pane by clicking the right arrow button. To add item manually enter its name in the 'Add new item' field and press
the '+ button.

To edit an item in the Registry Protection list

*  Select the key from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will appear.
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COMODO Edit property

Edit Registry Key
| HELMSOFTWARE\Peacock Image Editor™

Cancel

»  Edit the key path, if you have relocated the file and click OK.

Note: The Registry Groups cannot be edited from this interface. You can edit Registry Groups from the Manage Registry
Groups interface. Refer to the section Registry Groups for more details.

To delete an item from Registry Protection list
e Select the item from the list, click the up arrow from the bottom and select 'Remove'.

The selected item will be deleted from the Registry Protection list. CIS will not generate alerts, if the key or the group is modified
by other programs.

Registry Groups

Registry groups are predefined batches of one or more registry keys. Creating a registry group allows you to quickly add it to
Registry Protection list.

To open the Manage Registry Groups interface
1. Click the handle from the bottom center of Registry Protection interface and select 'Groups'.

The 'Manage Registry Groups' interface will open.
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COMODO wana e Registry Groups

| Registry Groups

] @ Automatic Startup

Bl @ cOMODO Keys

| Internet Explarer Keys
B @ Impartant Keys

E1 & Temparary Keys

Cancel

This interface allows you to

*  Create a new Registry Group
*  Add Registry key(s) to an existing group
»  Edit the names of an Existing Registry Group
*  Remove existing group(s) or individual key(s) from existing group
*  Toadd a new group or add key(s) to an existing group, click the handle from the bottom and click 'Add".

g™
&+ ‘ P4 ‘ x
add Edit Rermove
| _NewGrnup

Registry Keys

COMODO

Creating Trust Online®

e Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in the 'Edit

property' dialog and click OK
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COMODO Edit property

Choose Reqistry Group name
| Peacock Image Editor

Cancel

»  Add keys to a group - Select the Group, click the handle and click Add and choose 'Registry Keys'. The
‘Select Registry Keys' dialog will be opened.

COMO DO select Registry Keys

Add new item:

Microsoft HELM\SOFTWARE\Peacock Image Editory™
Mozilla
MozillaPlugins
MNetzcape

ODBC
OpenOffice.org
Opera Software
Fegcock Imzge Editor
Policies
RegisteredApplications
Sonic

Sun Microsystems

mozilla.org
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG
< | i |

Cancel

You can add items by browsing the registry tree in the right hand pane, selecting the key and moving it to
right hand side pane by clicking the right arrow button. To add item manually enter its name in the 'Add new
item' field and press the "+' button.

»  To edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in the Edit
Property dialog
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COMODO Edit property

Edit Registry Group name

| Peacock Image Editor]

Cancel

«  Toremove a group, select the group, click the handle and choose Remove.

» Toremove an individual file from a group, click + at the left of the group to expand the group, select the key or entry to
be removed, click the handle and choose 'Remove'.

6.2.2.4.4. Protected COM interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact within a
single application or between applications - specifying how components work together and inter-operate. COM is used as the
basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on your computer. It is a
critical part of any security system to restrict processes from accessing the Component Object Model - in other words, to protect
the COM interfaces.

Comodo Internet Security automatically protects COM interfaces against against modification, corruption and manipulation by
malicious processes. The predefined COM Interface groups can be accessed by clicking the 'Groups..." button.

The 'COM Interface' allows you to view the list of predefined COM Interface groups protected by CIS, edit them and to add new
COM interface components to the list. This interface can be accessed by clicking the 'COM Interfaces' tab in the Protected
Objects interface.
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ﬁL Protected Objects

The foliowing objects are protected on this computer.

Protected Files Blocked Files || Registry Keys H COM Interfaces
|

Interfaces
B ® Intemet Explorer™indows Shell

£ B Windows Management

B @ Pseudo COM Interfaces - Privileges

Bl @ Pseudo COM Interfaces - Important Ports

Bl B Miscellaneous Classes

Cancel

Clicking the handle at the bottom of the interface opens an options panel with the following options:

+ ‘ r 4 x o'
Add Edit Remove Groups

-

b e

e Add - Allows you to add COM groups or individual COM components to COM Protection list.
«  Edit - Allows you to edit the COM Class.
*  Remove - Deletes the currently highlighted COM group or individual COM component from the COM Protection list.

e Groups - Opens the Manage COM Groups interface that allows you to edit pre-defined COM groups and define new
groups for inclusion in COM Protection list.

To manually add a COM Group or individual COM component

e (Click the handle from the bottom center and select 'Add'".
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S
+ | r4 | x g
Add Edit =2
- | _InternetE}{pInrerN‘-IinduwsShell '_\[r_n} |
| _ COM Groups ¥ Windows Management

COM Components Miscellaneous Classes
Fseudo COM Interfaces - Privileges

Fzeudo COM Interfaces - Important Ports

You can add the items by following methods:

e Adding COM Groups - Selecting COM Groups allows you to batch select and import predefined groups of important
COM interface components. For explanations on editing existing COM groups and creating new groups refer to the
section COM Groups.

e Adding COM Components - Selecting 'COM components' opens the 'Select COM Interfaces' dialog.

CD M D D 0 Select COM Interface

Add new item:

AccllientDocMgr.AccClientDocMgr - AccessControlList
AccClientDocMgr.AccClientDocMgr.1 i
AccDictionary. AccDictionary

AccDictionary. AccDictionary.1
AccessControlEntry

AccessControllist
AccServerDocMgr.AccServerDocMgr
AccServerDocMgr.AccServerDocMgr
ADODE.Command

ADODBE.Command.6.0
ADODB.Connection
ADODB.Connection.b.0

ADODB.Error

ADODE.Error.6.0

ADODEB.ErrorLookup

ADODB.ErrorLookup.6.0
4 ]

Cancel

You can add items by selecting from the left hand side pane and moving it to right hand side pane by clicking the right
arrow button. To add item manually enter its name in the 'Add new item' field and press the '+' button.

To edit an item in the COM Protection

*  Select the COM component from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog
will appear.
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COMODO Edit property

Edit COM Class

|AccessControILi5t

Cancel

¢ Edit the COM Class and click OK

Note: The COM Groups cannot be edited from this interface. You can edit COM Groups from the Manage COM Groups
interface. Refer to the section COM Groups for more details.

To delete an item from COM Protection list
e Select the item from the list, click the handle from the bottom and select 'Remove'.

The selected item will be deleted from the COM Protection list. CIS will not generate alerts, if the COM component or the group
is modified by other programs or processes.

COM Groups

COM groups are handy, predefined groupings of COM interfaces. Creating a COM group allows you to quickly add it to COM
Protection list.

To open the Manage COM Groups interface
1. Click the handle from the bottom center of COM Protection interface and select 'Groups'.

The 'Manage COM Groups' interface will open.
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COMODO wana ge COM Groups

| COM Groups

d Internet Explarerfvindows Shell
B @ Windows Management

= hWlizcellaneous Classes

| Fseudo COM Interfaces - Privileges

| Fseudo COM Interfaces - Important Ports

Cancel

This interface allows you to:

e Create a new COM Group
e Add COM Component(s) to an existing group
»  Edit the names of an Existing COM Group
*  Remove existing group(s) or individual COM Component(s) from existing group
e Toadd a new group or add new COM Component(s) to an existing group, click the handle from the bottom and click

'‘Add".
S
&+ ‘ Fd ‘ x
add Edit Rermoye
| . [ e Group

COmM Class

e Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in the 'Edit
property' dialog and click OK.
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COMODO Edit property

Add new COM Group
| Special COM Interfaces

Cancel

e Add COM Components to a group - Select the Group, click the handle and click Add and choose 'COM
Class. The 'Select COM Interface' dialog will be opened.

COMODO sclect COM Interface

Add new item: |

WMP11.AssocMIMEWMZ 2 WhMPlayer. OCK
WMP11.AssocMIMEWFPL WhMPlayer. OCK7T
WMP11.AssocMIMEWWVX
WMPlayer.OCX

WMPlayer.OCX.7
WMPNSSCLNSSManager
WMPNSSCLNSSManager.1

WMPTheme WMPSkinMngr

WMPTheme WMPSkinMngr.1
WMSClientNetManager.ClientNetMar
WMSClientNetManager.ClientNetMar
WMSDKHTTPSourcePlugin HTTPSour
WMSDKHTTPSourcePlugin HTTPSour
WMSDKMSESourcePlugin. MSEDSour
WMSDKMSBSourcePlugin. MSEDSour—"

WMSDKNamespace.NamespaceFactor -
] ] 3

* &

You can add items by selecting from the left hand side pane and moving it to right hand side pane by clicking the right
arrow button. To add item manually enter its name in the 'Add new item’ field and press the '+' button.

»  To edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in the Edit
Property dialog

COMODO Eatt property

Edit COM Group
| special COM Interfaces

Cancel
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«  Toremove a group, select the group, click the handle and choose Remove.

e Toremove an individual COM Component from a group, click + at the left of the group to expand the group, select the
item to be removed, click the handle and choose 'Remove'.

6.2.2.5. Behavior Blocker

The Behavior Blocker is an integral part of the Defense+ engine and is responsible for authenticating every executable image
that is loaded into the memory. The Behavior Blocker intercepts all files before they are loaded into memory and intercepts
prefetching/caching attempts for those files. It calculates the hash of the executable at the point it attempts to load into the
memory. It then compares this hash with the list of known / recognized applications that are on the Comodo safe list. If the hash
matches the one on record for the executable, then the application is safe and the Behavior Blocker allows it to run. If no
matching hash is found on the safelist, then the executable is 'unrecognized' and is run inside the auto-sandbox. You will be
notified via an alert when this happens.

COMODO advanced settings

m Behavior Blocker

Auto-Sandbox unknown applications as Partially Lirnited =

This option protects your cormputer against unknown mabware by auto-sandbaoxing and
blocking the actions of unknown applications in such a way that these applications can
niot harm your computer

[¥] Detect programs which require elevated privileges e.g. installers or updaters

&

Show privilege elevation alerts for unknown programs

Q

[[] Define exceptions for behavior blocking  Exceptions

[}

Advanced

B

Do heuristic command-line analysis for certain applications

[«] Detect shellcode injections  Excepbions

B o
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COMO D O Behavior Blocker

% Application Isolated

cpil.bat is an unrecognized file and has been sandboxed
| as Limited

[[] Hide these alers Daontisolate it again

The 'Behavior Blocker' configuration panel can be accessed by clicking 'Tasks > Advanced Tasks > Open Advanced Settings >
Security Settings > Defense + > Behavior Blocker'. This panel allows you to quickly determine how proactive the Behavior
Blocker should be and which types of files it should check.

e Auto-sandbox unknown applications as - Allows you to enable or disable the Behavior Blocker. If enabled, the
Behavior Blocker runs unrecognized applications inside the auto-sandbox with the access restriction as selected in the
drop down menu. (Default = 'Enabled’ with 'Partially Limited")

Note: The Behavior Blocker configuration setting can also be set in the 'Advanced View' of the 'Home' screen beside the Auto-
Sandbox status link in the 'Defense+ and Sandbox' pane.

Note: The 'auto-sandbox' referred to here is distinct from the Virtual Kiosk discussed in Sandbox Tasks. For the most part, the
‘auto-sandbox' is a non-virtual environment under which unrecognized applications are allowed to run under a set of strict
access restrictions (default='Partially Limited'). These restrictions prevent the application from taking actions that are damaging
to your system. Users can, however, enable 'Full Virtualization' of auto-sandboxed files in the Behavior Blocker settings.
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Configuring Access Restriction

The Behavior Blocker will auto-sandbox an unknown executable and restrict its execution privileges according to an access
restriction level set by you. Access restriction levels determine what level of rights a sandboxed application has to access other
software and hardware resources on your computer:

«  Partially Limited - The application is allowed to access all operating system files and resources like the
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading
drivers or debugging other applications are also not allowed.(Default)

«  Limited - Only selected operating system resources can be accessed by the application. The application is
not allowed to execute more than 10 processes at a time and is run without Administrator account privileges.

*  Restricted - The application is allowed to access very few operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights. Some
applications, like computer games, may not work properly under this setting.

e Untrusted - The application is not allowed to access any operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights. Some
applications that require user interaction may not work properly under this setting.

e Blocked - The application is not allowed to run at all.

e Fully Virtualized - The application will be run in a virtual environment completely isolated from your
operating system and files on the rest of your computer.

»  Detect programs which require elevated privileges: Allows you to instruct the Behavior Blocker to display alerts
when an installer or updater requires administrator or elevated privileges to run. An installer that is allowed to run with
elevated privileges is permitted to make changes to important areas of your computer such as the registry. Refer to the
section Understanding Security Alerts for more details.

COMO DO Behavior Blocker

Cuckoosetup exe could not be recognized and
requests unlimited access to your computer

CuckooSetup exe
nidentified Publisher

Bl

Run Isclated(Default)
Runs the application with limited access rights

Allow
Grants unlimited access to the application above

Block

Stops execution of the application above

[ Trustthis application

You can decide on whether or not to allow the installer or update based on your assessment, from the alert itself.
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(Default=Enabled)

»  Show privilege elevation alerts for unknown programs : Allows you to instruct the Behavior Blocker to display
alerts when a new or unrecognized program, application or executable requires administrator or elevated privileges to
run. You can decide on whether or not to allow the the unknown application based on your assessment, from the alert
itself. (Default=Enabled)

»  Define exceptions for behavior blocking - Allows you to add certain file paths for being excluded from monitoring by
the Behavior Blocker. The executables included in the exceptions area are allowed to run without checking of
authenticity. (Default = Disabled)

Note: The files added through this interface will be exempted only from monitoring by Behavior Blocker. To exclude a file from
monitoring by all the components of CIS including Antivirus, Firewall, HIPS and Behavior Blocker, add it to Trusted Files list.

To define exceptions

»  Select the 'Define exceptions for behavior blocking' checkbox and click the Exceptions link. The 'Manage
Exceptions' dialog will appear.

COMODO ana fe Exceptions

Path

- Cobly Safe Programs\Feacock Image Editor exe

. Executables "\[t']'

All Applications

S
Important FilesiFolders
E N
Web Broweser Data Folders
Add Rermove Wiindows Updater Applications
Flla Groups i Windows Systerm Applications
Files Temporary Files
COMODO Files/Falders
Faolders

Running Processes COMODO Internet Security

Startup Folders
Windows Management
Ard Party Protocal Dirivers

e Click the handle at the bottom of the interface and choose 'Add'
*  You can add items by selecting the required option from the drop-down:

»  File Groups - Enables you to select a category of pre-set files or folders. For example, selecting
'Executables' would enable you to create a ruleset for all files with the extensions .exe .dIl .sys .ocx .bat
.pif .scr.cpl . Other such categories available include 'Windows System Applications' , 'Windows
Updater Applications' , 'Start Up Folders' etc. For more details on file groups, refer to the section File
Groups.

*  Running Processes - As the name suggests, this option allows you to select an application or
executable from the processes that are currently running on your PC.

*  Browse Folders - Opens the 'Browse for Folders' window and enables you to navigate to the folder
you wish to add.
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*  Browse File - Opens the 'Open' window and enables you to navigate to the application or file you wish
to add.

e Click 'OK'" to implement your settings.
Advanced Settings:

* Do heuristic command-line analysis for certain applications - Selecting this option instructs Comodo Internet
Security to perform heuristic analysis of programs that are capable of executing code such as visual basic scripts and
java applications. Example programs that are affected by enabling this option are wscript.exe, cmd.exe, java.exe and
javaw.exe. For example, the program wscipt.exe can be made to execute visual basic scripts (.vbs file extension) via a
command similar to 'wscript.exe c:\tests\test.vbs'. If this option is selected, CIS detects c:\tests\test.vbs from the
command-line and applies all security checks based on this file. If test.vbs attempts to connect to the Internet, for
example, the alert will state 'test.vbs' is attempting to connect to the Internet (Default = Enabled).

If this option is disabled, the alert would only state 'wscript.exe' is trying to connect to the Internet'.

Background note: 'Heuristics' describes the method of analyzing a file to ascertain whether it contains codes typical of a virus.
Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise virus signature that matches a
signature on the virus blacklist. This helps to identify previously unknown (new) viruses.

»  Detect shellcode injections (i.e. Buffer overflow protection) - Enabling this setting turns-on the Buffer over flow
protection.

Background: A buffer overflow is an anomalous condition where a process/executable attempts to store data beyond
the boundaries of a fixed-length buffer. The result is that the extra data overwrites adjacent memory locations. The
overwritten data may include other buffers, variables and program flow data and may cause a process to crash or
produce incorrect results. They can be triggered by inputs specifically designed to execute malicious code or to make
the program operate in an unintended way. As such, buffer overflows cause many software vulnerabilities and form the
basis of many exploits.

Turning-on buffer overflow protection instructs the Comodo Internet Security to raise pop-up alerts in every event of a
possible buffer overflow attack. You can allow or deny the requested activity raised by the process under execution
depending on the reliability of the software and its vendor. Click here for more details on the alerts.

Comodo recommends that this setting to be maintained selected always (Default = Enabled).
To exclude some of the file types from being monitored under Detect Shellcode injections.

»  Select the 'Detect shellcode injections' checkbox and click the Exceptions link. The 'Manage Exceptions'
dialog will appear.
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COMODO mana fe Exceptions

Path

- CAMy Safe ProgramsiFPeacock_|mage Editor exe

Executables @

All Applications

e
Important FilesiFalders
L ) e
Weh Browwser Data Folders
Add Remaye YWindows Updater Applications
G ’ Windows Systern Applications
Files Temparary Files
COMODO FilesiFolders
Folders

COMOD0 Internet Security
Startup Folders

Funning Processes

Windows Management
ard Party Protocal Dirivers

e (Click the handle from the bottom of the interface and choose 'Add'
*  You can add items by selecting the required option from the drop-down:

»  File Groups - Enables you to select a category of pre-set files or folders. For example, selecting
'Executables' would enable you to create a ruleset for all files with the extensions .exe .dIl .sys .ocx .bat
.pif .scr.cpl . Other such categories available include 'Windows System Applications' , 'Windows
Updater Applications' , 'Start Up Folders' etc. For more details on file groups, refer to the section File
Groups.

*  Running Processes - As the name suggests, this option allows you to select an application or
executable from the processes that are currently running on your PC.

*  Browse Folders - Opens the 'Browse for Folders' window and enables you to navigate to the folder
you wish to add.

*  Browse File - Opens the 'Open' window and enables you to navigate to the application or file you wish
to add.

Note: These settings are recommended for advanced users only.

e Click 'OK'" to implement your settings.

6.2.2.5.1. The Sandbox - An Overview

Comodo Internet Security's new sandbox is an isolated operating environment for unknown and untrusted applications. Running
an application in the sandbox means that it cannot make permanent changes to other processes, programs or data on your 'real’
system. Comodo have integrated sand-boxing technology directly into the security architecture of Comodo Internet Security to
complement and strengthen the Firewall, Defense+ and Antivirus modules.

Applications in the sandbox are executed under a carefully selected set of privileges and write to a virtual file system and
registry instead of the real system. This delivers the smoothest user experience possible by allowing unknown applications to
run and operate as they normally would while denying them the potential to cause lasting damage.

After an unknown application has been placed in the sandbox, CIS also automatically queues it for submission to Comodo Cloud
Scanners for automatic behavior analysis. Firstly, the files undergo another antivirus scan on our servers. If the scan discovers
the file to be malicious, then it is designated as malware, the result is sent back to the local installation of CIS and the local
black-list is updated. If the scan does not detect that the file is malicious then its behavior will be monitored by running it in a
virtual environment within Comodo's Instant Malware Analysis (CIMA) servers and all its activities are recorded. If these
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behaviors are found to be malicious then the signature of the executable is automatically added to the antivirus black list. If no
malicious behavior is recorded then the file is placed into 'Unrecognized Files' (for execution within the sandbox) and will be
submitted to our technicians for further checks. The cloud scanning processes take around 15 minutes to complete and report
their results back to CIS.

By uniquely deploying 'sandboxing as security', CIS 2013 offers improved security, fewer pop-ups and greater ease of use than
ever before.

6.2.2.5.2. Unknown Files: The Auto-Sandboxing and Scanning Processes

*  When an executable is first run it passes through the following CIS security inspections:
e Antivirus scan
e HIPS Heuristic check
»  Buffer Overflow check

»  If the processes above determine that the file is malware then the user is alerted and the file is quarantined or
deleted

*  An application can become recognized as 'safe' by CIS (and therefore not auto-sandboxed or scanned in the
cloud) in the following ways:

e Because itis on the local Comodo White List of known safe applications
e Because the user has added the application to the local 'Trusted Files'

* By the user granting the installer elevated privileges (CIS detects if an executable requires administrative
privileges. If it does, it asks the user. If they choose to trust, CIS regards the installer and all files generated
by the installer as safe)

»  Additionally, afile is not auto-sandboxed or sent for analysis in the cloud if it is defined as an Installer or
Updater in HIPS Ruleset (See Active HIPS Rules for more details)

e Cloud Scanning Part 1

Files and processes that pass the security inspections above but are not yet recognized as 'safe' (white-
listed) are 'Unrecognized' files. In order to try to establish whether a file is safe or not, CIS will first consult
Comodo's File Look-Up Server (FLS) to check the very latest signature databases:

»  Adigital hash of the unrecognized process or file is created.

*  These hashes are uploaded to the FLS to check whether the signature of the file is present on the
latest databases. This database contains the latest, global black list of the signatures of all known
malware and a white list of the signatures of the 'safe’ files.

»  First, our servers check these hashes against the latest available black-list
» Ifthe hash is discovered on this blacklist then it is malware
*  Theresultis sent back to the local installation of CIS
» Ifthe hash is not on the latest black-list, it's signature is checked against the latest white-list
* Ifthe hash is discovered on this white-list then it is trusted
*  The resultis sent back to local installation of CIS
e The local white-list is updated
e The FLS checks detailed above are near instantaneous.

e Sandbox and Cloud Scanning Part 2

If the hash is not on the latest black-list or white-list then it remains as 'unrecognized'. CIS simultaneously
takes two distinct but complementary actions -

(1) It will run the unrecognized file in the auto-sandbox so that it cannot access important operating system
files or damage your computer

(2) It will leverage Comodo's Cloud Scanning technology to determine whether the file behaves in a
malicious fashion.

*  Unrecognized files and applications will be isolated and run in the auto-sandbox. CIS will alert the user that it
is going to run the application in the sandbox.
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C D M D D 0 Behavior Blocker

H Application Isolated

@ Cuckoomp3.exe is anunrecognized file and has been
sandboxed as Partially Limited

[] Hide these alerts Don'tisolate it again

* By default, auto-sandboxed applications are run with 'Partially Limited' restrictions.

More detail: Auto-sandboxed applications are allowed to run under a specific set of conditions or privileges.
In CIS, these are known as 'Restriction Levels'. In part, auto-sandbox restriction levels are implemented by
enforcing or relaxing the native access rights that Windows can grant to an application. There are six levels -
Partially Limited, Limited, Restricted, Untrusted, Blocked and Fully Virtualized. 'Partially Limited' is the default
restriction level for auto-sandboxed applications, but you can change this to a different level in the Behavior
Blocker Settings panel:

»  Partially Limited - The application is allowed to access all operating system files and resources like the
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading
drivers or debugging other applications are also not allowed.(Default)

»  Limited - Only selected operating system resources can be accessed by the application. The
application is not allowed to execute more than 10 processes at a time and is run without Administrator
account privileges.

*  Restricted - The application is allowed to access very few operating system resources. The application
is not allowed to execute more than 10 processes at a time and is run with very limited access rights.
Some applications, like computer games, may not work properly under this setting.

e Untrusted - The application is not allowed to access any operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights.
Some applications that require user interaction may not work properly under this setting.

*  Blocked - The application is not allowed to run at all.

*  Fully Virtualized - The application will be run in a virtual environment completely isolated from your
operating system and files on the rest of your computer.

*  Unrecognized files are simultaneously uploaded to Comodo's Instant Malware Analysis servers for further
checks:

*  Firstly, the files undergo another antivirus scan on our servers.

» If the scan discovers the file to be malicious (for example, heuristics discover it is a brand new variant)
then it is designated as malware. This result is sent back to the local installation of CIS and the local
and global black-list is updated.

» If the scan does not detect that the file is malicious then it passes onto the the next stage of inspection -
behavior monitoring.

*  The behavior analysis system is a cloud based service that is used to help determine whether a file
exhibits malicious behavior. Once submitted to the system, the unknown executable will be
automatically run in a virtual environment and all actions that it takes will be monitored. For example,
processes spawned, files and registry key modifications, host state changes and network activity will be
recorded.

» Ifthese behaviors are found to be malicious then the signature of the executable is automatically
added to the antivirus black list.

»  If no malicious behavior is recorded then the file is placed into 'Unrecognized Files' and will be
submitted to our technicians for further checks. Note: Behavior Analysis can identify malicious files and
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add to the global black list, but it cannot declare that a file is 'safe’. The status of 'safe' can only be
given to a file after more in-depth checks by our technicians.

* Ineither case, the result is reported back to your CIS installation in approximately 15 minutes. If the
executable was not found to be malicious then it will be run in the auto-sandbox. It will simultaneously
be added to the 'Unrecognized Files' list and uploaded to our technicians for analysis. If it is discovered
to be a threat then CIS will show an AV alert to the user. From this alert the user can opt to quarantine,
clean (delete) or disinfect the malicious file. This new threat will be automatically added to the global
black list database and therefore benefit all CIS users.

6.2.2.6. Configure the Sandbox

The 'Sandbox' section of 'Advanced Settings' allows you to view, manage and add applications which should always be run
inside the sandbox. A sandboxed application has much less opportunity to damage your computer because it is run in a virtual
environment isolated from your operating system and your files. This allows you to safely run applications that you are not 100%
sure about. When adding a new application, you can also set that particular application's 'restriction level' (this determines the
degree of access that the application has to your 'real' system) and the amount of resources it should be allowed to consume. If
you do not select a restriction level then it will run as 'Fully Virtualized'.

The 'Sandbox' area allows you to configure settings that apply to all sandboxed programs. Other sandbox-related options
include the ability to password protect the Virtual Kiosk. For easy identification, Comodo Internet Security will show a green
border around programs that are running in the sandbox.

»  The 'Sandbox' panel can be accessed by clicking ‘Tasks > Sandbox Tasks > Open Advanced Settings > Security
Settings > Defense+ > Sandbox

COMODO advanced Settings

ﬁ Sandbox

In the list below, you will ind the applications that will be automatically run inside the Sandbox when
they are executed

Application Path Restriction Level

Bc Wy Suspicious ProgramsiCockoo Musichcuckoo_music_converter exe Restricted

sharad Space

Shared Space(s) are the locations that sandboxed applications and other applications share, ie
reading or witing to these locations are not vitualized.

[#] Do not wrtualize access to the specified filesfolders

[ Do not vitualize access to the specified reqistry keysfaluss

[[] Enable automatic startup for serdces installed inthe Sandbox

[¥] Shewe highlight frame for vitualized programs

[ Protect Vitual Kiosk with a ¢

Cancel

Click the following links to find out more about each section:

»  Sandboxed Programs - Add and configure programs that should always run sandboxed
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»  Shared Space Settings - Files downloaded or generated by sandboxed applications that you wish to be able to
access from your real system should be downloaded to tshared space

»  Virtual Kiosk Settings - Create an 'exit' password for the kiosk. If set, the Kiosk cannot be closed or minimized until
the correct password is entered. This prevents guests or younger users from exiting this sandbox environment.

Sandboxed Programs

The upper pane lists all programs that you have added to sandbox along with their installation paths and their access restriction
level. Because the sandbox is isolated from your operating system, any programs that are known to be problematic or to cause
conflicts with other software can be safely run in the sandbox.

Clicking the handle at the bottom of the pane opens the sandbox tools panel:

S
+ ‘ K4 ‘ x
Add

2
Purge

Edit Remove

e Add - Allows you to add programs that should be run in the sandbox in future.
»  Edit - Allows you to edit sandbox options for a selected program in the list.
*  Remove - Releases the currently selected program from the sandbox

*  Purge - Checks that all files listed are actually installed on your computer at the path specified. If not, the file or the file
group is removed (purged) from the list.

Note: Programs added to this list will always be executed inside the sandbox. If you want to run an application in the sandbox
on a 'one off' basis instead, you can do it in two ways:

*  Right click on the program or file to be opened from the Windows Explorer and select 'Run in Comodo Sandbox'
or

e Flip the 'Scan objects' pane in the CIS Home screen to show 'Sandbox Objects' and drag and drop the program or
file from Windows Explorer to the pane

To manually add a program to Sandbox

e (Click the handle at the bottom and select 'Add":

+ ‘ r 4 ‘ b 4 | A

Add Edit Remove Purge

e The 'Manage Sandboxed Program' interface will open:
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COMODO tiana ge Sandboxed Program

Program Path: | | | Erowse - |
| Fileg |
Settings Running Professes

[] set Restriction Level | |

¢ Fully virtualized application will not be restricted by the operating systern but by the Sandbox
itself

[ Limit maximum memory consumption to 0] ME

[] Limit program execution time to

Cancel

To add a program, you can manually enter the path to the executable or click 'Browse' to add the program by choosing:

»  Files - Allows you to navigate to the executable of the program you wish to add.

*  Running Processes - Allows you to add a program to the sandbox by choosing a running process. Note, adding a
process to the sandbox will also run it's parent processes in the sandbox.

Settings:

»  Set Restriction Level - The Access restriction level determines the amount of privileges a sandboxed application has
to access other software and hardware resources on your computer. (Default = Disabled)

»  Setan access restriction level by

enabling the 'Set Restriction Level Set Restriction Level | Untrusted v
check-box and choosing a level Untrusted
from the drop-down. :
P N # The Sandbox applies Restricted NS sUppr
»  If you do not set a restriction level, e The sandboxed procs o t of ac
CIS will automatically apply a level Limited
of 'Fully Virtualized'. Pattially Limited

e Fully Virtualized - The application will be run in a virtual environment completely isolated from your
operating system and files on the rest of your computer.

*  Untrusted - The application is not allowed to access any operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights. Please note,
some applications that require user interaction may not work properly under this setting.

*  Restricted - The application is allowed to access very few operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights. Please
note, applications like computer games may not work properly under this setting.

«  Limited - Only selected operating system resources can be accessed by the application. The application is
not allowed to execute more than 10 processes at a time and is not allowed to execute actions that require
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Administrator account privileges. Access to many system resources, like the clipboard, are also prohibited.

«  Partially Limited (Default)- The application is allowed to access all operating system files and resources
like the clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like
loading drivers or debugging other applications are also not allowed.

e  Limit maximum memory consumption to: You can define how much system memory can be allocated to the
application by selecting this check-box then entering the desired memory (in MB) in the combo box beside it (Default
= Disabled).

*  Limit the program execution time to: You can define how long the program is allowed to run by selecting this check-
box then entering the time (in seconds). The program will be terminated after this time has elapsed. (Default =
Disabled).

»  Click OK to add the program to the list of sandboxed programs. From this point onwards the application will be run in
the sandbox.

e If you wish to remove it at a later date, simply select it in the list and click 'Remove'. Next time you execute this
application it will run outside of the sandbox (presuming it is not then detected as malicious or automatically
sandboxed as per the sandboxing process).

»  To edit the restriction settings for an application included in the sandbox, select the application and click 'Edit'. The
process is same as explained in adding a program to sandbox.

Shared Space Settings:

'Shared Space' is a dedicated area on your local drive that sandboxed applications are permitted to write to and which can also
be accessed by non-sandboxed applications (hence the term 'Shared Space'). For example, any files or programs you download
via a sandboxed browser that you wish to be able to access from your real system should be downloaded to the shared space.
This folder is also used by the Virtual Kiosk and is located by default at 'C:/Program Data/Shared Space'.

You can access the shared space folder in the following ways:
»  Clicking the 'Shared Space' shortcut on your computer desktop
»  Clicking 'Shared Space' button on the CIS interface
e Opening 'Sandbox Tasks' from the Tasks interface then clicking 'Open Shared Space'

* By default, sandboxed applications can access folders and files on your 'real' system but cannot save any changes to
them. However, you can define exceptions to this rule by using the 'Do not virtualize access to..." links.

To define exceptions for files and folders

»  Enable the 'Do not virtualize access to the specified files/folders' check-box then click on the words the specified
files/folders. The 'Manage Exceptions' dialog will appear.

e Click the handle at the bottom to open the tools menu then click 'Add.

Files - Allows you to specify files or applications that sandboxed applications are able to access
Folders - Specify a folder that can be accessed by sandboxed applications

File Groups - Enables you to choose a category of files or folders to which access should be granted.
For example, selecting 'Executables' would enable you to create an exception for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl. For more details on file groups, refer to the section File
Groups.

»  To edit an exception, select it from the list, click the handle to open the tools menu then select 'Edit'.
»  Change file or folder location path and click 'OK'
e Click 'OK' to implement your settings

*  To manage available file groups, click the 'Groups' button from the tools menu. The 'Manage File
Groups' dialog allows you to view, add and edit file groups. Please refer to File Groups if you need
more information with this area.
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To define exceptions for specific Registry keys and values

»  Enable the 'Do not virtualize access to the specified registry keys/values' check-box then click on the words the
specified registry keys/values. The 'Manage Exceptions' dialog will appear.

*  Click the handle at the bottom to open the tools menu then click 'Add".

*  Registry Groups - Allows you to batch select a predefined group of important registry keys as exceptions.
For an explanation of CIS registry groups, refer to the section Registry Groups.

*  Registry Entries - Opens an interface that allows you to quickly browse Windows registry keys and add

them as exceptions:

COMODO select Registry Keys

Add new item: ‘

el T e

Keyboard Layout

Metwork

Printers

=l Software
Adersoft Wl
AppDatalow
Classes
Clients
ComodoGroup
Google
Microsoft
MozillaPlugins
OpenOffice.org
Opera Software

Peacock_Image_Editor
[ Mimlimim-
|

- HKCU\Software\Peacock_Image_Editor

m

e Click 'OK' to implement your settings.
»  To edit an exception, first select it from the list, click the handle to open the tools menu then select 'Edit'.

»  Edit the key path and click OK.

COMODO Eatt property

Edit Reqgistry Key
| HELMSOFTWARE\Peacock Image Editort™

*  To view and manage Registry Groups, click the handle at the bottom and select 'Groups'. From here you can
add/remove registry groups, rename a groups and add/remove individual keys to/from a group. Note - any changes
you make here are not limited to registry group 'exceptions', they apply to registry groups overall. Refer to the section
Registry Groups for more details on managing registry groups.

Other Settings:

*  Enable automatic startup for services installed in the sandbox - By default, CIS does not permit sandboxed
services to run at Windows startup. Select this check-box to allow them to do so. (Default = Disabled)
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*  Show highlight frame for virtualized programs - If enabled, CIS displays a green border around the windows of
programs that are running inside the sandbox. The following example shows an .odt document opened with a
sandboxed version OpenOffice Writer:

= Devious Diesel - Friend of Thomas.odt - OpenBffice.org Writer

File Edit Wiew Insert Format  Table Tools indow  Help
B-EH=2 | BEER Vs Kee o B
@ |Default V| |Times Mew Roman V| |12 V| | B ‘ Vi L! |

:ZJI..EJ.IEJ.IJ.SJ.IJ.41I

: Devious Diesel — Friend of Thomas
- [History]

A diesellocomotive 15 a type of raillroad locomotive in which the prime mover 13 a diesel engine, a
reciptocating engine operating on the Diesel cycle as invented by Dr. Rudolf Diesel Sewveral types of
diesel locomotive have been developed, the principal distinction bemg in the means by which the prin
mover's mechanical power is conveyed to the driving wheels (drivers).

Overview

Early internal combustion engine-powered locomotives used gasoline as their fuel. Soon after Dr.
Eudolf Diesel patented his first compression ignition engine in 1892,[1] iz application for raillway %
propulsion was considered. Progress was slow, however, because of the poor power-to-weight ratio ofl2)

the early engines, as well as the difficulty inherent in techanically applying power to multiple driving
mrherla An awmiwrling fracke (heoie )

< | »
Page 1 {13 | Default | English (US&) || INSRT D OBRM ||[@+——— @||10d

Virtual Kiosk Settings

The Virtual Kiosk Settings area allows you to password protect your Virtual Kiosk. Once set, the password has to be entered
every time when the Virtual Kiosk is closed.

x

Input a password in the dialog to exit
Comodo Kiosk

OK

The exit password for Virtual Kiosk acts as a security measure to prevent guest users or younger users from exiting out of the
isolated environment you have prepared for them and potentially exposing the real system to danger.

To set an exit password for Virtual Kiosk:
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»  Select the 'Protect Virtual Kiosk with a password' check-box then click the words password. The 'Change password'
dialog will appear.

COMODO Change pas:

E —hange password

Password: |||||||||

Hetype: |iiiiiiii

»  Type a password which contains a combination of alphabetic and numeric characters and symbols which cannot be
easily guessed by others. We recommend a password of at least 8 character in length.

*  Re-enter the password in the 'Retype' field then click 'OK'".

You will now be asked for a password every time you exit the Virtual Kiosk.

6.2.3. Firewall Settings

The Firewall component of Comodo Internet Security offers the highest levels of security against inbound and outbound threats.
It checks that all network traffic in and out of your computer is legitimate, it stealths your computer's ports against hackers and it
blocks malicious software from transmitting your confidential data over the Internet. Comodo Firewall also makes it easy for you
to specify exactly which applications are allowed to connect to the Internet and immediately warmns you when there is suspicious
activity.
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Firewall Settings

[¥] Enable Firewall (Recommended) | Safe Mode - |

This option enables firewall which filters inbound and outbound trafic

Alert Settings

[+] Do NOT show popup alerts Alow Reguests =
[¥] Enable automatic detection of private networks

[¢] Enable Trustconnect alerts Lnsacured Wiraless Metworks Only +

Turn traffic animation effects on

Create rules for safe applications
[¥] Set alert frequency level | Lowe
[] Set new on-screen alert imeout to

Fancad

[ Filter IPva traffic
[] Filter Inophack traffic (e.g. 127 xxx, 1)
[] Black fragmented IP traffic
[] Do Protocol Analysis

[] Enahle anti-ARP spoofing

The 'Firewall Settings' area has several sub-sections that allow you to configure overall behavior; configure network zones and
portsets and (for advanced users) to configure and deploy traffic filtering rules on an application specific and global basis.

Click the following links to jump to the section you need help with:
»  Firewall Behavior Settings - Configure settings that govern the overall behavior of the firewall component.

*  Application Rules - View, create and modify rules that determine the network access privileges of individual
applications or specific types of application

*  Global Rules - View, create and modify rules that apply to all traffic flowing in and out of your computer.

*  Rule Sets - Predefined collections of firewall rules that can be applied, out-of-the-box, to Internet capable applications
such as browsers, email clients and FTP clients.

*  Network Zones - A network zone is a named grouping of one or more IP addresses. Once created, you can specify a
zone as the target of firewall rule.

*  Portsets - Predefined groups of regularly used ports that can used and reused when creating traffic filtering rules.

Background note on rules: Both application rules and global rules are consulted when the firewall is determining whether or
not to allow or block a connection attempt.

- For Outgoing connection attempts, the application rules are consulted first then the global rules.

- For Incoming connection attempts, the global rules are consulted first then application specific rules.

6.2.3.1. Firewall Behavior Settings

Firewall Settings panel allows you to quickly configure overall Firewall settings and is divided into three main areas:
*  General Settings
*  Alert Settings
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*  Advanced Settings

Firewall Settings

[¥] Enable Firewall (Recommended) | Safe Mode - |

This option enables firewall which filters inbound and outbound trafic

[+] Do NOT show popup alerts Alow Reguests =
[¥] Enable automatic detection of private networks

[¢] Enable Trustconnect alerts Lnsacured Wiraless Metworks Only +

[ Turn traffic animation effects on

[ Create rules for safe applications

[#] Set alert frequency level | Low

[] Set new on-screen alert imeout to
Advanced

[ Filter IPvE traffic

[] Filter Inophack traffic (e.g. 127 xxx, 1)

[] Black fragmented IP traffic

[] Do Protocol Analysis

[] Enahle anti-ARP spoofing

General Settings

»  Enable Firewall - Allows you to enable or disable Firewall protection.(Default and recommended =Enabled)

Note: The Firewall configuration settings can also be modified in the 'Advanced View' of the Home screen by clicking the
status link beside Firewall in the Firewall pane.

If enabled, you can also choose the security level from the accompanying drop-down menu:

Enable Firewall (Recommended) |Safe Mode |

This option enables firewall which filters | BEECEI |und traffic.
Custarn Rulesst

Safe Mode
Training Maode

The choices available are:

»  Block All: The firewall blocks all traffic in and out of your computer regardless of any user-defined configuration and
rules. The firewall does not attempt to learn the behavior of any application and does not automatically create traffic
rules for any applications. Choosing this option effectively prevents your computer from accessing any networks,
including the Internet.
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e Custom Ruleset Mode: The firewall applies ONLY the custom security configurations and network traffic rules
specified by the user. New users may want to think of this as the 'Do Not Learn' setting because the firewall does not
attempt to learn the behavior of any applications. Nor does it automatically create network traffic rules for those
applications. You will receive alerts every time there is a connection attempt by an application - even for applications
on the Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to trust the
application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components and checks
each against the list of components already allowed or blocked. If a component is found to be blocked, the entire
application is denied Internet access and an alert is generated. This setting is advised for experienced firewall users
that wish to maximize the visibility and control over traffic in and out of their computer.

»  Safe Mode (Default): While filtering network traffic, the firewall automatically creates rules that allow all traffic for the
components of applications certified as 'Safe' by Comodo, if the checkbox Create rules for safe applications is
selected. For non-certified new applications, you will receive an alert whenever that application attempts to access the
network. Should you choose, you can grant that application Internet access by choosing 'Treat this application as a
Trusted Application’ at the alert. This deploys the predefined firewall ruleset 'Trusted Application' onto the
application.

'Safe Mode' is the recommended setting for most users - combining the highest levels of security with an easy-to-
manage number of connection alerts.

»  Training Mode : The firewall monitors network traffic and create automatic allow rules for all new applications until the
security level is adjusted. You will not receive any alerts in ‘Training Mode' mode. If you choose the 'Training Mode'
setting, we advise that you are 100% sure that all applications installed on your computer are assigned the correct
network access rights.

Alert Settings

* Do NOT show popup alerts - Configure whether or not you want to be notified when the firewall encounters a request
for network access. Choosing 'Do NOT show popup alerts' will minimize disturbances but at some loss of user
awareness. (Default = Enabled)

If you choose not to show alerts then you have a choice of default responses that CIS should automatically take -
either 'Block Requests' or 'Allow Requests'.

ETL S ELLITEY 2

Do NOT show popup alerts | Alow Reguests v|

) ) Allow Requesk
Enable automatic detection of s
[ Block Requests

*  Enable automatic detection of private networks - Instructs Comodo Firewall to keep monitoring whether your
computer is connected to any new wired or wireless network. The firewall will display an alert as shown below if it
detects a new network (for example, when you connect to a wired home or office network or a Wi-Fi network)

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 325



COMODO

Creating Trust Online®

COMODO network Detected

Join a New Network
Wireless: 192.168.43.24/24

Pleaze select your location:

|l am at Home

Choose ifyou are at home and have just connected your computer to a local
network

| am at Work

Choose ifyou are atwork place and have just connected your computerto a
local netwaork

| am at Public Flace

Choose this option ifyou are at puhlic place such as a coffee shaop, hotel or
school etec.

] Do not detect new networks again

You can select the type of new network you are connected to, so that the firewall configuration is optimized for the type
of connection. Comodo recommends users to leave this option at its default, enabled setting (Default = Enabled).

Enable Trustconnect alerts - If you are connecting to Internet at a public place like an airport or a coffee shop then you are
potentially exposing yourself to danger. Unsecured public networks can allow other people to easily eavesdrop on your
communications or even gain access to your computer to steal your confidential information. In order to safeguard against such
attempts, Comodo recommends you encrypt your connection in public hotspots using TrustConnect - a secure Internet proxy
service.

If selected, Comodo Firewall will display an alert if it detects you are connected to the Internet through an unsecured network
(Default=Enabled). The drop-down options allow you to select the conditions under which you want alerts to be displayed:

Enable Trustconnect alerts | Unsecured Wireless Metworks Only '.|

Unsecured Wirsless Metwaorks Only
Public and Unsecured Wireless Metworks

[¢] Turn traffic animation effects

*  Unsecured Wireless Networks Only (Defaulf) - TrustConnect alerts are displayed only if you are
connecting to an unencrypted wireless network.

e Public and Unsecured Wireless Networks only - TrustConnect alerts are displayed whenever you
connect to a public wireless network irrespective of whether the connection is encrypted

You will be alerted and offered the opportunity to secure the connection via the following notification:
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COMODO rietwork Detected

Warning!
Yfour computer has joined an unsecured wireless network!
Metwork: Wireless: 192.168.43.24/24

In an unsecured wireless network, your communication is visible to everyone in the
same network

Secure communication with TrustConnect

Choose ifyouwantto use TrustConnect to encrpt your traffic between you
and the Internet

Choose ifyou do notwish to use TrustCaonnect to encrypt vour traffic
hetween you and the Internet

D Continue Unsecured

] Do not show this alert again

*  Turn traffic animation effects on - By default, the Comodo Internet Security's 'Shield' tray icon displays a small
animation whenever traffic moves to or from your computer.

If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield. Similarly, for
inbound traffic you can see yellow arrows moving down the left hand side. This provides a very useful indicator of the
real-time movement of data in and out of your computer. Clear this check box If you would rather not see this
animation (Default = Enabled).

*  Create rules for safe applications - Comodo Firewall trusts the applications if:

»  The application/file is included in the Trusted Files list under File Rating Settings;
e The application is from a vendor included in the Trusted Software Vendors list under File Rating Settings;
e The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create "allow' rules for safe applications. This helps saving the resource usage,
simplifies the rules interface by reducing the number of 'Allowed' rules in it, reduces the number of pop-up alerts and is
beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically
generate the 'Allow' rules. These rules are listed in the Application Rules interface. The Advanced users can
edit/modify the rules as they wish (Default = Disabled).

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for 'safe’ files to the rules interface. This
allowed advanced users to have granular control over rules but could also lead to a cluttered rules interface. The constant
addition of these "allow' rules and the corresponding requirement to learn the behavior of applications that are already
considered 'safe" also took a toll on system resources. In version 4.x and above, 'allow' rules for applications considered 'safe’
are not automatically created - simplifying the rules interface and cutting resource overhead with no loss in security. Advanced
users can re-enable this setting if they require the ability to edit rules for safe applications (or, informally, if they preferred the
way rules were created in CIS version 3.x).

»  Set alert Frequency level - Enabling this option allows you to configure the amount of alerts that Comodo Firewall
generates, from the drop-down. It should be noted that this does not affect your security, which is determined by the
rules you have configured (for example, in 'Application Rules' and 'Global Rules'). For the majority of users, the
default setting of 'Low' is the perfect level - ensuring you are kept informed of connection attempts and suspicious
behaviors whilst not overwhelming you with alert messages. (Default=Disabled)
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1 traffic animation effects an

Create rules for safe applications

Set alert frequency level | Lo -
Set new on-screen alert time e RO socs
Hinh
Medium
ter IPVE traffic Lo
Wy Loy

The options available are:

Very High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP
and UDP protocols on specific ports and for specific IP addresses, for an application. This setting provides
the highest degree of visibility to inbound and outbound connection attempts but leads to a proliferation of
firewall alerts. For example, using a browser to connect to your Internet home-page may generate as many
as 5 separate alerts for an outgoing TCP connection alone.

High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP and
UDP protocols on specific ports for an application.

Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP and UDP
protocols for an application.

Low: The firewall shows alerts for outgoing and incoming connection requests for an application. This is the
setting recommended by Comodo and is suitable for the majority of users.

*  Very Low: The firewall shows only one alert for an application.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that you have not
(yet) decided to trust. For example, you could specify a very high alert frequency level, but not receive any alerts at all
if you have chosen to trust the application that is making the connection attempt.

*  Set new on-screen alert time out to: Determines how long the Firewall shows an alert for without any user
intervention. By default, the timeout is set at 120 seconds. You may adjust this setting to your own preference.
Advanced Settings

Comodo Firewall features advanced detection settings to help protect your computer against common types of denial of service
(DoS) attack. When launching a denial of service or 'flood" attack, an attacker bombards a target machine with so many

connection requests that your computer is unable to accept legitimate connections, effectively shutting down your web, email,
FTP or VPN server.

«  Filter IP v6 traffic - If enabled, CIS will filter IPv6 network traffic in addition to IPv4 traffic.(Default = Disabled).

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace Internet Protocol Version 4 (IPv4).
The move is primarily driven by the anticipated exhaustion of available IP addresses. IPv4 was developed in 1981 and is still
the most widely deployed version - accounting for almost all of today's Internet traffic. However, because IPv4 uses 32 bits for
IP addresses, there is a physical upper limit of around 4.3 billion possible IP addresses - a figure widely viewed as inadequate
to cope with the further expansion of the Internet. In simple terms, the number of devices requiring IP addresses is in danger of
exceeding the number of IP addresses that are available. This hard limit has already led to the development of 'work-around'

solutions such as Network Address Translation (NAT), which enable multiple hosts on private networks to access the Internet
using a single IP address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique addresses) and is viewed as the only realistic,
long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are not present in IPv4 -
including greater security, improved support for mobile devices and more efficient routing of data packets.
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»  Filter loopback traffic: CIS can filter the loopback network traffic applied for testing the transmission or transportation
infrastructure. Disable this option if you do not want the loopback traffic to be filtered. (Default = Enabled).

»  Block Fragmented IP traffic - When a connection is opened between two computers, they must agree on a
Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a router with an
MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the network over which it must
be sent, it is divided into smaller 'fragments' which are each sent separately. Fragmented IP packets can create
threats similar to a DOS attack. Moreover, these fragmentations can double the amount of time it takes to send a
single packet and slow down your download time (Default = Disabled).

* Do protocol Analysis - Protocol Analysis is key to the detection of fake packets used in denial of service attacks.
Checking this option means Comodo Firewall checks every packet conforms to that protocols standards. If not, then
the packets are blocked (Default = Disabled).

»  Enable anti-ARP spoofing - A gratuitous Address Resolution Protocol (ARP) frame is an ARP Reply that is broadcast
to all machines in a network and is not in response to any ARP Request. When an ARP Reply is broadcast, all hosts
are required to update their local ARP caches, whether or not the ARP Reply was in response to an ARP Request they
had issued. Gratuitous ARP frames are important as they update your machine's ARP cache whenever there is a
change to another machine on the network (for example, if a network card is replaced in a machine on the network,
then a gratuitous ARP frame informs your machine of this change and requests to update your ARP cache so that data
can be correctly routed). However, while ARP calls might be relevant to an ever shifting office network comprising
many machines that need to keep each other updated , it is of far less relevance to, say, a single computer in your
home network. Enabling this setting helps to block such requests - protecting the ARP cache from potentially malicious
updates (Default = Disabled).

6.2.3.2. Application Rules

Overview of Rules and Rulesets

Whenever an application makes a request for Internet or network access, Comodo Firewall allows or denies this request based
upon the Firewall Ruleset that has been specified for that application. Firewall Rulesets are, in turn, made up from one or more
individual network access rules. Each individual network access rule contains instructions that determine whether the application
should be allowed or blocked; which protocols it is allowed to use; which ports it is allowed to use and so forth.

‘:DMEDD Advanced Seftings

Aoplication Fules

 folcreing Tirewsall appication rees are actre an his computer

The application’s

name is listed directly | appiicaion Treat As o=
above the rules applied | 5 . i
1o it

o Aligw Syslarn To Send Regquesis  The Terget

o Allow Sysiern To Receive Requests if The Sen

/-

The rule applied to an
application determines || = = covono e secuiy | Ouigoing Only

its network access rights ¥ Allow A Outgaing Requests
@ Block and Loy &1 Uamatching Fes Juesis I

o |
= . : 8 CPmgram FilesyCOM0 DD ragond 1y Custom
Each ruleset is derived - S dlidrivet st i
from atleast one bhut lISllally ] B & cPmgram Files\OMOD0U: sDagonticadragon_w. . Custom
a combination of individually |1 @ & ¢ Fugan e Opeiosmn s
Cﬁ“ﬁﬂllrﬂhl& rllIES | o Allow Access to Loophack Tone b
&\ ¥ Allow Outgoing HTTP Requests Name of the
| | aiow dugoing FF Requests | pre-defined ruleset

@:mMm

o Aliow Outgoing FTP-PASY Requasts
-~

The first column, Application, displays a list of the applications on your system for which a Firewall ruleset has been deployed.
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If the application belongs to a file group, then all member applications assume the ruleset of the file group. The second column,
Treat as, column displays the name of the Firewall ruleset assigned to the application or group of applications in column one.

You can use the search option to find a specific name in the list.

To use the search option, click the search icon lgl at the far right in the column header.
| ~ Applicati... Q S=sarch x |Z| |E|
Application | _ _ i
000 Internet Security Clutgoing Cinly
Treat As

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the name of the item as per the selected criteria in the search field.

e Click the right or left arrow at the far right of the column header to begin the search.

«  Clickthe * icon in the search field to close the search option.

General Navigation:

Clicking the handle at the bottom center of the interface opens an option panel with the following options:

PN | PR " T bt
L ] ‘ r.4 ‘ x ‘ ! | ‘ ' B ‘ A2
Add Edit Remove | Move Up 5'1,:',:3:,‘?.' Purge

b d

R mm—m——m—m—ww=

e Add - Allows the user to Add a new Application to the list then create it's ruleset. See the sections 'Creating or
Modifying Firewall Rules' and 'Adding and Editing a Firewall Control Rule".

«  Edit - Allows the user to modify the Firewall rule or ruleset of the selected application. See the sections 'Creating
or Modifying Firewall Rules' and 'Adding and Editing a Firewall Rule'.

¢ Remove - Deletes the selected ruleset.

*  Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually installed
on the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

If you wish to modify the firewall ruleset for an application:

*  Double click on the application name to begin 'Creating or Modifying Firewall Rules'

»  Select the application name click the handle at the bottom right and choose 'Edit' from the options to begin
'Creating or Modifying Firewall Rules’

If you wish to modify an individual rule within the ruleset:

*  Double click on the specific rule to begin 'Adding and Editing a Firewall Rule’

*  Select the specific rule and click the handle at the bottom center and choose 'Edit' from the options to begin
'Adding and Editing a Firewall Rule'

Users can also re-prioritize rulesets by clicking the handle at the bottom center and select 'Move Up' or 'Move Down' from the
options.

Although each ruleset can be defined from the ground up by individually configuring its constituent rules, this practice would be
time consuming if it had to be performed for every single program on your system. For this reason, Comodo Firewall contains a
selection of predefined rulesets according to broad application category. For example, you may choose to apply the ruleset 'Web
Browser' to the applications like 'Internet Explorer', 'Firefox' and 'Opera’. Each predefined ruleset has been specifically designed
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by Comodo Firewall to optimize the security level of a certain type of application. Users can, of course, modify these predefined
rulesets to suit their environment and requirements. For more details, see Predefined Rule Sets.

*  See Application Rule interface for an introduction to the rule setting interface
»  See Creating and Modifying Firewall Rulesets to learn how to create and edit Firewall rulesets

»  See Understanding Firewall Rules for an overview of the meaning, construction and importance of individual
rules

*  See Adding and Editing a Firewall Rule for an explanation of individual rule configuration

Application Rule interface

Firewall rules can be added/modified/removed and re-ordered through the Application Rule interface. Any rules created using
Adding and Editing a Firewall Rule is displayed in this list.

The Application Rule interface is displayed when you click 'Add' or 'Edit' from the options in 'Application Rules' interface.

COMODO Application Rule

Mame: | C:\Program Files\Mozila Firefox\firefox.exe | Erowse v|

7 Use Fuleset | |

@ Use a Custom Ruleset | Copy from v|

Rules |f_l|

v Allow Access to Loopback Zone

v Allow Outgoing HTTP Reguests

v Allow Outgoing FTP Reguests

v Allow Outgoing FTP-PASY Reguests

v Allow Outgoing DMNS Reguests

s I R O R O |

@ EBlock and Log All Unmatching Reguests

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type to be filtered (see
Understanding Firewall Rules for more information). If there are a number of rules in the list relating to a packet type then one
nearer the top of the list is applied.

Users can also re-prioritize rulesets by clicking the handle at the bottom center and select 'Move Up' or 'Move Down' from the
options. To begin creating Firewall rulesets, first read 'Overview of Rules and Rulesets' then 'Creating and Modifying
Firewall Rulesets'

You can use the search option to find a specific rule in the list.

[sY

To use the search option, click the search icon '—' at the far right in the column header.
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e Click the chevron on the left side of the column header and select the search criteria from the drop-down.
*  Enter partly or fully the name of the item as per the selected criteria in the search field.

»  Click the right or left arrow at the far right of the column header to begin the search.

+  Clickthe # icon in the search field to close the search option.

Creating and Modifying Firewall Rulesets

To begin defining an application's Firewall ruleset, you need take two basic steps.
»  Step 1- Select the application that you wish the ruleset is to be applied.
»  Step2 - Configure the rules for this application’s ruleset.

Step 1 - Select the application that you wish the ruleset is to be applied

If you wish to define a ruleset for a new application ( i.e. one that is not already listed) then click the handle from the Application
Rules interface and select 'Add' from the options. This brings up the 'Application Rule' interface shown below:

COMODO Application Rule

Marne: | Erowise "|

O Use Ruleset: | Weh Browser v.|

@ Use a Custom Ruleset | Copy from v|

Rules |§| i

Cancel

Because this is a new application, the 'Application Path' field is blank. (If you are modifying an existing ruleset, then this interface
shows the individual rules for that application's ruleset).

¢ Click 'Browse' button.
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|- Browyse -

| File Groups 4 Executables |
Files All Applications
Running Processes Important FilesiFolders

Web Broveser Data Folders
Windows Updater Applications
Windows Systern Applications
Temporary Files

COMODO FilesiFolders
COMOD0 nternet Security
Startup Folders

Windows Management

ard Party Protocal Drivers

You now have 3 methods available to choose the application for which you wish to create a ruleset - File Groups; Files and
Running Processes and

i.  File Groups - choosing this option allows you to create firewall ruleset for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a Firewall Ruleset for any file that
attempts to connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such
categories available include 'Windows System Applications', 'Windows Updater Applications', 'Start Up
Folders' etc - each of which provide a fast and convenient way to apply a generic ruleset to important files
and folders. To view the file types and folders that are affected by choosing one of these options, you need to
visit the 'Protected Files' of Comodo Internet Security by navigating to: Advanced Settings > Security
Settings > Defense+ > HIPS > File Protection> Protected Files and clicking the handle from the bottom
center > Groups. For more details on file groups, refer to the section File Groups.

ii. Files - this option is the easiest for most users and simply allows you to browse to the location of the
application for which you want to deploy the firewall ruleset. In the example below, we have decided to
create a firewall ruleset for the Opera web browser.
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Iy defaulks
Elextra
Bgstreamer
IChlocale
[fi'lmapi

I pluginerapper
ICaprogram
ICaregion
Iskin
IChsbvles

Bui
c3nfarm,wxml

‘%] D30 Compiler_43.dl

encoding

files., sig
files_nld,sig
htrmlS_entity_init
htrl40_entities. ded
Igj] [mgrode

mathrrl. dkd
(Viopera;
%] opera.di

i
=l

}Dperaprefs_default
pubsuffix

opera_inskall_log

ool
=i

File name: ||:-|:|era b | Open
Files of type: |.-i‘-.II files [*.%) by | [ Cancel ]

[] Open as read-only

ii. Running Processes - as the name suggests, this option allows you to create and deploy firewall ruleset for

any process that is currently running on your PC.
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=] E cis.Exe
E cis.exe

= E SEFViCEs, Bxe

= E svchost, exe
E wauclk, exe

= E svchost, exe
E WIMIPEY 52, EXE
E LUnsecapp, exe

E svchost. exe

E launcher_service exe

E WifiSw . exe

E svchost. exe

E svchost. exe

E ars,exe

E spoolsy, exe
bvnserver exe
%=

E dragon_updater .exe

= Idle
= Syskem

= [ smss.exe

You can choose an individual process (shown above) or the parent process of a set of running processes. Click 'OK' to
confirm your choice.

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's Firewall Ruleset.

Step 2 - Configure the rules for this application's ruleset

There are two broad options available for creating a ruleset that applies to an application - Use a Predefined Ruleset or Use a
Custom Ruleset.

* Use a Predefined Ruleset - Selecting this option allows the user to quickly deploy a existing ruleset on to the
target application. Choose the ruleset you wish to use from the drop-down menu. In the example below, we have
chosen "Web Browser' because we are creating a ruleset for the 'Opera’ browser. The name of the predefined
ruleset you choose is displayed in the Treat As column for that application in the interface (Default = Disabled).
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cCOMODO Application Fule

Marme: | C:A\Program Files\Operaiopera.exe | | Brovse v|

® Use Fuleset: | Weh Browser v

YWeb Browser

() Use a Custom Ruleset
Email Client

[ Rules Ftp Client
' Alloweed Application

Blocked Application
Qutgaing Cnky

Cancel

Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be modified and
defined using the Predefined Rulesets interface. If you require the ability to add or modify rules for an application then you are
effectively creating a new, custom ruleset and should choose the more flexible Use Custom Ruleset option instead.

*  Use a Custom Ruleset - designed for more experienced users, the Custom Ruleset option enables full control
over the configuration of Firewall Ruleset and the parameters of each rule within that ruleset (Default =
Enabled).
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rame: | CAProgram Fles\Operaopera exe | Browse |

) Use Ruleset

(= Use a Custom Ruleset Copy from - |
Ruleset H € web Browser i}
O  Rules - Another Application » Email Clight
[0 + Allow Access to Loopback Zone Ftp Client
Allowed Application
0 « Allow Outgoing HTTP Requests o
Blocked Application
0 « Allow Outgoing FTP Requests Outgoing Only
[0 « Allow Outgoing FTP-PASY Requests
[0+ Allow Outgeing DNS Reguests Selecting "Use a custom Ruleset
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[0 @ Bilock and Log All Unmatching Requests populate the mles window with
the constivent rules of the
predefined rale, In the example

shown, the individual rules fiom
the ‘Web Browser’ policy are
now accessible.
Using this as starting point,
~~ experienced users can add,
re-order, moadify and remove rules
to suit the application

You can create an entirely new ruleset or use a predefined ruleset as a starting point by:

»  Clicking the handle from the bottom right and choosing 'Add' from the options to add individual Firewall rules. See
'Adding and Editing a Firewall Rule' for an overview of the process.

e Use the 'Copy From' button to populate the list with the Firewall rules of a Predefined Firewall Rule.
*  Use the 'Copy From' button to populate the list with the Firewall rules of another application's ruleset.

General Tips:

*  |f you wish to create a reusable ruleset for deployment on multiple applications, we advise you add a new
Predefined Firewall Rules (or modify one of the existing ones to suit your needs) - then come back to this
section and use the 'Ruleset' option to roll it out.

*  |f you want to build a bespoke ruleset for maybe one or two specific applications, then we advise you choose
the 'Use a Custom Ruleset' option and create your ruleset either from scratch by adding individual rules or by
using one of the built-in rulesets as a starting point.

Understanding Firewall Rules

At their core, each Firewall can be thought of as a simple IF THEN trigger - a set of conditions (or attributes) pertaining to a
packet of data from a particular application and an action it that is enforced if those conditions are met.

As a packet filtering firewall, Comodo Firewall analyzes the attributes of every single packet of data that attempts to enter or
leave your computer. Attributes of a packet include the application that is sending or receiving the packet, the protocol it is using,
the direction in which it is traveling, the source and destination IP addresses and the ports it is attempting to traverse. The
firewall then tries to find a Firewall rule that matches all the conditional attributes of this packet in order to determine whether or
not it should be allowed to proceed. If there is no corresponding Firewall rule, then the connection is automatically blocked until
arule is created.
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If the packet of data
meets these conditions... Allow Access to Loopback Zone

| AllowdTCP Out From 1P 192.111.111.111 Tao MAC Any Where Source Port |s 25 .

t ...then the firewall will take this action

The actual conditions (attributes) you see * on a particular Firewall Rule are determined by the protocol chosen in Adding and
Editing a Firewall Rule

If you chose 'TCP", 'UDP" or 'TCP and 'UDP"', then the rule has the form: Action |Protocol | Direction |[Source Address |
Destination Address | Source Port | Destination Port

If you chose 'ICMP', then the rule has the form: Action |Protocol | Direction | Source Address | Destination Address | ICMP
Details

If you chose 'IP', then the rule has the form: Action | Protocol | Direction | Source Address | Destination Address | IP
Details

e Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow', '‘Block' or
'ASk'.**

*  Protocol: States the protocol that the target application must be attempting to use when sending or receiving packets
of data. The rule shows 'TCP', 'UDP', 'TCP or UDP', 'ICMP' or 'IP'

»  Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule shows 'In’, 'Out'
or 'In/Out'

»  Source Address: States the source address of the connection attempt. The rule shows 'From' followed by one of the
following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address

»  Destination Address: States the address of the connection attempt. The rule shows 'To' followed by one of the
following: IP, IP range, IP Mask, Network Zone, Host Name or Mac Address

*  Source Port: States the port(s) that the application must be attempting to send packets of data through. Shows
'Where Source Port Is' followed by one of the following: 'Any', 'Port #', 'Port Range' or 'Port Set'

»  Destination Port: States the port(s) on the remote entity that the application must be attempting to send to. Shows
'Where Source Port Is' followed by one of the following: 'Any', 'Port #', 'Port Range' or 'Port Set'

* ICMP Details: States the ICMP message that must be detected to trigger the action. See Adding and Editing a
Firewall Rule for details of available messages that can be displayed.

» |P Details: States the type of IP protocol that must be detected to trigger the action: See Adding and Editing a
Firewall Rule to see the list of available IP protocols that can be displayed here.

Once arule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and take the specified
action if the conditions are met. Users should also see the section 'Global Rules' to understand the interaction between
Application Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full parameters.
See the next section, 'Adding and Editing a Firewall Rule’, for more details.
** If you selected 'Log as a firewall event if this rule is fired' then the action is postfixed with 'Log'". (e.g. Block & Log)

Adding and Editing a Firewall Rule

The Firewall Rule Interface is used to configure the actions and conditions of an individual Firewall rule. If you are not an
experienced firewall user or are unsure about the settings in this area, we advise you first gain some background knowledge by
reading the sections 'Understanding Firewall Rules', 'Overview of Rules and Policies' and 'Creating and Modifying
Firewall Rulesets'
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COMODO Firewall Rule

Action: | Allow

Protocol: |TCF' or LUDP

Direction: ||N or OUT

Description:

J Source Address l Destination Address } Source Port Destination Port

Type: |Ar‘|*_.,.f Address

i=]|

General Settings

e Action: Define the action the firewall takes when the conditions of the rule are met. Options available via the drop
down menu are 'Allow' (Default), 'Block’ or 'Ask’.

*  Protocol: Allows the user to specify which protocol the data packet should be using. Options available via the drop
down menu are 'TCP', 'UDP', 'TCP or UDP' (Default), 1CMP' or 'IP" .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

»  Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop
down menu are 'In', 'Out' or 'In/Out’ (Default).

* Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log viewer
whenever this rule is called into operation. (i.e. when ALL conditions have been met) (Default = Disabled).

*  Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's
intended purpose. ('Allow Outgoing HTTP requests'). If you create a friendly name, then this is displayed to represent
instead of the full actions/conditions in the main Application Rules interface and the Application Rule interface.

Protocol
i. TCP', 'UPD or 'TCP or UDP'

If you select 'TCP', 'UPD' or 'TCP or UDP"' as the Protocol for your network, then you have to define the source and
destination IP addresses and ports receiving and sending the information.
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Source Port Destination Port

Destination Address 1

Source Address l

Type: | Any Address e
any Address

Hosk Marne

IPw4 Address Range
IPw4 Single Address
IPw4 Subnet Mask
IPvé Single Address
IPwE Subnet Mask
MAC Address

Metwork Zone

Source Address and Destination Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to
an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a hamed host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

9. You can choose an entire network zone by selecting Zone .This menu defaults to Local Area Network. But
you can also define your own zone by first creating a Zone through the 'Network Zones' area.

»  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable. For example, if you are
creating an Allow rule and you check the Exclude box in the Source IP tab and enter values for the IP range,
then that IP range is excluded. You have to create a separate Allow rule for the range of IP addresses that
you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.
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Description:

Destination Port

Source Address 1 Destination Address H Source Pont ]

Type: | Any b
& Pork Range Q
A et of Porks
& Single Pork
Ay

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port numbers from
the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the From and To
list.

4. You can choose a predefined Port Set by choosing A Set of Ports. If you wish to create a port set then
please see the section 'Port Sets'.

i. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in the 'ICMP
Details' tab alongside the Destination Address tabs. The last two tabs are configured identically to the explanation
above. You cannot see the source and destination port tabs.

e |CMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to announce
network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly for performing traces
and pings. Pinging is frequently used to perform a quick test before attempting to initiate communications. If you are
using or have used a peer-to-peer file-sharing program, you might find yourself being pinged a lot. So you can create
rules to allow / block specific types of ping requests. With Comodo Firewall you can create rules to allow/ deny
inbound ICMP packets that provide you with information and minimize security risk.
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Source Address } Destination Address H ICMP Details l

Message: | Any v

Zuskom

Ay

ICMP Echo Request

ICMP Echo Reply %
ICMP Met Unreachable

ICMP Host Unreachable

ICMP Protocol Unreachable
ICMP Port Unreachable

ICMP Tirme Exceeded

ICMP Source Quench

IZMP Fragmentation Meeded

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic originated and
destination IP is the IP address of the computer that is receiving packets of information.

2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies the type,
that is, the format of the ICMP message.
When you select a particular ICMP message , the menu defaults to set its code and type as well. If you
select the ICMP message type 'Custom' then you are asked to specify the code and type.

iii. 1P
When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP Details' tab

alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to the
explanation above. You cannot see the source and destination port tabs.
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Description:

Destination Address H IP Details l

Source Address }

IP Protocal: | Any b

Zuskom

Ay
TCP %
UDP
ICHP
TGP
Raw IF
PUP
GaEP
GRE
RIYP
IEMPwE

e IP Details
Select the types of IP protocol that you wish to allow, from the ones that are listed.

6.2.3.3. Global Rules

Unlike Application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules are applied to
all traffic traveling in and out of your computer.

Comodo Firewall analyzes every packet of data in and out of your PC using combination of Application and Global Rules.

*  For Outgoing connection attempts, the application rules are consulted first and then the global rules second.
»  For Incoming connection attempts, the global rules are consulted first and then the application rules second.

Qutgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to Comodo Firewall
the outside is Application Rules Incoming Traffic
filtered by the Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is fittered
bw the global rules
' Other Computers/ first and then by the
Internet websites etc application rules
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Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your system.
Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to the packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

*  The Global Rules panel, accessible by clicking Security Settings > Firewall > Global rules tab from the Advanced tasks
interface, allows you to view, add and manage the rules

COMODO advanced Settings

g slobal Rules

The fallowing global rules are active on this computer:

[0 Rules Q
' Allow IP Out From MAC Any To MAC Any Where Protocol Is Any
" Allow ICMP In From MAC Any To MAC Any Whare ICMP Message |s FRAG

' Allow ICMP In From MAC Any To MAC Any Where ICMP Message |s TIME

@ Block IP In From MAC Any To MAC Any Where Protocol Is Any

You can use the search option to find a specific rule in the list.

Q

To use the search option, click the search icon at the far right in the column header.

~ Rules | Q Sesch x <[>
Rules |

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the name of the item as per the selected criteria in the search field.

»  Click the right or left arrow at the far right of the column header to begin the search.

«  Clickthe * icon in the search field to close the search option.

General Navigation:

Clicking the handle at the bottom center of the interface opens an option panel with the following options:
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*  Add - Allows you to add a new global rule. See the section 'Adding and Editing a Firewall Rule' for guidance
on creating a new rule.

«  Edit - Allows you to modify the selected global rule. See the section 'Adding and Editing a Firewall Rule' for
guidance on editing a new rule.

¢ Remove - Deletes the selected rule.

*  Purge - Runs a system check to verify that all the applications for which rules are listed are actually installed on
the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add..." button on the
right. To edit an existing global rule, right click and select 'edit'.

»  See Application Rules for an introduction to the rule setting interface.
»  See Understanding Firewall Rules for an overview of the meaning, construction and importance of individual rules.

e See Adding and Editing a Firewall Rule for an explanation of individual rule configuration.

6.2.3.4. Firewall Rule Sets

As the name suggests, a firewall Ruleset is a set of one or more individual Firewall rules that have been saved and which can be
re-deployed on multiple applications. This section contains advice on the following:

e Predefined Rulesets
*  Creating a new ruleset

The Predefined rulesets interface can be accessed by clicking Security Settings > Firewall > Rulesets from the ‘Advanced
Settings' interface.
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D Fulesets

The following rulesets are defined on this computer:

[l Ruleset Name
Web Browser
Email Client
Ftp Client
Allowed Application
Blocked Application

Cutgoing Only

Cancel

You can use the search option to find a specific ruleset in the list.

Q

To use the search option, click the search icon at the far right in the column header.

~ Ruleset Na... | Q S=a+h x| <[>
Fuleset Hame

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the name of the item as per the selected criteria in the search field.

e Click the right or left arrow at the far right of the column header to begin the search.

«  Clickthe * icon in the search field to close the search option.

Predefined Rulesets

Although each application's firewall ruleset could be defined from the ground up by individually configuring its constituent rules,
this practice may prove time consuming if it had to be performed for every single program on your system. For this reason,
Comodo Firewall contains a selection of predefined rulesets according to broad application category. For example, you may
choose to apply the ruleset 'Web Browser' to the applications 'Internet Explorer', 'Firefox' and 'Opera’. Each predefined ruleset
has been specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of course,
modify these predefined policies to suit their environment and requirements. (for example, you may wish to keep the 'Web
Browsers' name but wish to redefine the parameters of it rules).

Creating a new ruleset

You can create new rulesets with network access control rules customized as per your requirements and can roll out them to

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 346



Creating Trust Online®

Comodo Internet Security 6.:_31_’_;____User"GU'i"d_éf coMODO

.-’/’ :

required applications while creating Firewall ruleset for the applications individually.

To add a new Ruleset

e (Click the handle from the bottom center and select 'Add' from the options

COMODO Firewall Ruleset

Mame: | Rileset for Opera

Lse Ruleset:

@ Use a Custom Ruleset |W|
[0 @ Rules |§| |
] v Allow Access to Loopback fone
O & Allow And Log TGP Or UDP In/Out Fram 1P 192111111111 To MAC Any ¥Wh...
O « Allow Outgoing DNS Requests
O @ Block and Log All Unmatching Requests

*  Asthis is a new ruleset, you need to name it in the text field at the top. It is advised that you choose a name that
accurately describes the category/type of application you wish to define the ruleset for. Next you should add and
configure the individual rules for this ruleset. See 'Adding and Editing a Firewall Rule' for more advice on this.

Once created, this ruleset can be quickly called from 'Use Ruleset' when creating or modifying a Firewall ruleset.
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cCOMODO Application Fule

Marme: | C:\Program Fles\Operatopera.exe | | Brovse v|

® Use Fuleset | weh Browser -
) Use a Custom Ruleset Wieh Browser

Ermail Client
| Rules Ftp Client

Allwed Application
Blocked Application

Cancel

To view or edit an existing predefined Ruleset
¢ Double click on the Ruleset Name in the list

or

e Select the Ruleset Name, click the handle from the bottom center and select Edit from the options
»  Details of the process from this point on can be found here.

6.2.3.5. Network Zones

The Network Zones panel allows you to:
»  Define network zones that are trusted, and to specify access privileges to them
»  Define network zones that are untrusted, and to block access to them

The Network Zones panel can be accessed by clicking Security Settings > Firewall > Network Zones from the ‘Advanced
Settings' interface.
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@ Metwork Zones

The tollowing network Zones are defined on this computer.

Metwork Zones Blocked Zones

Zone Name

Bl & Loopback Zone

B E Work #

1 3 Public #

Cancel

The panel has two tabs:
*  Network Zones - Allows you to define network zones and to allow access to them for applications, with the access
privileges specified through Application Rule interface. Refer to 'Creating or Modifying Firewall Rules' for more
details.

*  Blocked Zones - Allows you to define trusted networks that are not trustworthy and to block access to them.

6.2.3.5.1. Network Zones

A'Network Zone' can consist of an individual machine (including a single home computer connected to Internet) or a network of
thousands of machines to which access can be granted or denied.

Background Note: A computer network is a connection between computers through a cable or some type of wireless
connection. It enables users to share information and devices between computers and other users within the network.
Obviously, there are certain computer networks where you need to grant access to, including your home or work network.
Conversely, there may be other networks where you want to restrict communication with - or even block entirely.
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@ Mebwiork Zones

The following network zones are defined on this cornputer.

H Network Zones ] Blocked fones

Zone Name
£ @ Loopback Zone
B work #1

C1 E Public #1

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone. This area
allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access from the 'Manage Network Connections'
interface (An example would be your home computer or network).

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones' interface. (An
example would be a known spyware site).

Note 4: An application can be assigned specific access rights to and from a network zone when defining an Application Rule.
Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.

Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc) once you connect to them.
This can be disabled by deselecting the option 'Enable automatic detection of private networks' in the Firewall Settings panel.

Defining a new Network Zone

To add a new network zone:
e Step 1- Define a name for the zone.

«  Step 2 - Select the addresses to be included in this zone.
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Step 1 - Define a name for the zone

1. Click the handle from the bottom center select 'Add' > 'New Network Zone'.

S
+ ‘ R4 ‘ x
Add Edit Remove
| Mewy Metwork Zone |

Mew Address \[b

A dialog box will appear, prompting you to specify a name for the new zone.

2. Choose a name that accurately describes the network zone you are creating.
COMODO netwaork Zone

£one Mame

|Mﬁ,f Horne

[] Public Metwark

3. Select the checkbox 'Public Network' if you are defining a network zone for a network in a public place, for example,
when you are connecting to a Wi-Fi network at an airport, restaurant efc., so that Comodo Firewall will optimize the
configuration accordingly.

4.  Click 'Apply' to confirm your zone name.

This adds the name of your new zone to the Network Zones list.
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@ Metworl: Zones

The following network zones are defined on this computer.

Blocked Zones

H Network Zones ]
Zone Name
0 @ Loopback Zone
1 & work #
] & Public #

£ & My Home

Step 2 - Select the addresses to be included in this zone

1. Select the network name, click the handle at the bottom center and choose 'Add' > 'New Address' from the options or
click the + button beside the new network zone name and double click on '(add addresses here)'

The 'Address' dialog allows you to select an address from the Type drop-down box shown below (Default = Any
Address). The Exclude check box will be enabled only if any other choice is selected from the drop-down box.

COMODO :rddress

Ay Address
any Address

Host Marne
IPyw4 Address Range
IPv4 Single Address

IPv4 Subnet Mask
IPvé Single Address
IPw Subnet Mask
MAC Address

Select Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to
an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.
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2. You can choose a hamed host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

6.  You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

»  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.
2. Click 'OK" to confirm your choice.
3. Click 'OK"in the 'Network Zones' interface.

The new zone now appears in the main list along with the addresses you assigned to it.
Once created, a network zone can be:

e Quickly called as 'Zone' when creating or modifying a Firewall Ruleset

LA T,

Source Port Destination Port

Source Address ] Destination Address 1

(] Exclude {i.e. MOT the choise below)

Type: |Nehﬂmrk Fone w
fone w
Loopback, Zone
Work, #1
Public #1
My Horre .
b

*  Quickly called and designated as a blocked zone from the 'Blocked Zones' interface
To edit the name of an existing Network Zone

1. Select the name of the zone in the list (e.g. My Home), click the handle at the bottom center and choose 'Edit' from the
options or double click on the network zone name.
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COMOD O network Zone

£one Mame

|Mﬁ,f Horne

[] Public Metwark

g=]|

2. Edit the name of the zone.
To add more addresses to an existing Network Zone
e Select the network name, click the handle at the bottom center and choose 'Add > A new Address' from the
options
e Add new address from the 'Address' interface.

To modify or change the existing address in a zone

e Click the + button beside the network zone name to expand the addresses

«  Double click on the address to be edited or select the address, click the handle from the bottom center and
choose Edit from the options

e Edit the address from the 'Address’ interface.

6.2.3.5.2. Blocked Zones

A computer network enables users to share information and devices between computers and other users within the network.
Obviously, there are certain computer networks that you need to 'trust' and grant access to - for example your home or work
network. Unfortunately, there may be other, untrustworthy networks that you want to restrict communication with - or even block
entirely.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and 'Application Rules'
before blocking zones using this interface.
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@ Metwiork Zones

The fallowing network zones are defined on this computer.

H Network fones [ Blocked Zones

Jone Name

(| Hotel Stale Food

The 'Blocked Network Zones' tab allows you to:

« Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked
* Deny access to a specific network by manually defining a new blocked zone

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using 'New blocked address..."

Note 2: You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP addresses). You need
to use 'Network Zones' if you want to change the settings of existing zones.

To deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

1. Click the handle from the bottom center and choose 'Add' > 'Network Zones' from the options

2. Select the particular zone you wish to block.

S
L ‘ r.d ‘ x
Add Edit Femowe
Metwark Zones ¥ Loophack Fone
Mew Blocked Address Wiork 21

' Hotel Stale Foo

The selected zone will appear in the 'Blocked Zones' interface.
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@ Metwork Zones

The following network zones are defined an this computer.

Name of the

H Network Zones [ Blocked Zones
Blocked Network Zone

Zone Name

IP Address(es) that are ) Hotel Stale Food
associated with the %
Blocked Zone e IP1S2168.111.111

You can modify these
settings only under
‘Network Zones' tab

3. Click 'OK" to confirm your choice. Al traffic intended for and originating from computer or devices in this zone are now
blocked.

To deny access to a specific network by manually defining a new blocked zone

1. Click the handle from the bottom center and choose 'Add' > 'New Blocked Address' from the options.

The Address dialog will appear. The 'Address' dialog allows you to select an address from the Type drop-down box shown below
(Default = Any Address).

COMODO :rddress

Ay Address
any Address

Hast Mame
IPv4 Address Range
IPyw4 Single Address

IPw4 Subnet Mask,

IPv& Single Address
IPwa Subnet Mask,

mMaC Address

Select Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to
an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.
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3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

»  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.

2. Select the address to be blocked and click OK

The address(es) you blocked will appear under the 'Blocked Zones' tab. You can modify these addresses at any time
by selecting the entry and clicking 'Edit'.

3. Click 'OK"in 'Network Zones' interface to confirm your choice. All traffic intended for and originating from computer or
devices in this zone are now blocked.

6.2.3.6. Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple Application
Rules and Global Rules.

e The Port Sets panel enables you to view and manage pre-defined port sets and t add new port sets

*  The Port Sets panel can be accessed by clicking Security Settings > Firewall > Portsets from the Advanced Tasks
interface
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COMODO advanced Settings

W Portsets

The following portsets are defined on this computer.

Portset
Bl © HTTP Pons
443

5080

Bl @ POPHSMTP Pors

110
L. 143
L. 993
595
455
587

£ & Privileged Ports

Cancel

The Port Sets are displayed as a tree structure. Clicking the + button beside the port set name expand the list of ports
defined in it. The default port sets shipped with Comodo Internet Security are:

e HTTP Ports: 80, 443 and 8080. These are the default ports for http traffic. Your Internet browser uses this ports
to connect to the Internet and other networks.

e POP3/SMTP Ports: 110, 25, 143, 995, 465 and 587. These are the ports that are typically used by mail clients
like Outlook Express and WinMail for communication using the POP3, SMTP and IMAP protocols.

e Privileged Ports: 0-1023. This set can be deployed if you wish to create a rule that allows or blocks access to
the privileged port range of 0-1023. Privileged ports are so called because it is usually desirable to prevent users
from running services on these ports. Network admins usually reserve or prohibit the use of these ports.

Defining a new Port Set

You can create new portsets and allow access to them for applications, with the access privileges specified through Application
Rule interface. Refer to 'Creating or Modifying Firewall Rules' for more details.

To add a new portset

1. Click the handle from the bottom center of the Portsets interface and select 'Add' from the options. The 'Edit Portset'
dialog will open.
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COMODO cdit Portset

Narme: |Ports for Mail Client

| Ports

2. Enter a name for the new portset in the Name field.

3. Toadd ports to the new portset, click the handle from the bottom center and choose Add from the 'Edit Portset' dialog.

COMODO Fort

[] Exclude (i.e. Not the selection belo)

O Any
® A single port

O Aportrange |

4. Specify the ports to be included in the new portset:

*  Any - to choose all ports;
e Asingle port - Define the port number in the combo box beside;
*  Aport range - Enter the start and end port numbers in the respective combo boxes.
e Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.
5. Click 'OK"in the 'Port' dialog. The ports will be added to the new portset in the 'Edit Portset' interface.
6. Click 'OK"in the 'Edit Portsets' interface to create the new portset.
Once created, a Portset can be:

*  Quickly called as 'A Set of Ports' when creating or modifying a Firewall Ruleset
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Description:

Destination Port

Source Address 1 Destination Address H Source Port l

[] Exclude {i.e. MOT the choise below)

Type: |A Set of Ports ha
otart Port: [HTTP Ports A
HTTP Porks
POP3SMTP Porks

Privileged Paorts
Ports For Mail Client

To edit an existing port set
*  Select the portset from the 'Portsets' interface, click the handle from the bottom center and select the 'Edit' from
the options to bring up the 'Edit Portset' dialog.

e The editing procedure is similar to adding the portset explained above.

6.2.4. Manage File Rating

The CIS rating system is a cloud-based file lookup service (FLS) that ascertains the reputation of files on your computer.
Whenever a file is first accessed, CIS will check the file against our master whitelist and blacklists and will award it trusted status
if:

*  The application/file is included in the Trusted Files list;

e The application is from a vendor included in the Trusted Software Vendors list;

e The application is included in the extensive and constantly updated Comodo safelist.

Trusted files are excluded from monitoring by HIPS - reducing hardware and software resource consumption. On the other hand,
files which are identified as malicious will be added to the Blocked Files list and denied all access rights from other processes
or users - effectively cutting them off from the rest of your system. Files which could not be recognized by the rating system are
added to the list of 'Unrecognized Files'. You can review files on the unrecognized list and manually choose to
trust/block/delete them or investigate further by sending them to Comodo for analysis/running another file lookup.

The 'Manage File Rating' area allows you to view and manage the list of Trusted Files and Unrecognized Files. You can also:

»  Add files and executables to Trusted Files list manually;
»  Submit unrecognized files and view the list of files you submitted;
e View and manage Trusted Software Vendor list;

from this area.
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COMODO advanced Settings

G File Rating Seftings

Enable Cloud Lookup (Recommended)

Analyze unknown files in the cloud by Lploading them far instant analysis
Trust applications signed by trusted vendors

[¥] Trust files Installed by trusted installers

Click the following links to jump to the section you need help with:
»  File Rating Settings - Configure settings that govern the overall behavior of file rating.
e Trusted Files - View the list of trusted files and manually add files to it
e Unrecognized Files - View and manage unrecognized items.
*  Submitted Files - View the list of files submitted for analysis to Comodo.

e Trusted Vendors - View the list of trusted software vendors and manually add vendors

6.2.4.1. File Rating Settings

The File Rating Settings panel allows you to configure the overall behavior of File Rating feature of Comodo Internet Security.

+  The File Rating Settings panel can be accessed by clicking Security Settings > File Rating > File Rating Settings tab
from 'Advanced Settings' interface
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COMODO advanced Settings

G File Rating Seftings

Enable Cloud Lookup (Recommended)

Analyze unknown files in the cloud by Lploading them far instant analysis
Trust applications signed by trusted vendors

[¥] Trust files Installed by trusted installers

Enable Cloud Lookup - Allows you to enable or disable File Rating.(Default and recommended =Enabled)

Analyze unknown files in the cloud by uploading them for instant analysis - Instructs CIS to upload files whose
trustworthiness could not be assessed by cloud lookup to Comodo for analysis immediately. The experts at Comodo
will analyze the file and add to the the whitelist or blacklist according to the analysis. (Default =Disabled)

Trust applications signed by trusted vendors - When this option is enabled, CIS will award trusted status to the
executables and files that are digitally signed by vendors in the Trusted Vendors list using their code signing
certificates. Click the words 'trusted vendors' will open the Trusted Vendors panel. (Default =Enabled)

Trust files installed by trusted installers - When this option is enabled, CIS will consider the executable and files
stored by applications that are assigned with Installer or Updater rule under HIPS Rules or the applications. (Default
=Enabled)

6.2.4.2. Trusted Files

Files added to the Trusted Files list are automatically given Defense+ trusted status. If an executable is unknown to the
Defense+ safe list then, ordinarily, it and all its active components generate HIPS alerts when they run. Of course, you could
choose the 'Treat this as a Trusted Application’ option at the alert but it is often more convenient to classify entire directories of
files as 'Trusted Files'.

CIS allows you to define a personal safe list of files to complement the default Comodo safe list.

By adding executables to this list (including sub folders containing many components) you can reduce the amount of alerts that
HIPS generates whilst maintaining a higher level of Defense+ security. This is particularly useful for developers that are creating
new applications that, by their nature, are as yet unknown to the Comodo safe list. Files can be transferred into this module by
clicking the 'Move to' button in the 'Unrecognized Files' area.

The Trusted Files panel can be accessed by clicking Security Settings > File Rating > Trusted Files from the Advanced
Tasks interface
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 Trusted Files

The files below are trusted by the security components and marked as safe.

O

File path Company
= chwindows\system3fsmss exe  Microsoft Corporatian
3 cwindowssysternd2icsrss. exe  Microsoft Corporation
] clwindows\systern3winlog...  Microsoft Corporation
B cwindowsisystem32\senic.. Microsoft Corporation
1 c\windows\system32\sass.exe  Microsoft Corporation
B c\program files\common files\. .. Comodo Securty Solutions Inc

B cwindowsisystern3Zisvchost. . Microgoft Corporation

B cwindowsisysterm32sponlsv.. Microsofi Corporation

(|
O
O
O
O
El
0l
(|
O

A chprogram files\comodoiccme...  Apache Software Foundation

L ]

You can use the search option to find a specific item in the list.

To use the search option, click the search icon a at the far right in the column header.
~ File p... |Q Seach x (<[>
File path
wsisystem3smss Microsoft C
Company

e Click the chevron on the left side of the column header and select the search criteria from the drop-down.
*  Enter partly or fully the name of the item as per the selected criteria in the search field.

»  Click the right or left arrow at the far right of the column header to begin the search.

+  Clickthe # icon in the search field to close the search option.

Clicking the handle at the bottom center of the panel opens the following options:

_I y i g ]
O Bcil® i X 0 Mi..
Add Move to Rermove Purge :
‘ O & c - - d Bi .

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 363



COMODO

Creating Trust Online®

.-’/’

e Add - Allows you to add files to Trusted Files list manually
*  Move - Allows you to move files from Trusted Files list to Blocked Files or Unrecognized Files list
*  Remove - Allows you to remove files from Trusted Files list

*  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at the path
specified. If not, the file is removed, or 'purged’, from the list.

Adding files to Trusted Files list

CIS allows you to add files and executables to the list of Trusted Files so that those files will be given Trusted status. For the files
added manually, it generates a hash or a digest of the file using a pre-defined algorithm and saves in its database. On access to
any file, its digest is created instantly and compared against the list of stored hashes to decide on whether the file has Trusted'
status. By this way, even if the file name is changed later, it will retain its Trusted status as the hash remains same. However you
can also add files by their file names, but if you happen to change the file name later, it looses its ‘Trusted' status.

To add new file(s) to Trusted Files list

¢ Click the handle from the bottom center and choose 'Add'

J i P PR S PR} 11
| + 23 X )
] g C on
Addd Move to Remove PLrge
- - W
Files
Folders {b’

Funning Processes

You can add files to the Trusted Files list by three ways:

»  Files - Allows you to navigate to the file or executable of the program you wish to add.

*  Folders - Allows you to navigate to the folder you wish to add. All the files in the folder will be added to the
"Trusted Files' list.

*  Running Processes - Allows you to select a currently running process. On selecting a process, the parent
application, which invoked the process will be added to 'Trusted Files' list.

»  Click OK for your changes to take effect.

To move an included entry to Unrecognized Files or Blocked Files

»  Select the entry to be transferred out of the 'Trusted Files' list into either Unrecognized Files or Blocked Files. You
can select several entries to be moved at once by marking the check-boxes beside the entries.

e (Click the handle from the bottom center and choose 'Move'

O B cowviNDOWShsystem32isvchost exe Microsoft Cor...
P& C\Program Files\Bluto Force\Bluto Effarts POFEYE 5...
O i C\Fragram FiIesRCnmmnHEIanCnmudmw___ Glavsoft LLC.

O =5 C:‘I. + | ‘ -t ‘ x | ‘ o asoft Cor...
O 5 C:‘I Ldd Move to Remove Purge Insuﬁ Car... =
| UnrecognizedEiles |

| Blocked Fileghj’ H
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e Choose 'Unrecognized Files' or 'Blocked Files' from the drop-down.
»  Click OK for your changes to take effect.
To remove an included entry from the Trusted Files list
»  Select the entry to be removed from the 'Trusted Files' list. You can select several entries to be removed at once by
marking the check-boxes beside the entries.

e Click the handle from the bottom center and choose 'Remove'. The file is only removed from the list and not deleted
from your system.

*  Click OK for your changes to take effect.

6.2.4.3. Unrecognized Files

Once installed, the HIPS watches all file system activity on your computer. Every new executable file introduced to the computer,
is first scanned against the Comodo certified safe files database. If they are not safe, they are added to the 'Unrecognized Files'
for users to review and possibly submit to Comodo. Apart from new executables, any executables that are modified are also
moved to the 'Unrecognized Files' area.

'Unrecognized Files' is specifically important while HIPS is in 'Clean PC Mode'. In Clean PC Mode, the files in 'Unrecognized
Files" are NOT considered clean. For more information, please check 'Clean PC Mode' on the HIPS settings page.

The 'Unrecognized Files' panel displays the list of files added as Unrecognized Files and allows you to assess the pending files
to determine whether or not they are to be trusted. If they are trustworthy, they can be moved to ‘Trusted Files' using the ‘Move
to" button. Similarly, files that are suspicious can be moved to the 'Blocked Files' area.

You can also add files upon which you are suspicious into 'Unrecognized Files' list to check whether the master Comodo safe list
contains more information on them or to submit the files to Comodo for analysis. Experts at Comodo will analyze the files and
add them to global white-list or black-list accordingly.

*  The Unrecognized Files panel can be accessed by clicking Security Settings > File Rating > Unrecognized Files tab
from the Advanced Tasks interface.

COMUD D Advanced Settings

Unrecognized Files

The flles below are not recognized by security components and waiting for
classification

File path Company First Observed Q
@c:\sendemail vhs 107372012 5:10:...

cprogram filestbluto forcet... POPEYE ... 10820126326 .

Cancel
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You can use the search option to find a specific item in the list.

Q

To use the search option, click the search icon ' at the far right in the column header.

' ~ File p... Q Szavh 4 |z }i
E File path ==

Company

am filescuckooiou.

*  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the name of the item as per the selected criteria in the search field.

e Click the right or left arrow at the far right of the column header to begin the search.

+  Clickthe # icon in the search field to close the search option.

Clicking the handle at the bottom center of the panel opens the following options:

S
+ ‘ = 2 b 4 Q ‘ v ® A2
&dd Mowe to - Remowe | Lockup... | Submit  Delete fle' Purge

Cancel

*  Add - Allows you to add files to 'Unrecognized Files' list manually

*  Move - Allows you to move files from 'Unrecognized Files' list to Trusted Files or Blocked Files list

*  Remove - Allows you to remove files from 'Unrecognized Files' list

*  Lookup - Starts the online lookup of selected file with the master Comodo safelist if any details are available
*  Submit - Begins the file submission process.

*  Delete file - Deletes the highlighted file from your computer

*  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at the path
specified. If not, the file is removed, or 'purged', from the list.

To manually add files to 'Unrecognized Files' list

e (Click the handle from the bottom center and choose 'Add'

S
+ ‘ b 4 Q ‘ v e 22
Add Move to | Remove | Lookup... | Subrit | Delete file! Purge
| Files |

Folders ‘[E_")

Running Frocesses

You can add files to the Unrecognized Files list by three ways:
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»  Files - Allows you to navigate to the file or executable of the program you wish to add.

*  Folders - Allows you to navigate to the folder you wish to add. All the files in the folder will be added to the
'‘Unrecognized Files' list.

*  Running Processes - Allows you to select a currently running process. On selecting a process, the parent
application, which invoked the process will be added to 'Unrecognized Files' list.

»  Click OK for your changes to take effect.

To move an included entry to Trusted Files or Blocked Files

»  Select the entry to be transferred out of the 'Unrecognized Files' list into either Trusted Files or Blocked Files. You
can select several entries to be moved at once by marking the check-boxes beside the entries.

e (Click the handle from the bottom center and choose 'Move'

Tt
+ ‘ : 2 x Q ‘ v N 2
Add Move to | Remove | Lookup... | Subrit | Delete file! Purge

| Trusted Files
Blocked F|Ie§l—w)

e Choose 'Trusted Files' or 'Blocked Files' from the drop-down.

»  Click OK for your changes to take effect.

To remove an included entry from the Unrecognized Files list
e Select the entry to be removed from the 'Unrecognized Files' list. You can select several entries to be removed at once
by marking the check-boxes beside the entries.

»  Click the handle from the bottom center and choose 'Remove'. The file is only removed from the list and not deleted
from your system.

»  Click OK for your changes to take effect.

To perform an online lookup for unrecognized files

e Select the files to be checked from the 'Unrecognized Files' list. You can select several entries at once by marking the
check-boxes beside the entries.

*  Click the handle from the bottom center and choose 'Lookup...".

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 367



Creating Trust Online®

Comodo Internet Security 6.?3,;____User'GUi’dféf / coMODO

-

COMODO advanced Settings

Geneara
Unrecognized Files
LTty

Antivirus The files below are not recognized by security components and waiting for
classification.

File path «  Company  First Observed Q
Fireuyall

E ChBluto'\Bluto_Force.exe e e ) P B P
File Rating
B c\Program FilesiCuckoateue... 12.24 2012 02:28 .

Chscriptsikeyboard spy whs 1224 212 02:33
[¥) Trusted Files

gnized

%) submitted Files

Trusted YWendors

S

L | | £ 2 x ‘ @ v e 2]
Al Move to | Remove | Lookup... | Submit  Delete fle' Purge

- -

Comodo servers will be contacted immediately to conduct a search of Comodo's master safe list database to check if any
information is available about the files in question and the results will be displayed.
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COMODO Looku n Files

s o,

C:\Bluto'Bluto_Force.exe

File Name State

keyboard spy whs Unknown
. cuckao_music_converter exe Trusted

Eluto_Force.exe il Bad

® Close

e Ifafileis found to be malicious, it will be indicated as 'Bad' with a red icon. You can move it to Blocked Files.
« Ifthe file is found to be safe, it will be indicated as 'Trusted' with a green icon. You can move it to Trusted Files.

e Ifno information is available, it will be indicated as 'Unknown' with a yellow icon. You can submit the file to Comodo
for analysis.

To manually submit files to Comodo

e Select the entry to be submitted from the 'Unrecognized Files' list. You can select several entries to be sent at once by
marking the check-boxes beside the entries.

»  Click the handle from the bottom center and choose 'Submit'. The file(s) will be immediately sent to Comodo.

You can view the list of files you submitted so far, from the Submitted Files panel.

6.2.4.4. Submitted Files

The Submitted Files panel displays a list of files you have submitted so far for analysis to Comodo.
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COMODO advanced Settings

r' Submitted Files

Path Submitted Submitted As Q

#3 ciprogram files\softonichsofto.. B/11/2013 12:21:33 PM Sandboxed

You can use the search option to find a specific file in the list.

Q

To use the search option, click the search icon at the far right in the column header.

v Path | Q Seach x (<[>
Path i
Submitted As

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the file path or the submitted status as per the selected criteria in the search field.

e Click the right or left arrow at the far right of the column header to begin the search.

«  Clickthe * icon in the search field to close the search option.

Clicking the handle at the bottom center of the panel opens the following options:

X A

Clear Refresh

e Clean - Clears the list
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*  Refresh - Reloads the list to add items that are submitted recently

6.2.4.5. Trusted Vendors List

In Comodo Internet Security, there are two basic methods in which an application can be treated as safe. Either it has to be part
of the 'Safe List' (of executables/software that is known to be safe) OR that application has to be signed by one of the vendors in
the Trusted Software Vendor List'.

From this point:

* |F the vendor is on the Trusted Software Vendor List AND the user has enabled 'Trust Applications signed by
Trusted Vendors' in the File rating Settings panel, THEN the application will be trusted and allowed to run.

* |F the vendor is not on the Trusted Software Vendor List OR the user has not enabled Trust Applications signed by
Trusted Vendors' THEN the application will be sandboxed. If the application in question is an installer then CIS will
generate an elevated privilege alert.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the 'master' Trusted
Software Vendor List that ships to all users with CIS. Details about this can be found at the foot of this page.

The 'Trusted Software Vendors' panel can be opened by clicking Security Settings > File Rating > Trusted Vendors.

COMODO advanced Settings

o,
J. Trusted Yendors

The following software vendors digitalty sign their files and their files are trusted

Vendors (Signer Name in the Code Signing Cenificate) Q —

O

2BnohtSparks Pte Lid

3CX Ltd

A & M. Neuber Software
Sonic Innovations, Inc.

ACD Systems International Inc
ACD Systerns Ltd

AceBIT GmbH

Acelogix Software

O
O
O
O
O
|
U
O
O

Acoustica, Inc

Cancel

You can use the search option to find a specific vendor in the list.

Q

To use the search option, click the search icon at the far right in the column header.

v Vendors (Signer... Q S=arch x| <[>
Vendors (Sigher Mame inthe Cade Signing Cerificate)

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
»  Enter partly or fully the vendor's name in the search field.

»  Click the right or left arrow at the far right of the column header to begin the search.
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«  Clickthe * icon in the search field to close the search option.
Click here to read background information on digitally signing software
Click here to learn how to Add / Define a user-trusted vendor
Software Vendors - click here to find out about getting your software added to the list
Background
Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

i. Content Source: The software they are downloading and are about to install really comes from the publisher
that signed it.

ii. Content Integrity: That the software they are downloading and are about to install has not be modified or
corrupted since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code hasn't
been tampered with - that are are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the company names
you see listed in the first column in the graphic above.

However, companies can't just 'sign’ their own software and expect it to be trusted. This is why each code signing certificate is
counter-signed by an organization called a Trusted Certificate Authority'. '‘Comodo CA Limited' and 'Verisign' are two examples
of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-signature is critical to the trust process and
a Trusted CA only counter-signs a vendor's certificate after it has conducted detailed checks that the vendor is a legitimate
company.

If a file is signed by a Trusted Software Vendor and the user has enabled 'Trust Applications that are digitally signed by Trusted
Software Vendors' then it will be automatically trusted by Comodo Internet Security (if you would like to read more about code
signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in question. For
example, the main program executable for Comodo Internet Security is called 'cis.exe’ and has been digitally signed.

*  Browse to the (default) installation directory of Comodo Internet Security.

*  Right click on the file cis.exe.

e Select 'Properties' from the menu.

»  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:

cis Properties

| General | Yersion | Eu:umpatibilit_l,l| Digital Signatures | Summary |

Signature lizt

M arme aof signer: E-mail address: Timestamp

Comodo Securty ... cal@comodo.com  Saturday, September ...

Dretailz

Click the 'Details' button to view digital signature information. Click 'View Certificate' to inspect the actual code signing certificate.
(see below).
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Digital Signature Details ! Certificate
General | Advanced | eneral | Details | Certification Path |
Digital Signature Information
This digital signature is OK. Certificabe Information

This certificate is intended for the following purpose(s):

Signer information )
*Ensures software came from software publisher

Harne: |Comodo Security Solutions +Probecks software From alkeration after publication
E-mail; Ica@comodo.com b4
L
SRk .
Sigring time: ISaturday, September 29, 2012 4:55:42 PM 1

* Refer to the certification autharity's statement For details,

‘ Wiew Certificate '
T, Issued to: Comedo Security Solutions
Zountersignatures

Issued by: COMODO Code Signing Ca 2

Marme of signet: E-mail address: Timestarmp

COMODO Time 5., Mot available Saturday, Septembe. ..
valid from 6/14/2012 to 6/15/2013

Details

[Install CertiFicate...] [ Issuer Skatement l

It should be noted that the example above is a special case in that Comodo, as creator of 'cis.exe’, is both the signer of the
software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast majority of cases, the
signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different. See this example for more details.

Adding and Defining a User-Trusted Vendor

A software vendor can be added to the local 'Trusted Software Vendors' list in two ways:
* By reading the vendor's signature from an executable file on your local drive
» By reading the vendor's signature from an running process

To add a trusted vendor by reading the vendor's signature from an executable

e Click the handle from the bottom center and choose 'Add' > 'Read from a signed executable'

+ b 4

Add Remove

-

| Read from a signed E}{ecutag% |

Fead from a running proces

€]

»  Browse to the location of the executable your local drive. In the example below, we are adding the executable
'YahooMessenger.exe'.
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Look in: | I Meszenger V| @ ?’ i v
Ty IycCache | %) i3k, dl L‘ﬂ rmec_audio. dll L‘l‘ﬂ YHTTP.d
13' E? Ihlogs IE] INSTALL L’-ﬂ rme_video. dll L’-ff] WImage.
by Fecent ICaMedia @intl sh L‘E YIniDamnm,
Documents |Ciresources L.J"i'] kdu_e3zR.dll || sb L’-’ﬁf] wlog.dil
— Ihskins |=| langpacks EStart‘u‘u‘rapper L‘E] wrndrm_at
!_ avkhost Lﬂ libexpat. di E] tos L’ujf] wrndrn_vi
Dieskiop %] Connectioniizard. di login ﬁﬁUNWISE [ vl i
%) core_videno.dl |2 modules \ %] wacscom, di (& ymsdk, dl
: @default % nspr4.di %] acsui.di 4] ymsalite,
y &= filker 1 .enc | %) pere.dil s+ ¥ahooMessenger E"."ms Kkt
.-J p g ar_
Wi D i = FIFl_byg ‘%] Phatoshare.di L‘!ﬂ valertcentert. dl (%] vPagerc
7 L’-’ﬂ Frao, dil Pluginkey_pub.pem L’-’ﬂ Y¥CPFoundation, dil L’-’ﬁf] WPRagErp:
{w) gEnErc_Mmessenger L“lﬂ Rz, di L"£| Y¥CPSSL.dI L‘E] ¥PIugink:
55 < | >
by Computer
File name: |"r"ahu:u:-h-1 ezzsenger hd | Open
Q Files of type: | &l files [77] w | [ Cancel ]
My Network [] Open as read-only

On clicking 'Open’, Comodo Internet Security checks that the .exe file is signed by the vendor and counter-signed by a Trusted
CA. If so, the vendor (software signer) is added to the Trusted Vendor list (TVL):

)]

Digital Signature Details

. Gereral | Advanced |
J' Trusted Vendors Digital Signature Information
"""" =] This digital signature s Ci.
The following software vendors digitally sign t
Signer information
| Vendors (Signer Name in the Code £ Name! [¥ahoo! Inc.,
[0  arka Software E-mail [t available
[0 ceed Software Inc. ng time |Friday, May 25, 2012 4:55:00 PM
| ¥enCare Software
D requte Software Countersignatures
" - : mma D““;nm : Em.laddmss Tlmeslarnp A :
Symantec Time ... Mot available Friday, May 25, 201... '
| ¥fire
| ¥obni Corporatjop '
S
a
:
| Zebra Technologies
-
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In the example above, Comodo Internet Security was able to verify and trust the vendor signature on YahooMessenger.exe
because it had been counter-signed by the trusted CA 'Symantec'. The software signer 'Yahoo! Inc." is now a Trusted Software
Vendor and is added to the list. All future software that is signed by the vendor 'Yahoo! Inc.' is automatically added to the
Comodo Trusted Vendor list UNLESS you change this setting in File Rating Settings.

To add a trusted vendor from a currently running process

*  Click the handle from the bottom center and choose 'Add' > 'Read from a running process'

+ b 4

&dd Remove

-

(£

Read from a signed executable

| Read from a running process |

»  Select the signed executable that you want to trust and click the 'OK" button.

COMODO crowse for Pr

&pplication
E svchosk, exe

= Idle
= Syskem
= E SMSS, BXE
= ﬂ winlogon.exe

E |sass, exe
E C5F55,ExE

= d explarer.exe
ME bvnserver.exe
i =
» WHAL100,exe

U jusched.exe

@ YahooMessenger, exe
CisTray.exe

E WIMIpEYSE, Bxe
soffice.bin

[ ahooallService. exe
E WS exe

E WPV SE BXE
cis.exe

3 emulator-arm.exe

Comodo Internet Security performs the same certificate check as described above. If the parent application of the selected
process is signed, CIS adds the vendor to the Trusted Software Vendors list.

If Comodo Internet Security cannot verify that the software certificate is signed by a Trusted CA then it does not add the software
vendor to the list of ‘Trusted Vendors'. In this case, you can see the following error message.
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COMODO internet Secu ity

u The file does not seem to be a valid signed executable.

(8] 4

Note: The 'Trusted Software Vendors' list displays two types of software vendors:

«  User defined trusted software vendors - As the name suggests, these are added by the user via one of the two
methods outlined earlier. These vendors can be removed by the user by selecting and clicking the 'Remove'
button.

e Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a Trusted
CA, has independently validated as legitimate companies. If the user needs to remove any of these vendors
from the list, it can be done by selecting the vendor, clicking 'Remove’ and restarting the system. Please note
that the removal will take effect only on restarting the system.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor List that is shipped with Comodo Internet
Security. This service is free of cost and is also open to vendors that have used code signing certificates from any Certificate
Authority. Upon adding the software to the Trusted Vendor list, CIS automatically trusts the software and does not generate any
warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http://internetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be downloaded by our
technicians. Our technicians check whether:

*  The software is signed with a valid code signing certificate from a trusted CA,;
*  The software does not contain any threats that harm a user's PC;
before adding it to the default Trusted Vendor list of the next release of CIS.

More details are available at http://internetsecurity.comodo.com/trustedvendor/overview.php.

7. Comodo GeekBuddy

Comodo GeekBuddy is a personalized computer support service provided by friendly computer experts at Comodo. If
you experience any issues at all with your computer, simply click the GeekBuddy icon to establish a chat session with
one of our technicians.

After requesting your permission, they'll establish a remote connection to your PC and fix the problems right in front
of your eyes. No longer do you need to make time consuming calls to impatient help desk support staff. Instead, just
sit back and relax while our friendly technicians do the work for you.

Visit http:/iIwww.geekbuddy.com/ for more details.
One of the great features of the CIS interface is that you can immediately launch a chat with a qualified computer support
technician by clicking the E icon at the top-right of the CIS interface. If you have opted not to include GeekBuddy during

CIS installation, then you can download and install GeekBuddy by clicking this icon or by clicking 'Help
Get Live Support.

icon > Support >
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GeekBuddy is included with CIS Pro and Complete versions and is available with CIS Premium. The GeekBuddy section of this
guide is broken down into the following sections:

*  Overview of the Services

»  Activation of Service

¢ Launching the Client and Using the Service
*  Accepting Remote Desktop Requests

e Chat History

¢ Using Issue Tracker

*  Uninstalling Comodo GeekBuddy

7.1.0verview of Services

Comodo GeekBuddy includes the following services:

*  Virus & Malware Removal - Our technicians remotely clear any detected viruses or malware that is found on your
PC.

* Internet and Online Identity Security - Optimization of your computer's security settings to prevent loss of sensitive
data and identity theft.

*  Printer or Email Account Setup - Installation or updating of printer software and/or drivers, checking ink levels and
configuring your printer to work on a wireless or wired network. We set up your Internet-based email account - any
provider, any account. Great for new computers and novice email users.

»  Software Activation - Installation, configuration, and activation of third party software in your system.

*  General PC Troubleshooting - Detailed system check to identify and eliminate basic hardware and software conflicts
in your Windows PC.

*  Computer Power Setting Optimization - Optimization of your power management settings based on how you use
your computer. Your Geek will help you go green and save money on your electric bill.

»  Comodo Software Installation and Set up - Installation and support of software supplied by Comodo.

e Comodo Account Questions - Clarification of any doubts regarding your account in Comodo.

7.2.Activation of Service

GeekBuddy is included in CIS Pro and Complete versions and users who purchased either of these CIS versions can skip this
section and move on to the next section 'Launching the Client and Using the Service'. GeekBuddy client is downloaded along
with CIS Premium (a free version) with a trial license, but to use the full service, you have to purchase and activate it.

£oh

Start the GeekBuddy client by clicking the desktop shortcut icon or from the 'Start Menu'.

The GeekBuddy Chat screen will be displayed.
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it GeekBuddy™ - Chat

HOME HISTORY IS5UE TRACKER [ ABOUT [ HELP

Connected! Type your issue or your invitation code below!

Tipe your ssue ar e invitation code here!
Send

»  Click the 'About' link at the top far right of the screen.
The About GeekBuddy screen will be displayed.
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wot GeekBuddy™
GeekBuddy™

About GeekBuddy™
Product version: 4.9.294011.69
Platform target: Microsoft Windows
22008 - 2013 COMODO Security Solutions, Inc
This product is licensed to:
lohn Smith
COMODO
License type: TRIAL(Read the COMODO Scftware license terms)
License validity: VALID{Change vour license key)
License activation: ACTIVE
Product ID: |ps-ca
Partner ID: GeekBuddy
Instance I0k: Sla™ L Sl e P, Sl T . 5 il alelll,
Warning

This computer program is protected by copyright law and international treaties. Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted under the maximum extent possible under law.

COMODO

Creating Trust Online®

e Click the 'Change your license key' link in the screen.

The "Activate your License' screen will be displayed.

it GeekBuddy™ - Chat

Your current trial license key is valid.

Thank you for choosing GeekBuddy. You must activate a PAID license to fully access our service.
This wizard will guide you through the activation process.

Buy/Renew /Extend my(existing) license online

OR.

Before you enter your license key, please make sure you are connected to the Internet, and press
“Activate” button to initiate the license verification process.

Let aur technicians activate the license for you Activate
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»  Enter the License Key from your GeekBuddy retail package or the key you received through your email (for online
purchases).

ik GeekBuddy™ - Chat

Your current trial license key is valid.

Thank you for choosing GeekBuddy. You must activate a PAID license to fully access our service.
This wizard will guide you through the activation process.

Buy Renew /Fxtend my(existing) license online

OR.

Mgk o w i g

Before you enter your license key, please make sure you are connected to the Internet, and press
“Activate” button to initiate the license verification process.

Let our technidans activate the license for you Activate

»  Click the 'Activate’ button or if you need more help on this click the 'Let our technicians activate the license for you'
button.

The license key will be checked and if correct, the 'Activation successful' screen will be displayed.

ot GeekBuddy™ - Chat

Activation successful

This copy of GeekBuddy was successfully activated! Please update vour license registration
information!

Type your first name here

Type your last name here

Type your email address here

Continue
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»  Enter the name and email details in the respective fields.

¢ Click 'Continue'.

ot GeekBuddy™ - Chat

HOME HISTORY ISSUE TRACKER | ABOUT I HELP

Connected! Type your issue or your invitation code below!

Tipe your Esue or e imvitafon coge here! -

The home page of GeekBuddy will be displayed. Now you can start using it and seek the help of an expert to resolve your
computer problems.

Click the following links for more details on how to start and using them:
*  Launching the Client and Using the Service

e Using Issue Tracker

7.3.Launching the Client and Using the Service

The GeekBuddy client required for the services is installed in your system automatically along with CIS Pro and Complete. For
CIS Premium, it is installed automatically if you have selected the option Install Comodo GeekBuddy during installation .

You can start the client and start a live chat session with a GeekBuddy expert using any one of the following methods:

o4

*  Double click the GeekBuddy desktop icon L

e Launch a chat with a qualified computer support technician by clicking this E icon in the title bar controls at the top
right side of the main interface.

*  Launch a chat with a qualified computer support technician by clicking Help > Support > Get Live Support at the top
right side of the main interface.

Search

Suppott M Diagnostics
About Br 5

...,QEI:_Iive Suppoark
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e Launch the GeekBuddy client directly from the Windows Start Menu - Click Start > All Programs > Comodo >

GeekBuddy > GeekBuddy.

The GeekBuddy Home screen will open.

ot GeekBuddy™ - Chat

HOME HISTORY

Connected! Type your issue or your invitation

Tipe your Esue or e mwiaiion code here!

ISSUE TRACKER | ABOUT | HELP

code below!

Send

»  To contact a support technician, type your issue in the field or enter the invitation code if you have it and click the

'Send' button.

You will be connected to a GeekBuddy...

it GeekBuddy™ - Chat

HOME HISTORY

Connected! Checking your license...

ISSUE TRACKER | ABCUT | HELP

Send
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...and once the connection is established, our support technician will initiate a chat with you.

ot GeekBuddy™ - Chat

CHAT 1OBS ISSUE TRACKER | ABOUT I HELP

Connected! You are now chatting with Jeffl Disconnect

(03:28:56 PM) John Smith: Hi
(03:29:19 PM]) Jeff: Hello! My name is Jeff. I will be assisting you today!

Send

e Proceed to chat now.

»  Explain your problem. The technician will assess your problem with you and work with you to fix any issues.
About GeekBuddy

e Click the 'About' link at the top far right of the screen.

The About GeekBuddy information screen will be displayed.
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wot GeekBuddy™

GeekBuddy™

About GeekBuddy™
Product version: 4.9.294011.69
Platform target: Microsoft Windows
22008 - 2013 COMODO Security Solutions, Inc
This product is licensed to:
lohn Smith
COMODO
License type: TRIAL(Read the COMODO Scftware license terms)
License validity: VALID{Change vour license key)
License activation: ACTIVE
Product ID: |ps-ca
Partner ID: GeekBuddy
Instance I0k: Sla™ L Sl e P, Sl T . 5 il alelll,
Warning

This computer program is protected by copyright law and international treaties. Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted under the maximum extent possible under law.

The 'About' dialog displays the copyright and product version information. The screen also displays information about the
licensee, its validity and to change the license key or activate the account.

7.4.Accepting Remote Desktop Requests

In order to solve certain issues, the support technician may need to directly connect to your computer via aremote connection.
Remote control can only go ahead if you grant permission for this to happen. Our technicians will always request your
permission via the chat window.
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Connected! You are now chatting with Jeff!

(03:58:41 PM) John Smith: My system stops working as soon as I open a web browser,
Can you solve the problem?

(03:59:01 PM) Jeff: Sure. I will help you with that

(03:59:04 PIM) Jeff: In order to proceed, I will have to remotely connect to your computer
and I will take the necessary steps to assist you, Flease accept the remote by pressing YES at
the top of your chat window message.

Send

ISSUE TRACKER | ABCUT | HELP

Disconnect

COMODO

Creating Trust Online®

Ea

|

The technician will ask your permission before he or she makes any changes to your machine. Such changes might include
installing programs, creating system restore points or deleting unnecessary or infected files.

i GeekBuddy™ - Chat

Allow remaoke access bo your PCT fes

CHAT JOBS

Connected! You are now chatting with Jeffl

(03:58:41 PM) John Smith: My system stops working as soon as I open & web browser,
Can you solve the problem?

(03:59:01 PM) Jeff: Sure. I will help you with that

(03:59:04 PM) Jeff: In order to proceed, I will have to remotely connect to your computer
and I will take the necessary steps to assist you. Please accept the remote by pressing YES at
the top of your chat window message.

(03:59:41 PM) Jeff: Please dick on yes

Send

ISSUE TRACKER [ ABOUT [ HELP

Disconnect

E

[ |

Click the 'Yes' button at the top of the interface in order to allow the technician to connect to your computer.
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i GeekBuddy™ - Chat

Allows remoke access ko your PC? Yes Mo
CHAT JOBS ISSUE TRACKER [ ABOUT | HELP
Connected! You are now chatting with Jeffl Disconnect

(03:58:41 PM) John Smith: My system stops working as soon as I open a web browser, Y
Can vou solve the problem? =
(03:59:01 PM) Jeff: Sure. I will help you with that

(03:59:04 PM) Jeff: In order to proceed, I will have to remotely connect to your computer

and I will take the necessary steps to assist you, Please accept the remote by pressing YES at

the top of your chat window message.

(03:59:41 PIM) Jeff: Please dick on yes

lfI:I 4:02:37 PHfI Jeff: Asa precauﬁ;:un I will now create a System Restore Paint for back-up
purposes, just in case anything happens and yvou'll want your computer to return to a previous
state.

||

Send

Upon completion of their work, the technician will disconnect from your computer, inform you that the requested tasks have been
completed and ask whether you would like help with anything else.

i GeekBuddy™ - Chat

CHAT 1OBS ISSUE TRACKER | ABOUT I HELP
Connected! You are now chatting with Jeffl Disconnect
fdll YUU SIvE Wi pramemes '

(03:59:01 PM) Jeff: Sure. I will help you with that -
(03:59:04 PM) Jeff: In order to proceed, I will have to remotely connect to your computer

and I will take the necessary steps to assist you, Please accept the remote by pressing YES at
the top of your chat window message.

(03:59:41 PM] Jeff: Please dick on yes

(04:02:37 PIM) Jeff: As a precaution I will now create a System Restore Point for back-up
purposes, just in case anything happens and you'll want your computer to return to a previous
state.

(04:17:16 PM) Jeff: I have resolved all your issues,

(04:17:19 PM) Jeff: Is there anything else I can help you with?

(04:17:37 PM) John Smith: Mo thanks

(04:17:47 PM} Jefi: Thank you for your time! Please do not hesitate to come badk in the
future if you need assistance again. We will appredate your feedback in this online survey
about your experience today: www.comodo,com/fsurvey/customer-survey.ohp

[

Send

»  Click the 'Disconnect' button and confirm it in the next screen to end the session with our GeekBuddy.

Congratulations, you just finished your first GeekBuddy support session. We hope you enjoy using your trouble-free computer.

7.5.Chat History

GeekBuddy keeps a local record of every chat session you have with a Comodo technician. Clicking the 'History' link at the top
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of the interface will display all chat sessions that you had with our technician. This helps you keep track of previous computer
issues and chats and can be useful as a reference when trying to fix future issues.

To view history of chat sessions

»  Click the 'History" link at the top of the interface.

All the sessions will be displayed.

i GeekBuddy™ - Chat

HOME HISTORY ISSUE TRACKER | ABOUT I HELP

Past interventions

On 2013-10-01, Intervention ID: 705995, Session ID: 878746 A
On 2013-10-01, Intervention ID: 705990, Session ID: 878740 bt
On 2013-10-01, Intervention ID: 705983, Session ID: 878732 hd
On 2013-10-01, Intervention ID: 705967, Session ID: 878717 b

»  Click on the arrow button at the far end of the session history box that you want to view or double-click anywhere on
the box.

On 2013-10-01, Intervention ID: 705983, Session ID: 878732 @

e The chat session that you had with our technician will be displayed on the right side.
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it GeekBuddy™ - Chat

HOME HISTORY ISSUE TRACKER | ABOUT [ HELP
Past interventions
PN
On 2013-10-01, Intervention ID: 705995, Session ID: 878746 v e
On 2013-10-01, Intervention ID: 705990, Session ID: 878740 v
On 2013-10-01, Intervention ID: 705983, Session ID: 873732 A
Chat log 10:52: 18 AM Max : Thank you, I now have remote ”
access to your system. T
10:54:59 AM John Smith : I hope you would have
solved the problem
10:55:26 AM Max : Ok, i
10:55:29 AM Max : Is there anything else I can help
you with? b
On 2013-10-01, Intervention ID: 705967, Session ID: 878717 v |

Similarly you can view the chat history of other sessions also.

7.6.Using Issue Tracker

Issue Tracker helps you maintain the security and efficiency of your computer by automatically identifying problems on your
computer and helping you to fix them. For example, Issue Tracker will alert you if you have too many startup programs/services
(can cause computer slow down); an inefficient registry (can also cause slow down and crashes) or your hard drive contains files
that might compromise your privacy. In many cases you will be presented with a simple wizard that will allow you to deal with the
issue quickly and easily. If the problem is beyond the scope of Issuer Tracker, you will be offered the opportunity to contact a

GeekBuddy representative who will help resolve the issues.

To start the Issue Tracker, click the 'Issue Tracker' link on the right top in the user interface.
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ot GeekBuddy™ - Chat

HOME HISTORY @ ABOUT | HELP

Connected! Type your issue or your invitation code below!

Tvpe yvour issue or e imitaiion code here! i

The Issue Tracker interface will list the problems that it has detected.

i GeekBuddy™ - Issue Tracker

ISSUES HISTORY
GeekBuddy has detected one or more issues for you to review!

Ignhore all issues

Browser Add-ons detected! A

The browser add-ons increases the time it takes to start your browser.

GeekBuddy can disable the browser add-ons you don't actually need, Tt
improving your browser startup time and your surfing experience. Press "Fix

it Mow!" and get rid of the unwanted browser add-ons!

How does Browser Add-ons Cleaner work? Ignore this issue
I Your PC is starting slow! hd
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Popup Alert

At the time of starting your computer, Issue Tracker will detect problems in your system and provide an alert at the bottom right
side of the screen.

COMODO GeekBuddy

COMODO GeekBuddy has detected one or
more PC issues!

v Fix issues

*  Click the Fix issues to open the Issue Tracker interface.
The Issue Tracker interface will list the problems that it has detected.

The problems detected will be categorized as critical, major, minor and maintenance issues. Click on the relevant link to view the
problem. Clicking the 'Show all issues' link will display all the problems in your computer and the color code at the left of each
issue indicates the category of the issue.

S. No. Issue Color Code
1 Critical Red
2 Major Orange
3 Minor Yellow
4 Maintenance Blue

Some of the common problems that occur in any computer are junk registry entries, slow bootup time and the presence of files
that might compromise your privacy.

Each issue discovered will be accompanied with a ‘Fix it Now’ button. For example, for the issue of slow bootup time, clicking
this button will display a list of startup programs in your system (programs which are automatically loaded during Windows start-
up and will running in the background). You can identify the programs you do not want to run at start-up and disable them. Doing
so will save system resources and improve the performance of your computer.
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i GeekBuddy™ - Issue Tracker

ISSUES HISTORY

GeekBuddy has detected one or more issues for you to review!

Ignore all issues

Browser Add-ons detected! W
Disable the startup applications you don’t want: ~
Google Update Google Inc. Continue

ckfmon, exe Microsoft Corporation

‘o will save 3 seconds
How does Autoruns Manager work? Ignore this issue

e Select the programs that you want to disable during startup and click the 'Continue' button.

The selected programs will be disabled and the successfully completed screen will be displayed.
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i GeekBuddy™ - Issue Tracker

ISSUES HISTORY
GeekBuddy has detected one or more issues for you to review!

Ignore all issues

I Browser Add-ons detected! hd

The operation of PC startup optimize has been successfully completed! -

You've just disabled some startup applications.
Close |
Details:

We saved 3 seconds from your PC boot time, by removing 2 startup entries!

Was this helpful? @ ves ©) No ) Somewhat

»  Provide your feedback at the bottom of the interface and click the 'Close' button.

For some of the issues listed, you have to seek the help of an expert technician.

*  Click 'lgnore all issues' link to disregard all the issues in your system displayed by Issue Tracker.
»  Click 'lgnore this issue' beside a particular entry to disregard that problem.
»  Click 'History' link at the top of the interface to view the actions taken for the problems.

e Click the 'Fix it Now!" button beside an issue to resolve it.

7.7.Uninstalling Comodo GeekBuddy

To uninstall Comodo GeekBuddy

*  Click Start > Control Panel

e In the Control Panel, double-click Add/Remove Programs
* Inthe list of currently installed programs, click GeekBuddy
e Click the 'Change/Remove' button.

Add or Remove Programs X

& ? ) Are wou sure wou wank ko remove GeekBuddy from your computer?

‘s l [ Mo

¢ Click 'Yes' to confirm uninstallation.
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The progress of GeekBuddy removal will be displayed...

GeekBuddy

_d| Pleaze wait while Windows configures GeekBuddy
135

Time remaining: 12 geconds

[----------------- ]

---and after a few minutes the uninstallation will be complete.

8. TrustConnect Overview

Comodo TrustConnect is a secure Internet proxy service that creates an encrypted session when users are
accessing the Internet over public wireless connections. Since these wireless sessions can be relatively easily
intercepted, they present a significant data vulnerability gap for businesses and consumers alike. Whenever Comodo
Internet Security detects unsecured wireless connections it will present you with the opportunity to use your
TrustConnect account for the connection.

COMODO ristwork Detected

Warning!
Your computer has joined an unsecured wireless network!
Metwark: Wireless: 192.168.43.24,/24

In an unsecured wireless netwark, your communicatien is visible to everyone in the
same network

Secure communication with TrustConnect

Chaoose if you want to use TrustCannect to encrept yvour traffic between you
and the Internet

Chaoose if you do notwish to use TrustConnect to encrypt vaur traffic
hetiween you and the Internet

D Continue Unsecured

(] Do not show this alert again

TrustConnect is designed to eliminate these types of data hijacks by preventing criminals from attacking or scanning your
system from the local network that you are using to connect to the Internet. It also encrypts all of your traffic destined for the
Internet (including Web site addresses, instant messaging conversations, personal information, plain text usernames and
passwords and other important information). After connecting to the service, the TrustConnect software indicates that traffic is
being encrypted as it leaves your system. Data thieves and hackers cannot 'sniff' or intercept your data - they can't even
determine where your information is coming from because, as you are connecting to the Internet through a SSL secured VPN
connection to the TrustConnect servers, your requests appear to come from our IP address. Ordinarily, cyber criminals could
easily intercept these broadcasts.

Setting up Comodo TrustConnect is easy, as it works on most operating systems (Windows, Mac OS X) as well as with most
firewall applications. Typical setup takes less than three minutes. TrustConnect clients are available for Windows, Mac OS, Linux
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and iPhone  mobile devices and can be downloaded by logging into  your account at
https://accounts.comodo.com/account/login. Your Comodo Internet Security Complete confirmation email contains
confirmation of your the username that you set up during initial sign up and a subscription ID for the service. Once logged in,
click the TrustConnect tab to add subscriptions, change billing and contact information, and review the ongoing status of your
service. Your Comodo Internet Security Complete TrustConnect account has a 10 GB/month data transfer limit.

Comodo Internet Security - Complete customers also receive the $99 value 'Live, Expert Computer Support' Comodo
GeekBuddy. Please visit http://lwww.geekbuddy.com for full product details.

TrustConnect System Requirements

*  Windows Vista

e Windows XP

e MacOSX

e Linux (containing kernel 2.4 or later)

*  FreeBSD, OpenBSD

For users of Comodo Internet Security, TrustConnect is integrated with the application and need not install the TC client in their
systems.

Comodo Internet Security Complete Users

CIS Complete product includes TrustConnect service and the application is installed automatically along with CIS. When a new
wireless connection is established by your system, a Network Detected dialog will be displayed.

COMODO netiork Detected

§ Join a New Network
Wireless: 192.168.43.24/24

Flease select your location:

| am at Home

——
ﬁli Choose ifyod are at home and have just connected your computer to a local
netwark

| am at Work

Zhoose ifyou are atwaork place and have just connected your computerto a
local network

| am at a Public Place

Zhoose this option if you are at public place such as a coffee shop, hotel aor
schoal ete.

[] Do not detect new networks again

e Select your location from the dialog

ATrustConnect alert will be displayed depending on the settings configured in Firewall Behavior Settings interface.
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COMODO tietwork Detected

Warning!
‘four computer has joined an unsecured wireless network!
Metwork: Wireless: 192.168.43.24/24

In an unsecured wireless network, your communication is visible to everyene in the
same network

Secure communication with TrustConnect

Choose ifyou wantto use TrustConnect to encrypt vour traffic between you
and the Internet

Choose ifyou do notwish to use TrustConnect to encrypt your traffic
hetween you and the Internet

Q Continue Unsecured

] Do not show this alert again

Select whether you want to connect to the Internet via TrustConnect thus encrypting the traffic between your system and the
Internet or use the unsecured network.

If you choose 'Secure communication with TrustConnect', CIS will establish the connection via TC...

COMOD O network Detected

Please wait while TrustConnect is being enahled.

...and on successful connection, you can view the details in the system tray.

COMODD TruskConneck (YPR)

Sent: 4,833 bytes
Received: 319 bytes

& L LY [x] e ) Ok 00 1oz P

Choose 'Continue Unsecured' option if you do not want to establish an encrypted connection.

Comodo Internet Security Pro / Premium Users

TrustConnect service is not included with CIS Pro / Premium and these users should subscribe for using the service. When the
option 'Secure communication with TrustConnect is selected, a 'Activate TrustConnect' dialog will be displayed.
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COMODO network Detected
Activate TrustConnect!
The requested action requires activation

If you do naot have TrustConnect account, click "Get a TrustConnect Account” buttan or
call 1-866-272-9804

wl Get a TrustConnect Account
LB Choose ifyou do MOT have a TrustConnect account.

If you already have an account, enter your credentials below and click “Activate
Now™ button.

Ilsernarme: | |

Password: | |

Activate Mow |

*  You can purchase the TC service by clicking the 'Get a TrustConnect Account', enter the TC service credentials and
activate the service.

If you already have a TC account, enter the TC service credentials in the Username and Password fields and click the
'Activate Now' button.

To find your TC service credentials

* Inthe https:/laccounts.comodo.com/ page login to your CAM account using the CAM username and password sent
via email at the time of account creation.

e Click 'TrustConnect' in the menu bar or in the drop down from 'Services' tab.

The account details of your TC service will be displayed.
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Comodo TrustConnect

Service Login maruthiestillo

Service Password

License key

Date from 2013-06-17 05:56:1

Change Service Password

First Time User hatructions
htmi #

Windows Inaiructions
htmil /

Linux isiructions
htmi /

The TC Service Login and Service Password for your account should be entered in the Username and Password fields

respectively in the 'Activate TrustConnect' dialog.

Please note that this activation dialog will appear only for the first time you are trying to connect via TC. After the activation
process is successfully completed, subsequent attempts to connect via TC to the Internet will be automatically established.

9. Comodo Dragon

Comodo Dragon is a fast and versatile Internet Browser based on Chromium and infused with Comodo's

unparalleled level of security.

To help make your Internet browsing experience even safer, Comodo Dragon is installed in your computer as a part of Comodo
Internet Security. Comodo Dragon gives you the complete complement of features offered by Chromium with superior security

and privacy.
e Comodo Dragon Features
»  Starting Comodo Dragon

*  Comodo Dragon Help
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Creating Trust Online® Abaut B EOLL |EwWTham &l

Products Home & Home Office E-Conunerce Small to Medium Business Large Ente

"Hackers, Phi
Viruses are th
most compute

Melih Abdulhayoglu True PC Protection requires more
CEQ, Comodo companies w than simply Antivirus software.

SHOW ME NOW

* FREE PRODUCTS ¥ HOME COMPUTING ¥ BUSINESS SOLUTIONS 7 JEV 551 SITE

AUTHENTEC & SECURE

Features:

e Improved Privacy over Chromium

»  Easy SSL Certificate Identification

e Fast Website Access

e Greater Stability and Less Memory Bloat

* Incognito Mode Stops Cookies, Improves Privacy

»  PrivDog provides control over the monitoring activities of various agencies

e Very easy to switch from your Browser to the Dragon

Comodo Dragon Security:

e Has privacy enhancements that surpass those in Chromium's technology

»  Has Domain Validation technology that identifies and segregates superior SSL certificates from inferior ones
e Stops cookies and other Web spies

e PrivDog can disable cookies, spyware, malware and other trackers.

*  Prevents all Browser download tracking to ensure your privacy

Starting Comodo Dragon
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Comodo Dragon is installed in your computer along with Comodo Internet Security 2013. You can start the browser in two ways:
From the Start menu:

e Click Start > All Programs > Comodo > Dragon > Comodo Dragon:

&5 Paint

L@ Tour Windows P
@i, windows Mavie Maker

All Programs h Fﬁ, Comoda >|

g| Log oFf |§| Turn OFF Compute

o Pemote Assistance

&Y windows Media Player

“;i Windows Messenget

@ Dragon

From the Destop Icon:

*  Double Click on the Comodo Dragon Desktop icon created during the installation:

@
2]

a0 |:| [u]
Dragon

9.1.Introduction to PrivDog

What would be your reaction if you knew that almost all your online activity was tracked by multiple agencies without your
knowledge? The data they collect might be used for legitimate but unwelcome reasons such as adverts that follow you around
the internet or for creating a profile of your online browsing activity. In the worst cases, it could be used by online fraudsters with
the sole objective of stealing your personal and confidential information by deploying intelligence gathering cookies, spyware
and other malware.

PrivDog provides you the power to control these activities and make surfing the web safe and private again. PrivDog is a
browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and
blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will display the
number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a more
detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers, cookies,
widgets and other data collection processes. The extension can also block all current banner ads in a webpage and replace
them with safe and trusted ads.

You can install PrivDog while installing Comodo Internet Security or by downloading the app from
www.privdog.com/downloads.html. The supported browsers for PrivDog include Comodo Dragon, Comodo IceDragon,
Google Chrome and Mozilla Firefox.

9.1.1. Using PrivDog

frliy)
+  The total number of potential threats on the page you are visiting will be overlaid over the PrivDog icon ok at the top-
right corner of the browser. Click the icon to reveal a breakdown of current activity by threat-type.
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ear +phones+for +Google+nexusd % | we @ |44,

4 &
-1 S privdog & T privdog &

s This site is NOT in your exceptions. This site is NOT in your exceptions.

7 threats were found on this page. | 7 threats were found on this page.
v Ad Networks: 3 sanitized | v Ad Networks: 3 blocked
v Trackers: 2Zblocked v Trackers: 2 detected but not blocked
To block these click here

¥ 37 party Widgets: 2 blocked
¥ 3 party Widgets: 2 detected but not blocked
Statistics: 0 detected To block these click here
3™ Party Cookies: blocked Statistics: 0 detected
To block these click here
3™ party Cookies: not blocked
To block these click here
40 Threats blocked since browser started
55 1hreats blocked since browser started 2

The bottom of the summary page states the total number of threats blocked for all pages in your current session.

Ad Networks - Displays the number of advertisements published by 3" party ad networks that were replaced with ads from
AdTrustMedia (sanitized) or completely blocked (blocked) depending on the settings configured. Clicking anywhere on the row
will expand or collapse the list.

Trackers - Displays the number of trackers that were blocked or allowed for that page depending on the settings configured.
Clicking anywhere on the row will expand or collapse the list.

3 Party Widgets - Displays the number of widgets that were blocked or allowed for that page depending on the settings
configured. Clicking anywhere on the row will expand or collapse the list.

Statistics - Displays the number of analytical trackers that were blocked or allowed for that page depending on the settings
configured. Clicking anywhere on the row will expand or collapse the list.

3 Party Cookies - Displays whether 3 party cookies are blocked or not depending on the settings configured.

9.1.2. PrivDog Settings Configuration

The Options page allows you to configure the settings for the Trackers, 3" Party Widgets, Ads, Statistics, Preferences and add
websites to Exceptions list.

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down.

dog @

|D|:utiu:un5 panel

our exceptions.
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Alternatively, click on the words 'click here' in the row of a blocked item to go to the respective settings page directly.

2 detected bt not hlockedd
To block these(Click here )

The Options Panel displays the total number of threats that it has blocked since the browser was opened for the session and by
default opens with the Threats settings page.

1 1 2 Threats blocked since

browser started When vou are on the web, every mouse click offers infarmation about

wau to ad netwarks, social networks and other campanies. PrivDog

Q3 e : ;
Total threats: 2409 %,[ = r)r \ |vdog makes sure they won't be able to record and analyze your browsing

hahits and data.
Total detecting: 2409

Threats Enable blocking of the threats you consider necessary.
Exceptions Recommended

Trackers (&) Block [@FA= 480 elements

3 Party Widgets (@ Block O alowy 165 elements
s Adz (® Deliver TrustedAds from SdTrusthedia O Block all Ad MNetworks 1344 elements

Statistics (&) Block [@FA= 420 elements

@ AdtrustMedia, LLC. 2012-2013. All rights reserved.

The panel allows you to configure the settings for:
e Threats
*  Exceptions

e Preferences

9.1.3. Threats

The page displays the number of elements at the far end of each item that PrivDog has detected so far in the browser.

1 1 2 Threats blocked since

browser started When you are on the web, every mouse click offers information about
wau to ad netwarks, social networks and other campanies. PrivDog

Q3 e : ;
Total threats: 2400 %[ - r)r \ !vdog makes sure they won't be able to record and analyze your browsing

hahits and data.
Total detecting: 2409

Threats Enable blocking of the threats you consider necessary.
Exceptions Recommended

Trackers (&) Block [@FA= 480 elements

3 Party Widgets (@ Block O alowy 165 elements
Preferences Adz @ Deliver TrustedAds from AdTrusthedia O Block all Ad Metworks 1344 elements

Statistics (&) Block [@FA= 420 elements

@ AdtrustMedia, LLC. 2012-2013. All rights reserved.

e Select the option whether to block or allow the items in the list.
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9.1.4. Exceptions

The Exceptions screen allows you add a domain name or a subdomain name for which PrivDog will not perform a scan to detect
threats. You should make sure the websites that you add to the Exceptions list are trustworthy and dependable.

»  Enter the url of the website(s) in the field and click the 'Add site to Exceptions' button.

Threats blocked since
1 26 browser started When you are on the web, every mouse click offers information about
9 vouto ad networks, social networks and other companies, PrivDog
°'?', % H [ th 'the ahle t d and I b i

Total threats: 2409 b r'-.)l- !Vdog hmaabi;assasnudrzat:-ywon e able to record and analze your browsing

Total detecting: 1344

Threats PrivDog will ignore the websites listed below. You can add
a site to your Exceptions by typing the URL in the box and

Exceptions clicking the "Add site to Exceptions™ button.

Preferences Add a website to your Exceptions (=: v comodo.com, drive google com, facebook com)

Add site to Exceptions

in your Excepti list:

Mo domains in Exceptions list.

@ AdtrustMedia, LLC. 2012-2013. All rights reserved.

The added website(s) will displayed in the Exceptions list.

1 26 Threats blocked since
browser started When you are on the weh, every mouse click offers infarmation about

9 wau to ad netwarks, social networks and other companies. PrivDog
o¥ g e . : ;
Total threats: 2409 N pr \ |vdog hmaabﬁfssasnudri';r::ywon the ahle to record and analyze yaur browsing

Total detecting: 1344

Threats PrivDog will ighore the websites listed below. You can add
a site to your Exceptions by typing the URL in the box and

Exceptions clicking the "Add site to Exceptions™ button.

Preferences Add a website to your Excepti (e wewey COModo.com, drive google.com, facebook.com)

Add site to Exceptions

in your Excepti list:

[ .facebook.com Remove

O comodo.com Remove

O example.com Remove

Remove selected

@ AdtrustMedia, LLC. 2012-2013. All rights reserved.
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To remove a website from the Exceptions list, select the checkbox beside it and click the 'Remove' button beside it or click the
'Remove selected' button if you select more than one website.

9.1.5. Preferences

In the Preferences screen you can choose to either allow or block 3 party cookies in the browser.
When yau are an the web, every mouse click offers infarmation about

1 26 Threats blocked since
browser started
wau to ad netwarks, social networks and other companies. PrivDog

Qf 3 e : ;
Total threats: 2409 %,[ = r-)[ \ 1vdog makes sure theywan't be able to recard and analyze your browsing

hahits and data.
Total detecting: 2409

Threats

Exceptions [ reattime 3™ party cookie biocking
[ ba nat track

Preferences

»  Realtime 3™ party cookie blocking - When this option is enabled, PrivDog will check in realtime for 3" party cookies
that are being installed and block them.

= Do not track - When this option is enabled, PrivDog will block the tracking activities of 3" party cookies that are
already installed.

Comodo Dragon Help
Comodo Dragon's intuitive multi-tabbed interface enables easy and fast access to sophisticated features of the browser. Please

refer to the Comodo Dragon online help guide at http://help.comodo.com/topic-120-1-279-2524-Comodo-Dragon---
Introduction.html for more details on using the browser.

10. Comodo BackUp

Comodo BackUp is a powerful and easy to use desktop application that helps home and business users protect their valuable
data against damage or loss.

The application's streamlined design and task orientated architecture means even novice users can learn how to create, run and
restore their first backup job in a matter of minutes. Other features include full scheduling, password protection, a backup
integrity checker and a range of preset backup jobs that allow you to quickly create copies of important data sets such as the
Windows Registry, mail accounts and user settings.

Comodo BackUp is also seamlessly integrated to Windows Explorer so that you can just select the folders or files you want to
back up, right click on them and quick start the Back Up wizard.

e Comodo Backup Features
«  Starting Comodo Backup
e Comodo Backup Help
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coMODO

= Backup

Administrator's Compuler
‘our computer |5 NOT backed up System Backup

Bipziup File: Hone

Backup T Oyrenn Wizaid

Last backup: 26 October 2012 1207

Backugs Ho
lzst scheduled kackeys: HEVER ackuge How

Restore
Last restore: HEVER Reatore
Last backup file: Crilocumcnts and Settings Administrator My Backups Pictur ..,

Onling Storage
Account status: MACTIVE

Account expination date: Unavailable Reqister Free Accoumnt How Sign In

\irsion: 4.3 0 Everything is up to dete & Sharewith friends

Comodo Backup Features and Benefits

Quick backup of entire drives or individual files or folders to your local computer, network drive, FTP server or
Comodo's online server.

Step by step wizards to guide even novice users through the entire backup, restore and scheduling procedures.
Flexible storage options allow you to specify full, incremental or differential backups.

Protection of invaluable personal and business data from loss or corruption.

Quick recovery of files with a few clicks of the mouse.

Granular scheduling options to take automatic backups at a time that suits you.

Real-time backups synchronization feature to get your files copied over as soon as you save them.

Built in checker to confirm the integrity of your backup files before committing to a restore.

Backup presets including mail folders, windows registry, messenger archives and master boot records.
Powerful encryption options to protect your files so that it cannot be accessed by anyone but you.

Comodo Cloud - onlinefile storage service. Backup your files to a highly secure online storage which can also be
mounted as a virtual drive in your system.

Command line and scripting support to automate the online backup and restore operations.

Starting Comodo Backup

From the Start Menu

Click Start > All Programs > COMODO > COMODO Backup > COMODO Backup:
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'{;5._' Cutlook Express o

ﬁ COMODO Backip Wil el @ Dragon
' @ Android S0K Toals » @ TruskConneck 3
all Programs B @ YideoBuzz [ [@ LoginPro | "y acklp

- _ [@ COMODO Cloud i & COMODO BackUp \Wizard
E| Log OFf | © | Shut Daw

DO BacklUp W% Uninstal & Repair

From the Destop Icon:

*  Double Click on the Comodo Backup Desktop icon created during the installation:

=

| —

oy

Backlp

Comodo Backup Help

Comodo BackUp's streamlined interface provides fingertip access and control over all functional areas of the software. Please
refer to the Comodo Backup online help guide at http://help.comodo.com/topic-9-1-455-4910-Comodo-BackUp-
Introduction.html for more details on using the product.
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Appendix 1 - CIS How to... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Internet Security. Use the links below to go to
each tutorial's page.

How to...:
*  Enable / Disable AV, Firewall and Auto-Sandbox Easily - Guidance on changing the current enabled/disabled
states of Antivirus, Firewall and Defense+.

e Setup the Firewall for maximum security and usability - A brief outline of the setting up a secure connection to
Internet

»  Block Internet Access while allowing local network (LAN) Access - guidance on configuring the Firewall to allow
only Intranet or LAN connection and to block Internet connection

e Setup HIPS for maximum security and usability - A brief outline of how to set Host intrusion Protection for the
optimum balance between security and usability

»  Setup Behavior Blocker for maximum security and usability - A brief outline of how to set Behavior Blocker for the
maximum security against untrusted applications

«  Password protect your CIS settings - Explains how to protect your CIS settings
*  Reset a Forgotten Password (Advanced) - Explains how to create a new password for CIS

* Run an instant Antivirus scan on selected items - Guidance on initiating a manual scan on selected folders/files to
check for viruses and other malware.

*  Create an Antivirus scanning schedule - Guidance on time-table scheduling of antivirus scans to be run on selected
items at selected intervals

*  Runan untrusted program inside sandbox - Guidance on executing a program that you do not trust to be safe,
inside sandbox to protect any harmful effects of the program upon your system.

*  Run Browsers inside Sandbox - Guidance on running your browser, inside sandbox when you plan to visit untrusted
websites.

*  Run Untrusted Programs inside Virtual Kiosk - Guidance on executing a program that you do not trust to be safe,
inside the virtual kiosk.

*  Run Browsers Inside the Virtual Kiosk - Guidance on running your browser, inside virtual kiosk when you plan to do
online banking, online shopping and so on.

* Restore incorrectly quarantined item(s) - Help to restore files and executables that were moved to quarantine by
mistake

e Submit quarantined items to Comodo for analysis - Advice on how to send suspicious files/executables to Comodo
for analysis

»  Enable file sharing applications like BitTorrent and Emule - Explains how to configure Comodo Firewall for file
sharing through popular software

»  Block any downloads of a specific file type - Explains how to configure Defense+ to block downloads of files of a
specific type

»  Selectively disable Behavior Blocker and Auto-Sandboxing for specific files - Explains how to exclude specific
files or file types from the auto-sandboxing process

*  Switch between complete CIS suite and individual components (just AV or FW) - Explains how to uninstall or
install Firewall or Antivirus components after installation.

»  Switch Off Automatic Antivirus and Software Updates - Explains how to stop automatic software and virus updates

e Temporarily suppress alerts when playing games - Helps you to switch off CIS pop-up alerts to avoid interruptions
while playing games

*  Renew or upgrade your license — Explains how to renew or upgrade your license
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Enabling / Disabling AV, Firewall and Auto-Sandbox Easily

Comodo Internet Security allows users to quickly switch the Enabled/Disabled states of Antivirus, Firewall and Auto-Sandbox
by right clicking on the system tray icon (the CIS interface should be in Compact View).

Ankivirus
Firgwwall
Auto-sandbox

faame Made

Advanced Yiew

Widget

Open ...
E:xzit

Antivirus

To enable/disable the Antivirus
1. Right click on the system tray icon keeping the CIS interface in Compact View.

2. Move the mouse cursor over 'Antivirus'

Ankivirus 2  Enabled
Firgwmall
Auto-Sandbox

Game Mode

Advanced Yiew

idget

Open ...
Exit

3. Choose 'Enabled or Disabled' as per your choice

You can find the set security level also from the Home Screen.

Firewall
To enable/disable the Firewall

1. Right click on the system tray icon keeping the CIS interface in Compact View

2. Move the mouse cursor over 'Firewall'
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Ankivirus
Firesall
Auko-3andbo

Game Mode

Advanced Yiew

YWidget

Qopen ...
Exit

3. Choose 'Enabled or Disabled' as per your choice
You can find the set security level also from the Home Screen.
Auto-Sandbox

To enable/disable the Auto-Sandbox

1. Right click on the system tray icon keeping the CIS interface in Compact View.

2. Move the mouse cursor over '‘Behavior Blocker'

Ankivirus
Firewall
Auto-Sandbox + ISR N
Disabled

Game Mode

Advanced Yiew

Widget

Qpen ...
Exit

3. Choose 'Enabled or Disabled' as per your choice

You can find the set security level also from the Home Screen.

Setting up the Firewall For Maximum Security and Usability

This page outlines the functions of Comodo's Firewall and helps you to set up a secure connection to the Internet.

Stealth Ports Settings

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, sending no response to
opportunistic port scans.

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen

2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface

3. Open Stealth Ports interface by clicking the 'Stealth Ports' icon from the Firewall Tasks panel
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mtermet Security

H Bianege Melwirks
Restore Meteork Actraby
ﬁ Dipen Adkanced Setings

Sandbox Tasks

Block Incoming Connections

Block all incoming connections and make this PC invisible to all
computers

: ming Connections
' Lets you decide when to make this irvizible on a case basis by

showing popup alerts

4.  Select 'Block Incoming Connections' to make computer's ports are invisible to all networks
Click here for more details on Stealthing your Computer Ports

Network Zones Settings

The 'Network Zones' settings allow you to configure the protection level for network connection to a Router/home network. (This
is usually done automatically for you).

To view the configurations

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

Click 'Network Zones' under Firewall from the left hand side pane

N

Click 'Network Zones' tab from the 'Network Zones' interface
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[+} Home g
General Tasks e

Block Applcatice . @ l-ﬂ..:l-'.:.ﬁ Heteork :::v.br
i Stessith Poits E "" H ' Dipen Asvanced Seting:

Sandbox Tasks

Advanced Tasks

@ Metwork Zones

The following network zones are defined on this computer.

=
Hetwork Zones Blocked Zones

Zone Name

EJ E Loopback Zone

P ln [127.00.1 ¢ 255.0,0.0]

B B wWoark #
P In [192.158

Bl B Work #2

Cancel

Check the Loopback zone and Local Area Network #1. In most cases, the loopback zone IP address should be
127.0.01/255.0.0.0

In most cases, the IP address of the auto detected Network zone should be 792.168.1.100/255.255.255.0 .
5. Check these addressees and click 'OK".
Click here for more details on Network Zones settings

Firewall Behavior Settings

The Firewall Behavior Settings option allows you to configure the protection level for your Internet connection and the frequency
of alerts generated.

To open Firewall Behavior Settings panel

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

Click 'Firewall Settings' under Firewall from the left hand side pane

N

Ensure that 'Enable Firewall' is selected and choose Safe mode from the drop-down beside it.
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R COMODO advan. d Settings

Advanced Tasks

Firewall Settings

wr
[#] Enable Firewall rRewm@ Block
m ; e - ers ink Bl I
Aler &l 2 FETIALLE
Sale Mod
[ ©o NOT show popup alerts ot {j
Training Mod

[+¥] Enable automatic detaction of private neos

[#] Enable Trustconnect alerts Unsacunad Wireless Networks Only =
[#] Turn traffic animation effects on

[¥] Create rules for safe applications

[F] Set alert frequency level Lo -

[ Set new on-screen alert imeout to

[ Filter IPvE traffic

[#] Fitter loopback ramc (e.g. 127 xxx, 1)

Safe Mode: While filtering network traffic, the firewall will automatically create rules that allow all traffic for the components of
applications certified as 'Safe' by Comodo. For non-certified new applications, you will receive an alert whenever that application
attempts to access the network. Should you choose, you can grant that application Internet access by choosing 'Treat this
application as a Trusted Application' at the alert. This will deploy the predefined firewall policy 'Trusted Application' onto the
application.

Alert Settings
Under 'Alert Settings' in the same interface:
e Deselect Do NOT show popup alerts

e Select 'Set alert frequency level' option and choose 'Low' from the drop-down. At the 'Low' setting, the firewall shows
alerts for outgoing and incoming connection requests for an application. This is the setting recommended by Comodo
and is suitable for the majority of users.
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Enakle Firewall (Recommended) |Safe Mode ~
Thi= option enables firewall which filters inbound and outbound traffic.

Alert Settings
[] Do NOT show popup alerts | |

8lll Settings Enable automatic detection of private netwarks

Enable Trustconnect alerts | Unsecured Yireless Metwarks Only v.|

Turn traffic animation effects an

Create rules for safe applications

Set alert frequency level | Lo -
[] Set new on-screen alert time Vary High E sECs
Advanced High
Medium
[ Filter IPv& traffic C'_—.Ln_w_-")
-—.W

Advanced Settings

When launching a denial of service or 'flood' attack, an attacker bombards a target machine with so many connection requests
that your computer is unable to accept legitimate connections, effectively shutting down your web, email, FTP or VPN server. To
protect from such attacks, make the following settings under 'Advanced' in the 'Firewall Settings' interface:

*  Select Filter loopback traffic
*  Ensure that the Block fragmented IP traffic is selected

»  Block fragmented IP traffic - When a connection is opened between two computers, they must agree on a
Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a router
with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the network
over which it must be sent, it is divided into smaller 'fragments' which are each sent separately. Fragmented
IP packets can create threats similar to a DOS attack. Moreover, these fragmentations can double the
amount of time it takes to send a single packet and slow down your download time.

»  Select the Do Protocol Analysis checkbox to detect fake packets used in denial of service attacks

*  Select Enable anti-ARP spoofing
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[v] Set alert frequency level Loy -
[] Set new on-screen alert timeout to

Advanced
[] Filter IPv& traffic
Filter Inophack traffic (e.g. 127 XXX, 1)
Elock fragmented IP traffic

Do Protocal Analysis

Enable anti-ARP spoofing

5. Click 'OK' for your settings to take effect.

Click here for more details on Firewall Behavior Settings

Setting-up Application Rules, Global Rules and Predefined Firewall Rulesets

You can configure and deploy traffic filtering rules and policies on an application specific and global basis and predefined firewall
rulesets.

To view the Application Rules

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'Application Rules' under Firewall from the left hand side pane
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General Tasks

=y Manage Metworks

sconnect to the MG -|icw or block connections from other
computers in detected netwarks.

Stap Metwark Activity
Block all netwark activity to and fror this

PC.

Allowe an application
internet.

s Block Application
@ Block an application frorm accessing the

internet.

Stealth Ports

Manage this PC's network visibility from
other PC's.

Cipen Advanced Settings

Access and configure various firewes
onfiguration options.

COMODO advanced Settings
Sandbox

Application Rules

Advanced . T

The following firewsall application rules are active an this computer,

Application Treat As Q| =

O

7] [ System Custom
Settings O Y Allow System To Send Reguests [f The ..

¥ ' Allow System Ta Receive Requests [fT...

[0 [ E coMODO Internet Security DOutgoing Only

O B @& ciPragram Files\COMODO\Dragontdragon...  Custam

[0 @& ci\Pragram Files\COMODOYceDragonticed...  Custam

| o CAProgram FileshOperatopera.exe Web Browser

[0 [ & wWindows Updater Applications Custom

O

----- & Allgw [P Out Fram MAC Any To MAC A,
Cancel
4.  Click the handle from the bottom and Add or Edit rules for specific applications manually or remove them.

Click here for more details on Application Rules

To view the Global Rules

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'Global Rules' under Firewall from the left hand side pane
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General Tasks

= Manage Networks
&ion to connect fo the J Allows or block connections from other

computers in detected networks

® Stop Metwork Activity
1 the Block all network activity to and from this

Open Advanced Setiings

Access and configure various firgg
wealing pulian:

Allow an app
Internet

Block Application
Block an application from access

Intermet

Stealth Ports

Manage this PCs network visibility fror

COMODO advanced settings

@ Global Rules

The following global rules are active on this computer;

] Rules Q
' Allow All Outgoing Requests If The Target |5 In [Home #1]

¥ Allow Al Incoming Requests If The Sender ks In [Home #1]

¥ Allow IP Out From MAC Any To MAC Any Where Protocol Is Any

v Allow ICMP In From MAC Any To MAC Any Where ICMP Message |s FRAG..

¥ Allow ICMP In From MAC &ny To MAC Any Where ICMP Meszage Is TIME

e e

@ Block IP In From MAC Any To MAC Any Where Protacal |s Any

4.  Click the handle from the bottom and Add or Edit global rules manually or remove them.
Click here for more details on Global Rules

To view Predefined Firewall rulesets

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'Rulesets' under Firewall from the left hand side pane
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Q

General Tasks

Manage MNetwarks

Allowe or block connections from other
computers in detected networks

@ Stop Mebwork Activity
Block all netwarl

activity to and from this
Pr

= Clock Application

Block an applicafion from accessimMmfh
Internet

Stealth Ports
||.'.|'.'-I:"-' this PC's network visibility from

other PC's

Open Advanced Settings

Rulesets

The following rulesets are defined on this computer:

[0 Ruleset Hame Q
YWeb Browser
Email Client
Ftp Client
Allowed Application

Blocked Application

e e R

Outgoing Only

Cancel

4. Click the handle from the bottom to and Add, Edit or remove rulesets.
You need not make your own rulesets, the defaults are usually enough.

Click here for more details on pre-defined firewall rulesets
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Blocking Internet Access while Allowing Local Area Network
(LAN) Access

You can configure Comodo Firewall to block Internet access while allowing free connections to an internal network (Intranet or
LAN).

Example scenarios:

*  In your network at home, you want your child's computer to connect to other computers at home but disable Internet
access to them for safety reasons

*  Inyour corporate network, you want your employee's computers to connect to your local network machines but disable
Internet access for them for bandwidth restrictions

To selectively block connection to Internet whilst allow connection to internal network you need to create a Global Rule under
Advanced Firewall Settings and password protect your configuration to prevent others from altering it.

To create a Global Rule
1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'Global Rules' under Firewall from the left hand side pane
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General Tasks

Manage MNetworks

Allowy an applicat Allows or block conneactions from other
nternet detected n

Block Application Stop Network Actmviby

Block an application from accessing the Black all netwiork activity 1o and from this

riternet

- Stealth Ports
Cel  ianage thiz PCs natwork visibility from

other PC's

Open Advanced Settings

ACCASS and conflgura Yanous Tinews
configuration options

@ Global Rules

The following global rules are active on this computer

[0 Rules Q

o Allow All Qutgoing Requests If The Target Is In [Work #1]

o Allow All Incoming Requests If The Sender |s In [Work #1]

@ Block ICMP Out From MAC Any To MAC Any Where ICMP Message |s PR,

@ Block ICMP In From MAC Any To MAC Any Where I[CMP Message Is 17.0

@ Block ICMP In From MAC Any To MAC Any Where ICMP Message Is 15.0

G.‘I Block ICMP In From MAC Any To MAC Any Whare ICMP Message Is 130

BE:E AN DD

@ Block ICMP In From MAC Any To MAC Anv Where ICMP Message Is ECHO..

4.  Click the handle from the bottom and choose 'Add' from the options. The Firewall Rule interface will open.
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COMODO Firewall Rule

Action: |EII|:u:k v [ Log as firewall event if this rule is fired

Pratocal: P

Direction: ~ |OUT v

Descriptian Al LAM and Block Internet

J Source Address l Destination Address IP Details

[] Exclude {i.e. MOT the choice below)

Type: | IPw4 Single Address v

IP: 192 168.111.111

5. Choose the following options from the drop-down menus:

e Action = Block;
e Protocol = IP;
*  Direction = Out.
6. Enter a description for the new rule in the Description text box.

7. Click the 'Source Address' tab, choose 'IPv4 Single Address' or 'IPv6 Single address' as per your network and enter
the IP address of the computer in the IP text box.

8.  Click the 'Destination Address' tab, choose 'Network Zone' from the Type drop-down and choose your local area
network from the 'Zone' drop-down.
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Liescription Alliowy LAMN and Block Internet

Source Address Destination Address IP Details

[] Exclude {i.e. MOT the choice below)

Type: |Nehﬂmrk Fone v
fone  |Loopback Zone b
Loopback, Zone
work #1 Q
Wark 22

9. Click the 'IP Details' tab and choose 'Any' from the 'IP Protocol' drop-down.

Descriptian Allowy LAM and Block Internet

Destination Address

Source Address 1

[ IP Details |

IP Pratocal: |Ar‘|*_.,.f >

Cancel

10. Click 'OK'. The created policy will be added to the list of Global Rules.

11. Select the rule, click the handle from the bottom and click 'Move Up' repeatedly until the rule moves to the first
position.
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E lobal Rules

The following global rules are active on this computer:

Rules

@ Allow LAN and Block Internst

v Allow All Outgoing Requests If The Target |s In [¥Work #1]

all Settings
. ¥ Allow Al Incoming Requests If The Sender Is In [Work #1]

@ EBlock ICMP Out From MAC Any To MAC Any Where ICMP Message |s PR
@ EBlock ICMP In From MAC Any To MAC Any Where ICMP Message 15 17.0
@ Block ICMP In From MALC Any To MAC Any Where ICMP Message |s 15.0
@ Block ICMP In From MAC Any To MAC Any Where ICMP Message 1s 13.0

~
24 '8 0 C

Move Up | S?:',:'\:{,‘?.I

| O
[
O
O
0
0
0
O
0

ige ls ECHO. .

Femove

Cancel

12. Click 'OK' for your configuration to take effect.

Your Firewall is now configured to allow access to internal network but to block Internet access. Now you need to password
protect this configuration to prevent others from changing it.

To password protect your configuration

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'User Interface' under General Settings from the left hand side pane
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Cresbs Fegcue Disk Clean Endpoint
w Op=n Acvanced Settings

E Submit Fies
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COMODO advanced Settings

E User Interface

Language: | Default - English (United States)

[#] Show messages from COMODO Message Center
Show notification messages

Show welcome screen an startup

[#] Show desktop widget

) Snow Information messages when tasks are minimized/sent to
background

Play sound when an alert is shown

[#] Enable Password Protection Set P

Cancel

4. Select 'Enable Password Protection' under 'Parental Control' and click 'Set Password' link. The Change password
dialog will appear.

COMODO change password

E Change password

Password:

Retype:

Cancel

5. Enter and confirm your password then click OK. Make sure to create a strong password containing a mixture of
uppercase and lowercase characters, numbers and symbols so that it cannot be easily guessed by others.

The configuration is now password protected. From the next attempt to change any configuration changes to CIS, you will be
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prompted to enter the password to proceed.

COMODO Eenter ha

Password:

Setting up the HIPS for Maximum Security and Usability

This page explains on configuring the Host Intrusion Prevention System (HIPS) component of CIS to provide maximum security
from the malicious programs that try to execute from within your system and to protect your system from data theft, computer
crashes and system damage by preventing most types of buffer overflow attacks, prevent possible attacks from root-kits, inter-
process memory injections, key-loggers and more.

To configure HIPS
1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click 'Open Advanced Settings'.
3. Click 'Security Settings' > 'Defense+ ' > 'HIPS' > 'HIPS Settings' from the left hand side pane
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General Tasks

Firewall Tasks

Sandbox Tasks

Advanced Tasks

Clean Endpoint
o4 e |
Run CoMODO Cleaning Essentials tool

to clean up heavily infected PC's. entinfactions.

Submit Files

You can submit as many files as you
wish to COMODO for analysis

COMODO advanced Settings

Cpen Atvanced Settings

Access and configure varioLLzes

Enable HIPS

|. Safe Mode v-| honitoring Settings

Easanaidinde ost Intrusion Pratection System, the component that

Gafe Mode g system activities to protect the cormputer against makware
Clean PC Modea
Training Mode  Jerts | |

[] Set popup alerts to verhose maode

[] Create rules for safe applications

[] Set new on-screen alert timeout to 120 | secs
Advanced

[] Enahle adaptive mode under low system resources

[ Block all unknaowin requests when the application is not running

[[] Enahle enhanced protection mode (Requires a system restart)

4. Select Enable HIPS

5. Choose 'Safe Mode' from the drop-down below it. Refer to HIPS Behavior Settings for more details on the Security
Levels.

Monitoring Settings

6. Click Monitoring Settings from the HIPS Settings interface
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ntrusion Protection System, the component that
rating systermn activities to protect the computer against

..ttiru;r_:. * COMODO wionitoring Settings

ronitars critical of

Activities to Maonitor

Interprocess Memory ACCEsses Process Execution
WindowsAYinEwvent Hooks Wiindow Messages
Cevice Driver Installations OMS/RPC Client Service

FProcesses' Terminations

Ohjects to Monitor Against Modifications

Frotected COM Interfaces Frotected Registry Keys
Protected Files/Folders

Ohbjects to Monitor Direct Access

Fhysical Memory Disks

Computer Monitar keyhoard

Cancel

7. Make sure that all the check boxes are selected and click OK

Advanced Settings
8. Make the following settings under Advanced in the HIPS Settings interface
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[] Create rules for safe applications
[] Set new on-screen alert tirmeout to

Blocker Advanced

Cancel

e Optional — Enable 'Block all unknown requests if the application is not running'. Selecting this option blocks
all unknown execution requests if Comodo Internet Security is not running/has been shut down. This is
option is very strict indeed and in most cases should only be enabled on seriously infested or compromised
machines while the user is working to resolve these issues. If you know your machine is already ‘clean’ and
are looking just to enable the highest CIS security settings then it is OK to leave this box unchecked.

*  Ifyou are using a 64-bit system, in order to maximize the security, it is important to select 'Enable enhanced
protection mode (Requires a system restart)' — Enabling this mode will activate additional host intrusion
prevention techniques in Defense+ to countermeasure extremely sophisticated malware that tries to bypass
regular countermeasures.

Because of limitations in Windows 7 x64, some HIPS functions in previous versions of CIS could
theoretically be bypassed by malware. Enhanced Protection Mode implements several patent-pending ways
to improve HIPS in Defense+t.

Click here for more details on HIPS Behavior Settings

Setting up the Behavior Blocker for Maximum Security and
Usability

This page explains on configuring the Behavior Blocker to auto-sandbox applications that are unrecognized by CIS to prevent
potential damages to your system from untrusted programs.

To configure Behavior Blocker

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'Security Settings' > 'Defense+ ' > '‘Behavior Blocker' from the left hand side pane
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General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue s

Create 3 bootable CD or LISE
to clean up heavily infected PC's.

{9 Clean Endpaint

b"-“ Run COMODO Cleaning Essentials tool
to clean persistent infections.

Submit Files

You can submit as many files as you
wish to COMODO far analysis.

COMODO advanced Settings

Open Advanced Settings
Access and configure varin

EBehavior Blocker

» Antivirus Auto-Sandbox unknown applications as | Partially Limited v'|

Fully Yirtualized
Fatially Limited

This option protects your computer against unkno
blacking the actions of unknown applications in su
not harm your computer.

boxing and
cations can

=l

e HIFS

Detect installers and show privilege elevation al Foeiced

Define exceptions for behavior blocking  Excep) Untrusted
nd Blocked
Advanced

Behavior B

Do hewristic command-ling analysis for certain applications

Detect shellcode injections  Exceptions

4. Make sure that the check box 'Auto-sandbox unknown applications as' is selected and choose 'Partially Limited' from
the drop-down menu.

Advanced Settings
5. Make sure that both the check boxes:
* Do heuristic command-line analysis for certain applications;

*  Detect shellcode injections
... are selected.

Click here for more details on Behavior Blocker Settings
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Password Protect Your CIS Settings

This page explains how to password protect access to the CIS interface. Implementing the steps explained on this page means
another user will not be able to access the CIS interface to modify or over-ride the security settings you have implemented.

To enable password protection
1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open 'Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click 'Open Advanced Settings'.

3. Click 'User Interface’ under General Settings from the left hand side pane

coMoOoo
nbernet Security
[+} Home “gei
General Tasks W
Firewall Tasks W
Sandboy Taiki L
-

Craste Rescue Disk Clean Endpoint

E Submit Fies w Op=n Acvanced Settings

WL Ay

COMODO advanced Settings

E User Interface

Language:  |Default - English (United States) %

[#] Show messages from COMODO Message Center
[¥] Show notification messages

[#] Show welcome screen on startup

[#] Show desktop widget

) Snow Information messages when tasks are minimized/sent to
background

[¥] Play sound when an alert is shown

[#] Enable Password Protection Set P;-;[- Sl

4.  Select 'Enable Password Protection' under 'Parental Control' and click 'Set Password' link. The Change password
dialog will appear.
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FPassword:

Retype:

Cancel

5. Enter and confirm your password then click OK. Make sure to create a strong password containing a mixture of
uppercase and lowercase characters, numbers and symbols so that it cannot be easily guessed by others.

The configuration is now password protected. From the next attempt to change any configuration changes to CIS, you will be
prompted to enter the password to proceed.

COMODO enter password

Password:

Cancel

Reset Forgotten Password (Advanced)

This page explains how to remove password protection/reset password just in case you forgot the password you had set for
COMODO Internet Security.

Note: Itis not possible to 'retrieve' a forgotten password - you can only reset it. To do this involves modification of the Windows
registry and is only recommended for experienced users.

To disable password protection in CIS
1. Click Start > Run, from the Windows Start menu

2. Type 'regedit' in the text box and click 'OK'

Type the name of a program, folder, document, ar
4 Internet resource, and Windows will open it Far ywau,

Cpen; | reqedit " |

L oK ][ Cancel H Browse. . ]
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3. Navigate to HKEY_LOCAL_MACHINE\SYSTEM\Software\Comodo\FirewallPro\Configurations\

Under the Configurations folder you will see sub-folders named 0,1,2,... depending on the number of preset configurations in
CIS. These folders contain registry keys for the settings of the preset configurations in the order of the configurations displayed
in Advanced Settings > General Settings > Configuration interface. For example, the folder 0 contains the keys for
COMODO - Internet Security, the folder 1 contains the keys for COMODO - Proactive Security and so on.

&' Registry Editor =13
Fie Edt View Favorites Help
= _1 SOFTWARE A | Mame Type Data
=i S¥STEM ab)iCafak) REG_SZ (valua nat st}
* 1 Controetnot A]ame REG_SZ COMOO0 - Internet Securky
i Em"ffmt]a&t abProductVerson  REG_SZ 6.0,260739 2674
# L} CumentContr Bifjmignature REG_QWORD 4c 6 2d 37 b3 de ed 01
[ LastknewsniGoodRecovery B
) MountsdDeviess by REG_SZ {091 609A7-BC8-4B6A-AEFE-7 LES4DTABTEE
3 Select E5]varsion REG_DWCRD (3016295 (SIHZ2421)
= {1 setup
= -_| saftwars
£-E Camods COMODO advanced settings
+ -_| Zam
] CUPS
e R Configuration
=] Firewall Pro -
= 1 Configuratians
¥ jF This section lets you import, export and switch configuras
&
R
[ Daka Configurations
# __] DbgTrace
& [ Options & COMODD - Internet Security
S [ S . W
< ¥ £

COMODOD - Proactive Sacurity

& COMODO - Firewall Secunty >

Pty ComputerHEEY_LOCAL_MACHINEYSY STEMsoftea

4.  Select the folder corresponding to the configuration for which you wish to reset the password and navigate to Settings,
for example, navigate to HKEY_LOCAL_MACHINE\SYSTEM\Software\Comodo\FirewallPro\Configurations\0\Settings
to reset password in COMODO - Internet Security configuration.

& Registry Editor

File Edit “iew Favorites Help
[ Contralsetonz || Mame Type Diata -~
(1 CurrentControlSet [2¥]EnableLogging REG_DWORD 0500000001 (1)
% LaStK”D:”G'?DdRE‘WEW [B¥]ErforceBootSecu.,. REG_DWORD 0%00000001 (1)
= E'C;"'”tte 2l [R¥]HidelntroScreen REG_DWORD 000000000 {0
= SZZE [ MaxLogsize REG_DWORD 0000001 4 (20)
P [R¥]MessageFlags REG_DWORD 000000049 [73)
=] software :
563 Comodo [B¥]notshowBackgra... RES_DWORD 000000000 {0
(3 Cam 88 MokShowMinimize. .. REG DWORD 000000000 (0}
3 cLes ng|PasswordEnabled  REG _DWORD 000000001 (1) I
[ cLps 4 (8] PasswordHash REG_BIMARY 0d &b d& oo oF 3c 30 8b 6 ed 26 82 51 35
&-&3 Firewall Pro [B¥]Playalertsound  RES_DWORD 0x00000001 (1)
-3 Configurations [R¥]remember REG_DWORD 0%00000001 (L)
=0 [24] shawBalloan REG_DWORD 0500000000 {0)
[ aw [B¥]showGeekbuddy.., RES_DWORD 00000001 (1)
(1 File Grou || [#¥]showGeskBuddy.., RES_DWORD 000000001 {1}
[ Firewall [B¥]showGeekBuddy... RES_DWORD 000000001 (1)
1 HIPs [B¥]showIncompatibl,..  RES_DWORD 0x00000001 (1)
settings [R¥] showMinimize REG_DWORD 000000001 (1)
=@ [H_Eldzte (B8] showwidget REG_DWORD 0x00000001 (1) 3
S0 [B)suppressay REG_DWORD 000000000 {0}
[ et
. " v || [R¥]suppressop REG_DWORD 000000000 (0) v
£ [ > 4 ¥
My CompukertHEKEY _LOCAL_MACHINESYSTEM software! ComadatFirewall PratCanfigur ations\0h Settings
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5. Right-click 'PasswordEnabled' key and select 'Modify'

Registry Editor

File Edit ‘iew Favorites Help
([ Contralsetonz || MName Typs Data ~
(3 CurrentControlset [R¥]EnableLogging REG_DWORD 0x00000001 {1}
% LEStK"‘D;"'”G'j"DdRE':”"E”" B8JEnforceBookSecy.,, REG_DWORD 000000001 (1)
= ':C;"'”tte Devices [B¥]HideIntroScreen RES_DWORD 000000000 (0}
= SZ:‘T B8] MaxLogsize RE_DWORD 000000014 (20)
=& snftlﬁam [B¥]MessageFlags REG_DWORD 0500000049 (73
563 Comodo [B¥]notShowBackgra.., RES_DWORD 000000000 {0)
3 Cam NDtSthMinimize... REG_DWORD 000000000 {0)
1 cLPs [ PasswordEnabl ™ madify 00000001 {1}
Ccips4 (B]PasswordHash| gy Binary Data 0d &b dé cc o7 3c 30 8b 6c o6 26 82 51 38
&3 Firewall Pro [R¥]Playalertsounc 000000001 (1)
=2 Configurations [B¥]remember Delete 00000001 {1}
=-E 0 [R¥]showBalloon Rename 000000000 {0}
3 av [R¥]showseekbuddy... REG_DWORD 000000001 {1}
(0 Filearou’ || [8]showGeekBuddy... REG_DWORD 0500000001 (1)
([ Firewsall [R¥]showseekBuddy... REG_DWORD 000000001 {1)
@ iz [R%] showIncompatibl...  REG_DWORD 000000001 (1)
3 Settings || [ad)showMinimize REG_DWORD 0x00000001 (1)
=@ [E__pldate [R¥]showwidget REG_DWORD 0x00000001 {1 3
Cont || [R¥]suppressav REG_DWORD 0500000000 {0)
[ setti :
g v | | [B¥)suppressDp REG_DWORD 0x00000000 (0} v
£ [ > £ >
My CompuberiHKEY _LOCAL_MACHINE!SYSTEM software! Comodal Firewall ProtConfigur ations) ot Settings

6. Inthe 'Edit DWORD Value dialog box, change the 'Value data' from 1to 0

Edit DWORD ¥alue

Walue name:
| PazzwiordE nabled |

Walue data: Baze
| | (%) Hexadecimal
(3 Decimal
[ k. l [ Cancel

7. Click 'OK'

8. Right-click 'PasswordHash' and select 'Delete’.
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File Edit Yew Favorites Help
[Z3 Controlsetooz || MName Type Data ~
(3 CurrenkControlset [R¥]EnableLogging REG_DWORD 0500000001 (1)
% LEStK”DJ””G'?DdRE':”VEW BJEnforceBootSecy.,. REG_DWORD D O000000 (1)
MountedDevices [B¥]HidelntroScreen  REG_DWORD 000000000 {0}
[ =select
= 52:: [ MaxLogsize REG_DWORD 000000014 (20)
o0 snftﬁam [B¥]MessageFlags REG_DWORD 0500000049 (73
553 Comodo [R¥ratshowBackgro,., REG_DWORD 000000000 {0}
3 Cam [B¥]natshowMinimize. .. REG_DWORD 000000000 {0
0 cLps [B]PasswordEnabled  REG_DWORD 0x00000000 (0}
(O clps4 : nEC_EhiAne 0d 8b d6 cc 7 3c 30 b 6 e6 26 52 51 38
=23 Firewall Pro [BH]Playalertsou ""“d_'f"_ 0500000001 (1)
=-3 Configurations ERememper | Modify Binary Data 000000001 (1)
=N [R¥]showEalloon 000000000 {0)
% i SthGeekbL 000000001 (1)
File Grou_ || | [¥]showGeekBuany 000000001 (1)
(13 Fireveall [R¥]showGeekBuddy.., REG_DWORD 000000001 {1}
@ il [B4] ShowIncompatibl...  RES_DWORD 0500000001 (1)
3 Settings [R¥]showMinimize REG_DWORD 0x00000001 (1)
=@ [H_Eldate [RE] showwidget REG_DWORD 000000001 (1) 3
Conr | e pressay REG_DWORD 000000000 (0
(27 =ett
. "M v || [#¥]suppressop REG_DWORD 000000000 (0} v
< | 2[5 >
Iy CompubertHEKEY _LOCAL _MACHIMEYSYSTEM \software! Comodo Firewall ProtConfigur ations\ 0% Settings

9. Restart the system for the changes to take effect

Now you should be able to access all settings, uninstall CIS and set a new password.

Note: If CIS doesn't allow regedit to change those registry items, try to boot in safe mode and repeat the above steps.

Running an Instant Antivirus Scan on Selected Iltems

You can run an instant antivirus scan on any selected area like disks, folders files etc. You can also check a wide range of
removable storage devices such as CDs, DVDs, external hard-drives, USB connected drives, digital cameras - even your iPod
and mobile phones too!!! This is useful if you have just copied a file/folder or a program from an external device like a USB drive,
another system in your network, or downloaded from the Internet.

Click here for more details on running on-demand scans.
To instantly scan an item

*  Right click on the item and select Scan with ‘Comodo Antivirus' from the context sensitive menu.
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File Edit Wiew Fawaorites  Tools  Help

eﬁack ' \_J LE p Search 11_ Folders v

address |[C3) C\Program Files\Cuckon

File and Folder Tasks

Other Places

|y Program Files

€ Scan with COMODO Antivirus

My [ :
L} My Documents k& Run in COMODO Sandbox

I Shared Documents
o My Computer
l:_g My Mebwork Places Send To »

Pin ko Skart menu

Cuk
Copy

Create Shortout
Delete
F.enarme

Properties

OR

»  Drag and drop the item over the area marked 'Scan Objects' in the compact view of 'Home' screen in the CIS interface
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oo
L

Address |7 CiPragram Files| Cuckoo

File and Folder Tasks ¥
»

ther Places &

) Program Fies
(L} My Documents
3 Shered Dooumeants
iy My Computer
& My Network Places

OR

N

cCOMODO

Internet Security Fremiwm

Tasks 4@

Realtime Protection:  Active

Last Update: 57 minules age

Sean Objects
Drrop files here

Game Mads I Sy |

»  Drag and drop the item over the area marked 'Scan Objects' in the advanced view of 'Home' screen in the CIS

interface
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Qe - &) - (¥ | J) sewch ([ Foiders | [T

Bddress [ i Pragram Filegi Cuckaa

File and Folder Tasks 2

Dther Mlaces

=) Progeam Filas
u Mir Documents
=3y Shared Daocuments
i My Computes

‘j My Metwork Places

cCOMODO

Internet Security Premiu

Tasks "G

Firewall afe Wode =

Bato Sandbox Farfally Limited =
Details

1 Byt ago HIPS afe Moge = vQ al
nboyng Ccutbhound
Threats: 3 Blocked Intrusions o sychostaxs 0.00%
= axe L
E M Unrecognized Files 0 svchosl gus D007
hjects o

D fop filas hare

ﬁ Sandboxad Apps

Metwork Intrisions

Zame Mode : iy

: C:AProgram Files\Cuckoo\cuckoomp.exe

Elapsed Time: 00:00:04

CAProgram Files ckoolzuckoomp. exe

& Threat(s) Found: O

[] Turn offthis camputer if no threats are faund atthe end ofthe scan

Il Pause Send to Background

...and on completion of scanning, the scan finished dialog be displayed with the number of threats found.

Click here for more details to take action on the infected item(s).
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Creating an Antivirus Scanning Schedule

Comodo Internet Security allows you to schedule Antivirus scans on your entire system or on specific areas according to your
preferences. You can create a custom scan profile defining exactly which files and folders are to be scanned, when they are to
be scanned and how they are to be scanned.

To create an antivirus scanning schedule

e Click the 'Tasks' arrow on the home screen to open the main Tasks menu

e In'General Tasks', click 'Scan'

e Select 'Custom Scan' then 'More Scan Options'

*  The 'Advanced Settings' interface will be displayed with 'Scans' panel opened
«  Click the handle at the bottom of the interface then select 'Add'
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Internet Security Fremiurm

Q

General Tasks

Scan Yiew Logs

‘j’ Wiew a recard of security events, activity
and alerts,

Scan your camputer farvirdses and
Spnare,

Zpen Task Manager

Dpen the task manager to view running

Fun the updater to check for pYogram and

CDMODO Scan

. ted to
g; Quick Scan Last Scan:
=8 ooz commonly infected areas and mermony, 06.05.2013
Firewall b
i Custom Scan 4
Sandbox Scanfiles and folders or run custom scan profile v

e

Folder Scin
Select and skan & folder.

Advance

0

More Scan Options
Fun custom scan profiles.

v Antivirus This page allows you to add, remove and edit scan profiles and scheduled scans.

Q resltime scan ] Name Action Last Scan Active
[0 Full Scan 0&.05.2013 03:52 P

Quick Scan 06.05.2013 02:09 P

‘ x

Rermoye
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The scan profile interface will be displayed.

e Type a name for the profile in the 'Scan Name' text box

»  Click the handle at the bottom of the interface to select items to be included in the profile:

CDMODO Scan

Scan Name; | Example Scan Profie

Define itemns to be scanned, scanning options and running schedule

Items o

Profile

Cihscriptshinstall_Software vbs

& ‘ I 3| ‘ x
Add Files ' Add Folder Rggign Rernoe
Options v

Schedule

*  Add File - Allows you to add individual files to the profile.

*  Add Folder - Allows you to select entire folders to be included in the profile

*  Add Region - Allows you to add pre-defined regions to the profile (choice of 'Full Computer', 'Commonly
Infected Areas' and 'System Memory')
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Entire Computer

Commonly Infected Areas

*  Repeat the process to add more items to the profile. Click 'OK' to confirm your choice.

*  Next, click 'Options' to further customize the scan:

COMODO :zcan

Scan Name: ‘ Example Scan Frofie

Define items to be scanned, scanning options and running schedule

Items

Options

Enable scanning optimizations

This option increases the scanning speed significantly

Decompress and scan compressed files

This option allows scanner to decompress archive files e.g. . Jip \Rar etc. during scanning

[] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings

O Automatically clean threats [ |

When the threats are identified, perform the selection action automatically

[ Use heuristics scanning |:|

When the threats are identified, perform the selection action automatically

1 Lirnit maxirnurm file size to

While scanning, if a file size is larger then specified, it is not scanned

Shedule

e Options:

«  Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization
techniques like running the scan in the background in order to speed-up the scanning process (Default =
Enabled) .
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*  Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive
files such as .ZIP and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and
CAB archives (Default = Enabled) .

*  Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses
more accurately because the local scan is augmented with a real-time look-up of Comodo's online signature
database. With Cloud Scanning enabled your system is capable of detecting zero-day malware even if your
local anitvirus database is out-dated. (Default = Disabled).

*  Automatically clean threats - Enables you to select the action to be taken against the detected threats and
infected files automatically from disinfecting Threats and moving the threats to quarantine.

*  Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be applied on
scans in this profile. You are also given the opportunity to define the heuristics scan level. (Default =
Disabled).

Background Info: Comodo Internet Security employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain
whether it contains code patterns similar to those in known viruses. If it is found to do so then the application
deletes the file or recommends it for quarantine. Heuristics is about detecting 'virus-like' traits or attributes
rather than looking for a precise virus signature that matches a signature on the virus blacklist.

This allows CIS to 'predict' the existence of new viruses - even if it is not contained in the current virus
database.

e Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false
positives. Comodo recommends this setting for most users.

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

*  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives t0o.

»  Limit maximum file size to - Select this option if you want to impose size restrictions on files being
scanned. Files of size larger than that specified here, are not scanned, if this option is selected (Default =
40 MB).

*  Run this scan with - Enables you to set the priority of the scan profile. You can select the priority from the
drop-down.(Default = Disabled).

»  Update virus database before running - Instructs Comodo Internet Security to check for latest virus
signature database updates from Comodo website and download the updates automatically before starting
the scanning (Default = Enabled) .

»  Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans
for applications that (i) a user may or may not be aware is installed on their computer and (i) may
functionality and objectives that are not clear to the user. Example PUA's include adware and browser
toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece of
software. Unlike malware, many PUA's are 'legitimate' pieces of software with their own EULA agreements.
However, the 'true’ functionality of the software might not have been made clear to the end-user at the time
of installation. For example, a browser toolbar may also contain code that tracks a user's activity on the
Internet.

e To schedule the scan to run at set intervals, click 'Schedule":
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COMODO zcan

Scan Name: | Example Scan Frofile

Define items= to be scanned, scanning options and running schedule

Items
Options

Shedule

Frequency: Start Time: 5:30 AM 5

() Do not schedule this task
O Every Day

& Every Week

() Ewery Maonth

Day(s) of Week

Sun  Mon Tue Wed Thu Fri

[] Run only when computer is not running on battery
[J Run only when computer is IDLE

[] Turn off computer if no threats are found at the end of the scan

* Do not schedule this task - The scan profile will be created but will not be run automatically. The profile will
be available for manual on-demand scanning

«  Every Day - The Antivurus starts scanning the areas defined in the scan profile every day at the time
specified in the Start Time field

«  Every Week - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the week
specified in 'Days of the Week' field and the time specified in the 'Start Time' field. You can select the days of
the week by directly clicking on them.

»  Every Month - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the month
specified in 'Days of the month' field and the time specified in the 'Start Time' field. You can select the days
of the month by directly clicking on them.

*  Run only when computer is not running on battery - This option is useful when you are using a laptop or
any other battery driven portable computer. Selecting this option runs the scan only if the computer runs with
the adopter connected to mains supply and not on battery.

*  Run only when computer id IDLE - Select this option if you do not want to disturbed when involved in
computer related activities. The scheduled can will run only if the computer is in idle state

*  Turn off computer if no threats are found at the end of the scan - Selecting this option turns your
computer off, if no threats are found during the scan. This is useful when you are scheduling the scans to
run at nights.

»  Click OK to save the profile.

The profile will be saved and the selected areas will be scanned repeatedly as per the set schedule.

Note: The schedule scan will run only if it is enabled. Click the button under the Active column beside the respective profile row
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‘ to toggle between on and off status.

Running Untrusted Programs In the Sandbox

Comodo Internet Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test the behavior
of new executables that you have downloaded or for applications that you are not sure that you trust. You can also create a
desktop shortcut to run the application inside the sandbox on future occasions. The following image shows hows a 'virtual'
shortcut will appear on your desktop:

Virtual Firefox

Comodo Internet Security allows you to run a program in the sandbox:
¢ From the right click options
* By dragging-and-dropping the application on to CIS Home screen

¢ From the Sandbox Tasks interface

Note: If you wish to run an application in the sandbox on a long-term/permanent basis then add the file to the Sandbox.

Run a program inside the sandbox through right click options

1. Browse to the installation folder of the .exe file through Windows Explorer

2. Right click on the program that you want to run inside the sandbox

File Edt Miew Favarites  Tools Help

eBack b \_’r] L@ 'pSearch H_\_'“ Folders -.-

Address |3 CHiProgram Files\Cuckoo

File and Folder Tasks ¥
o

Other Places e

[ Program Files
My Docurnents

= Scan with COMODO Antivirus

(3 Shared Documents M| Run in CoO Sandbo

a My Campuker Pin ta Skart menu

-.‘i Iy Metwork Places end Ta »
Zuk

Details Copy

Create Shortcuk
Delete
Renarme

Properties

3. Choose 'Run in Comodo Sandbox' from the context sensitive menu
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Drag-and-drop the application on to CIS Home Screen

In the 'Compact View' of the Home screen the flippable pane at the left side allows you to run instant scans or run a program in
sandbox. To flip the pane to carry out these tasks, just click the curved arrow at the top right side of the pane to display the
Home screen.

COMODO

Internet Security Premium

Tasks g

Realtime Protection: Active

Last Update: 4 hours ago

Scan Objects
Drap files here

Same Mode w

Update Virtual Kiosk Quuaranting Task Manager

To run a program in a sandbox

1. Flip the pane by clicking the curved arrow at the top right side to display 'Sandbox Objects'".

-t

Sandbox Objects

Cirop programs here

2. Navigate to the program in your system that you want to run in sandboxed environment through Windows Explorer
and just drag and drop into the box.
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Fie  Edt  Wew Favortes  Took  Help

Qex v ) (T I sean [ roides | [T

Address || CrProgram Fles\Cuckoo

| File and Folder Tasks ¥

Oitheer Places

G comMoDO

P t 5ec Eram
=3 Shared Documenks Imternet Security Fre

j My Compubar
NG My Metwork Places

Details ¥

Tasks g

Realtime Protection:  Active
L ast Update:

4 hours ago

Sandbox Objects

Drop programs hera

Game Mode | e |
——

Run a program in sandbox from Sandbox Tasks interface

1. Click the 'Tasks' arrow on the home screen to open the main Tasks menu

2. Click 'Sandbox Tasks' and click 'Run Virtual' from the 'Sandbox Tasks' interface
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Internet Security Premiur 4 E L.‘I. {'..] C}

Q

General Tasks

Firewall Tasks

NGl Fun Virtual Kiosk & | Cpen Shared Space
. - I i

BUl | reate a secure virual deskdop a

1=inn gt

i COpen Advanced Settings

re warious Sandbo

F] Run Virtual
Sl Fun applications in Sandbox and -.rea&'j

shorcuts for them on the deskdop

COMODO run virttual

Advanced Tasks

You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system.

m Choose and Run
(===} Seclectan application and run itinside the Sandbox

[ Create a virtual desktop shartcut

The 'Run Virtual' dialog will be displayed.

3. Torun an application inside the sandbox, click '‘Choose and Run' then browse to the application. The application will
run with a green border indicating that it is sandboxed. If you wish to run the application in the sandbox in future, then
select 'Create a virtual desktop shortcut'.
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Loak in: | | program b | @ ?’ Y v
|Cicomponents Eunupkg
| @ Ea I defaulks
My Fecent  (CZ)greprefs
Documents Bresgurce
o Ecrashrep
Fr—
L Ewthnn
Diaskton & quickstart
Erehasegui
I Erehasenu
’j Esuﬂ:ice
%sw
My Documents | =
i Eunnlnfn
by Computer
File name: |Swriter W |
@ Filzs of type: |.-'-‘-.|:||:|Ii|:ati|:|ns [ exe) W |
My Metwork [ ] 0Open as read-only

4. Browse to the application and click 'Open'. In the example above, Open Office Writer is chosen.

The application will run in the Sandbox on this occasion only. If you often want the browser to run sandboxed then create a
'virtual shortcut' for the application by selecting the check-box 'Create a virtual desktop shortcut' in step 2. If you wish to run an
application in the sandbox on a long-term/permanent basis then add the file to the Sandbox.

B=1Ed
Window  Help X

B -
3 B 7 U

H Untitled 1 - OpenOffice.org Writer

File Edit ‘iew Insert Format Table Tools
P-EH® I BER Y
|DeFauIt

e | |Times Mew Roman b | |12

J-.-Lz

1040912

John F. Kennedy

Iy fellow Americans, ask not what vour country can do for you, ask what vou can do for your
country” |

| ¥

Page 11 Default English (LS4 IMSRT | |5TD | |* OEE M | (@& @ | 100%
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Running Browsers Inside Sandbox

This page explains how to run your Internet browser inside the sandbox. Surfing the Internet with a sandboxed browser is the
same as normal, with the benefit that any malicious files you inadvertently download cannot do damage your real computer. You
can also create a desktop shortcut to run the browser inside the sandbox on future occasions. The following image shows how a

'virtual' shortcut will appear on your desktop:

Virtual Firefox

Comodo Internet Security allows you to run a browser in the sandbox:
*  From the desktop widget
*  From the Sandbox Tasks interface

Starting a browser from the desktop widget

The CIS Desktop Widget displays shortcut icons of the browsers installed in your computer.

cOMODO

¢ To start a browser inside the sandbox, click on the browser icon.

Starting a browser from the Sandbox Tasks interface

1. Click the 'Tasks' arrow on the home screen to open the main Tasks menu

2. Click 'Sandbox Tasks' and click 'Run Virtual' from the 'Sandbox Tasks' interface
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General Tasks

Firewall Tasks

NGl Run Virtual Kiosk

RIS  “reate 3 secure virtual desk

F] Run Virtual
Sl Fun applications in Sandbox and -.rea&'j

shorcuts for them on the deskdop

& | Cpen Shared Space

B Open Advanced Settings

re warious Sandbo

raset Sandbo

COMODO run virttual

Advanced Tasks

You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system.

m Choose and Run
(===} Seclectan application and run itinside the Sandbox

[ Create a virtual desktop shartcut

The 'Run Virtual' dialog will be displayed.

3. Torun a browser inside the sandbox, click ‘Choose and Run', navigate to the installation location of the browser and
select the exe file of the browser. If you wish to create a desktop shortcut to run the browser in the sandbox in future,
then select 'Create a virtual desktop shortcut'.

The browser will run with a green border indicating that it is sandboxed.

Running Untrusted Programs Inside Virtual Kiosk

This page explains how to run untrusted programs inside the Virtual Kiosk. Applications running in the kiosk also leave no
cookies or history behind on your real system, making it ideal for testing out beta/unstable software.

Applications installed or the files stored in your system can be opened inside the Virtual Kiosk by the following methods:
*  Opening the applications/files from the desktop shortcuts
»  Sharing the application/files through the Shared Space folder

Desktop Shortcuts

You can copy the files or create shortcuts for the applications/files to be opened in Virtual Kiosk, in the desktop of your real
system. The shortcuts of your real desktop will be available in the Virtual Kiosk desktop. You can double click on the icon to
open the respective application of file inside the Virtual Kiosk.

Note: The real computer desktop icons will be available only in the Classic Windows Mode and Tablet + Classic Mode.
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Shared Space

The Virtual Kiosk creates a folder Shared Space in the location "C:\Documents and Settings\All Users\Application Data\Shared
Space", which can be shared by your host operating system and the Virtual Kiosk.

The Shared Space can be accessed in the following ways:
*  Click 'Open Shared Space' under 'Sandbox' Tasks in the Tasks Interface
e Click the 'Shared Space' shortcut icon from the home screen of CIS
e Click the 'Shared Space' shortcut icon from the CIS widget
*  Click the 'Shared Space' desktop shortcut icon
To open an application or file from your host system in the Virtual Kiosk
1. Open the 'Shared Space' as mentioned above

2. Copy/Move the application or the file to be opened into the Shared Space

3. Start 'Virtual Kiosk' by clicking the Virtual Kiosk shortcut in the CIS home screen or by clicking Sandbox Tasks > Run
Virtual Kiosk from the Tasks interface of CIS.

coMODO

ntermet Security

=1
General Tatks

Firswall Tazks

Advanced Tasks

4. Open Shared Space inside the Virtual Kiosk by clicking the 'Shared Space' icon in the home screen.

Note: The Shared space home screen icon will be available only in the Classic Windows Mode and Tablet + Classic Mode.
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5. Double click on the application/file in the shared space to open it inside the Kiosk.

The changes you make to the file will be stored to the file only inside the Virtual Kiosk and not in the real computer system.

Running Browsers Inside the Virtual Kiosk

The Virtual Kiosk provides an extremely secure environment for Internet related activities because it isolates your browser from
the rest of your computer. Just by visiting them, malicious websites can install viruses malware, rootkits and spyware onto your
computer that can allow hackers to steal confidential information. Surfing the 'net inside the Kiosk removes this threat to your
machine by preventing any website from installing anything on your real computer. Furthermore, the Virtual Keyboard allows you
to securely enter user-names, credit card numbers and passwords without fear of key-logging software recording your physical
keystrokes.

To run a browser inside the Virtual Kiosk

1. Click the 'Kiosk' menu at the bottom left

2. Select the browser you want to run from the browsers displayed.
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On completion of your browsing session, no trails like your browsing history will be stored in your computer.
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Restoring Incorrectly Quarantined Iltem(s)

If you have incorrectly quarantined item(s) or you feel an item has been incorrectly quarantined by the application (a false
positive) then you can restore it'them using the following procedure:

To submit Quarantined items

1. Click the 'Tasks' arrow on the home screen to open the main Tasks menu
2. In'General Tasks', click 'View Quarantine'

The 'Quarantine’ interface will open. The interface displays a list of items moved to Quarantine manually, from the results of real-
time scanning, on-demand scanning and scheduled scans.

cCOMODO

Internet Security Premium

Q Search Tasks

General Tasks
Wiewy Logs

Scan
Scanyour computer forviruses and Wiew a recard of security events, activity
SWare. and alerts.

w Update Cpen Task Manager
Run the updater to check for pragram and i Qpen the task manadger to view running

virls database updates. secUrity tasks in progress.

[

View Cluarantine Yiew Connections

Wiew applications which are connected fo
the Internet.

YWiew and manage threats quarantined by
¥irls scanner.

ltem Location DateTime

] ApplicUnwnt. Win32. Lea. .. EMmportant DocumentsiYallbreakerwWallbreakerWallBr... 11 Jun 13 ..
| Application WWind2 Leak. . EMmportant DocumentsiTrojanSimulatoiTS Ser exe M Jun 13 ..
] Application.Win32. Leak. .. E:Mmportant DocumentsiTrojanSirmulatotTrojanSimulator... 11 Jun 13 ..
Application WWin3d2. Leak. . E\Bank StatementshTooleaky\TooLeaky'tooleaky exe 1M Jun 13 ..
] Application.Win32. Leak. .. E:mportant DocumentsiTrojanSimulatotTrojanSimulator... 11 Jun 13 ..

X o

Delete Al Subrmit:

3. Choose the items to be restored by selecting the checkboxes beside them.
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4.  Click the handle from the bottom and choose 'Restore’.

An option to add the selected items to AV excluded files will open.

COMODO internet secu ity

WWould you like to add these files to your Ay excluded files

too??

If you select 'Yes', these items will not be included for AV scans. If you select’ No', these items will be included for AV scans and
quarantined during the next scanning.

All the selected files will be restored to their original locations immediately.
5. Click 'Close' button to exit.

Click here for more details on the Quarantined ltems.

Submitting Quarantined Items to Comodo for Analysis

Items which have been quarantined as a result of an On Access, On Demand or Scheduled Scans, can be sent to Comodo for
Analysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to Comodo Safe List.
Conversely, if it is found to be a malware, it will be added to the anti-malware Black list. This helps Comodo to enhance its virus
signature database and helps millions of other CIS users to benefit out of it. Click here for more details on Quarantined ltems.

To submit Quarantined items

1. Click the 'Tasks' arrow on the home screen to open the main Tasks menu
2. In'General Tasks', click 'View Quarantine'

The 'Quarantine' interface will open. The interface displays a list of items moved to Quarantine manually, from the results of real-
time scanning, on-demand scanning and scheduled scans.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 453



COMODO

Creating Trust Online®

comMDODOD
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Upiabe . Opery Task Manager
@ Wiy Cluaranting n Wiy Conrections

Firwwall Tasks w
Sandbox Tasks b
Advanced Tasks b
COMODO cuarantine s *
e ltem Lacation Date Time
0 ApplicUrwnt@@#Toziz1 .. B C\Program Files\Bluto Fosce\Oliveoylcpil_suite\cpilexe 26 Dec 12 15
£ TrofWare Win32.Patch . [B C:\Documents and Settings\AdministratonDeskiopito H Dec 12 10
ApplicUrwnt@#meth . B C\Program Files\Bluto Force\Dliveoyhepil_sutedCPIL2 26 Dec 12 15
[ ApplicUrmambE#E35uesm E C\Program Files\Bluto ForcehDlveoyhPCFlankVPCFla 26 Dec 12 14
ApplicUrwnt@#Eek20t. B C\Program Files\Bluto Force\Oliveoyhcpil_suttelcpil dl 26 Dec 1215
[ ApplicUrmambE#E35uesm E C\Program Files\Bluto ForcehDlveoyhPCFlankVPCFla 26 Dec 12 14
O User Hem B cProbably_infected files\suspicious flesiepil_suite\l 26 Dec 12 14;
(& Applicment@# mcth . B C\Program Files\Bluto Force\Oliveoyhepil_suite\CPIL3 26 Dec 12 15
| ApplicUrwnt@sdy2we. . B C\Program Files\Bluto Force\Olivenylygp ILS... 26 Dec 1215
T
+ ] €4
o] Delete Restore . Delate 4l

Close

3. Choose the items to be submitted to Comodo for analysis by selecting the checkboxes beside them.
4.  Click the handle from the bottom and choose 'Submit'.

The submission progress will be indicated.
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C:\Documents and Settings\All Users\Application Data'\Comodo\C...

File Name State

CADocuments and SettingshAll Usershpplication Data\ComodohCishCo, Already submitted

CDocuments and Settingsiall Usersiipplication Data\ComodohCisiou... R0

C:ADocurnents and SettingsiAll Users\pplication Data\ComodotCisiQu... KN4

ChDocuments and SettingsWll Usershdpplication DataWComodobCishO,

CADocurments and SettingstA Userstdpplication DatabComodatCishE,

CADocurments and SettingsWall Usershdpplication DataWComodobCishO,

CADocurments and SettingstA Userstdpplication DatabComodatCishE,

CADocuments and SettingsWall UsersVApplication Data\ComodotCishEu. . FPending

Il Pause | Send To Background

On completion, the submission results will be displayed, indicating whether the file is successfully submitted or already
submitted by other users and is pending for analysis.
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C\Documents and Settings\All Users\Application Data\Comodo\C...

File Name State

CADocurments and SettingshAll Usershpplication Data\ComodohCishCio. Already submitted

CDocuments and Settingsiall Usersiipplication Data\ComodovCisiou...  [K04

C:ADocurnents and SettingsyAll Users\ipplication Data\ComodotiCisiQu... KN4

ChDocuments and Settingsiall Userstipplication Data\ComodobCis\Ou...  [RY

ChDocuments and Settingsiall UsershApplication DatahComodahCishu. . Already submitted

CADocuments and SettingshAll Usershpplication Data\ComodahCishCu. . Uploaded

ChDocuments and Settingshall UsershApplication Data\ComododCishu. . Already submitted

CADocuments and Settings'All Usershpplication Data\ComodohCishCEo, n Failed({0x30070002% -

Enabling File Sharing Applications like BitTorrent and Emule

This page explains how to configure Comodo Firewall for file sharing applications like Shareaza/Emule and BitTorrent/UTorrent.
To allow these file sharing applications, you must:

» Disable 'Do Protocol analysis' (disabled, by default)
¢ Create a 'Predefined Firewall Ruleset' for Shareaza/Emule
e Create a 'Predefined Firewall Ruleset' for BitTorrent/Utorrent

To Disable 'Do Protocol analysis'

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen

2. Open 'Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings'.
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Block Sppicabd i Restors Meteork Sctraby
-
i =g =tedth Fors w Dipen Advanced Sellings

Sandbor Tasks COMODO advi-.»d Settings

Advanced Tasks

Firewall Settings
o

[#] Enable Firewall (Recommended) Eafew'_\:de -

This option enables firewall which fillers inbound and outbound trafic

[ Do NOT show popup alerts

[+¥] Enable automatic detection of private networks

[#] Enanie Trustconnect alerts Unsecurad Wireless Metworks Only =
[¥] Turn traffic animation effects on

[¥] Create rules for safe apphications

[=] Set alert frequency level Lot

[ Set new on-screen alert timeout to

[ Filter 1Py traffic

[ Filter loopback raffic (g0, 127 xxx, 1)

| |l abacl|o traffic

[[] Do Protocol Anabysis

[T TPl poaling

3. Ensure that 'Do Protocol Analysis' checkbox is not selected.

To Create a 'Predefined Firewall Ruleset' for Shareaza/Emule

1. Click 'Rulesets' under 'Firewall' from the LHS navigation pane of 'Advanced Settings' interface to open 'Rulesets' panel

2. Click the handle from the bottom of the panel and choose 'Add'
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j Rulesets

The foliowing rulesets are defined on this computer

[T  PRuleser Hame
Wiah Birowes i
Email Cliant
Fip Chient
Aliwed Applcation
Blocked Application

Ciutgoing Only

COMODO Firewall Rul

For allowing ShareazaEmule

& Use a Custom Ruleset

Rules

g
‘.{‘x_t‘

Edlit Remove Miove Lp

+

")

Cancel

The 'Firewall Ruleset' interface will open for creating a new set of rules.
3. Click the handle from the bottom and choose 'Add'

4.  Enter a descriptive name for the new ruleset to be created in the 'Description’ text box (for example: For allowing
Shareaza/Emule).
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5. Now you need to create six rules for the newly created ruleset. To do so, click 'Add". The 'Firewall Rule' interface will
appear. For creating each rule, select the check box and choose the drop-down options under each tab as given
below. After creating each rule, click 'OK' for the rule to be added. Click handle in the 'Firewall Ruleset' interface and
choose 'Add' to create the next rule.

COMODO Firewall Rule

Action: |AIIDW v [ Log as firewall event if this rule is fired

Protocol: |TCF'

Direction: |IN v

Description Rule for incoming TCF connections

Source Address Destination Source Pont Destination Pont
Address

Type: |Ar‘|*_.,.f Address

Cancel

Rule 1

*  Action : Allow

*  Protocol : TCP

*  Direction : In

*  Description : Rule for incoming TCP connections

*  Source Address : Any Address

e Destination Address : Any Address

e Source port : APort Range : (Start Port = 1025 / End Port = 65535)

e Destination port : A Single Port : (Port : Your TCP port of Shareaza/Emule)
Rule 2

e Action : Allow

*  Protocol : UDP

«  Direction : In

»  Description : Rule for incoming UDP connections
e Source Address : Any Address
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e Destination Address : Any Address
e Source port : APort Range : (Start Port = 1025 / End Port = 65535)
e Destination port : A Single Port : (Port : Your UDP port of Shareaza/Emule)

Rule 3
e Action : Allow
*  Protocol : TCP or UDP
*  Direction : Out
e Description : Rule for outgoing TCP and UDP connections
e Source Address : Any Address
e Destination Address : Any Address
e Source port : Aport range : (start port = 1025 / end port = 65535)
»  Destination port : A port range : (start port = 1025 / end port = 65535)
Rule 4
e Action : Allow
e Protocol : ICMP
*  Direction : Out
e Description : Ping the server (edk network)
e Source Address : Any Address
e Destination Address : Any Address
e |CMP Details : Message : ICMP Echo Request
Rule 5
»  Action : Ask (Also select the check box 'Log as a firewall event if this rule is fired')
e Protocol : TCP
*  Direction : Out
*  Description : Rule for HTTP requests
e Source Address : Any Address
e Destination Address : Any Address
e Source port : Aport range : (start port = 1025 / end port = 65535)
»  Destination port : Type : Single Port; (Port : 80)
Rule 6

*  Action : Block (Also select the check box 'Log as a firewall event if this rule is fired)
e Protocol : IP
*  Direction : In/Out
e Description : Block and Log All Unmatching Requests
e Source Address : Any Address
e Destination Address : Any Address
»  |P Details : IP Protocol : Any
6. Click 'OK'in the 'Firewall Ruleset' interface.

The new ruleset will be created and added as a Predefined ruleset. Start Shareaza or Emule. When Comodo raises a pop-up
alert, choose 'Treat this application as', select the descriptive name you gave for this rule (e.g. For allowing Shareaza/Emule)
from the options and select 'Remember my answer'.

To create a 'Predefined Firewall Ruleset' for BitTorrent/Utorrent'

1. Click 'Rulesets' under 'Firewall' from the LHS navigation pane of 'Advanced Settings' interface to open 'Rulesets' panel
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2. Click the handle from the bottom of the panel and choose 'Add'

The 'Firewall Ruleset' interface will open for creating a new set of rules.
3. Click the handle from the bottom and choose 'Add'

4. Enter a descriptive name for the new ruleset to be created in the 'Description’ text box (for example: For allowing
BitTorrent/Utorrent).

5. Now you need to create six rules for the newly created ruleset. To do so, click 'Add'. The 'Firewall Rule' interface will
appear. For creating each rule, select the check box and choose the drop-down options under each tab as given
below. After creating each rule, click 'OK' for the rule to be added. Click handle in the 'Firewall Ruleset' interface and
choose 'Add' to create the next rule.

Rule 1

e Action : Allow

*  Protocol : TCP or UDP

e Direction: In

»  Description : Rule for incoming TCP and UDP connections

e Source Address : Any Address

e Destination Address : Any Address

e Source port : APort Range : (Start port = 1025 / End port = 65535)

*  Destination port : A Single Port (Port: The port of BitTorrent/Utorrent)
Rule 2

e Action : Allow

»  Protocol : TCP

*  Direction : Out

»  Description : Rule for outgoing TCP connections

e Source Address : Any Address

e Destination Address : Any Address

e Source port : APort Range : (Start port = 1025 / End port = 65535)

»  Destination port : A Port Range : (Start port = 1025 / End port = 65535)
Rule 3

e Action : Allow

*  Protocol : UDP

*  Direction : Out

»  Description : Rule for outgoing UDP connections

e Source Address : Any Address

e Destination Address : Any Address

*  Source port : A Single Port: Port: the port of utorrent

»  Destination port : A Port Range : (Start port = 1025 / End port = 65535)
Rule 4

»  Action : Ask (Also select the check box 'Log as a firewall event if this rule is fired')
*  Protocol : TCP

*  Direction : Out

e Description : Rule for HTTP requests

e Source Address : Any Address

e Destination Address : Any Address

»  Source port : A Port Range : (Start port = 1025 / End port = 65535)

*  Destination port ; A Single Port (Port = 80)
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Rule 5

»  Action : Block (Also select the check box 'Log as a firewall event if this rule is fired')
e Protocol : IP
»  Direction : In/Out
»  Description : Block and Log All Unmatching Requests
e Source Address : Any Address
e Destination Address : Any Address
e |P Details : IP Protocol : Any
6. Click 'OK"in the 'Firewall Ruleset' interface.
The new ruleset will be created and added as a Predefined Firewall ruleset. Start BitTorrent or Utorrent. When Comodo raises a

pop-up alert, choose 'Treat this application as', select the descriptive name you gave for this rule (e.g. For allowing
BitTorrent/Utorrent) from the options and select 'Remember my answer'.

Blocking any Downloads of a Specific File Type

Comodo Internet Security can be configured to block downloads of specific types of file.
Example scenarios:

+  Some malicious websites try to push downloads of malware in .exe file format. .exe files are programs which can
execute commands on your computer. If the .exe is malicious in intent then these commands could include the
installation of key logging programs, initiation of buffer overflow attacks or code to turn your PC into a zombie. For this
reason, you may wish to block all downloads of files with a .exe file extension.

«  You want to avoid downloading media files like audio files (e.g. files with extensions .wma, .mp3, .wav, .midi), video
files (e.g. files with extensions .wmv, .avi, .mpeg, .swf ) or image files (e.g. files with extensions .bmp. .jpg, .png) for
your disk space restrictions.

To selectively block downloading of specific file type, you need to configure Defense+ component of CIS to block the specific file
type from the default download folder of your browser.

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen

Open 'Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click 'Open Advanced Settings'.
Click 'Security Settings' > 'Defense+ ' > 'HIPS' > 'Protected Objects' from the left hand side pane

Click 'Blocked Files' tab

N
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General Tasks

Firewall Tasks

Sandbox Tasks

Create Rescug™Sigk

m Clean Endpaoint
ash Dirive u Run COMODO Cleaning Essentials toal
ta clean persistent infections.

Create a boatahle CD ar
to clean up heavily infected PC's.

Submit Files

You can submit as many files as you
wish to COMODO for analysis.

Cpen Advanced Settings

Access and configure various securi
configuration aptions.

7| = [} X
COMODO advanced Settings
e, .
B Protected Objects
The following ElbjECtS are prntected on this Computer.
| Protected Files 1' Blocked Files lj Registry Keys H COM Interfaces ‘
Path
EI Protec
Behavior Blocker
B sandbox Q
Ed ‘ b4 e A2
Edit RErmove Delete Purge
i| Applications I
Running Processes (0114 Cancel

5. Click the handle from the bottom and choose 'Add' > 'Applications'.
6. Browse to the default download folder for that particular file type of your Internet Browser from the Open dialog

»  For example, the default download locations for some file types in Internet Explorer are given below:

*  Executable files - C:\Documents and Settings\user name\Local Settings\Temporary Internet Files\
e Document files - C:\Documents and Settings\user name\My Documents\
*  Image files - C:\Documents and Settings\user name\My Documents\My Pictures\
*  Music files - C:\Documents and Settings\user name\My Documents\My Music\
*  Video files - C:\Documents and Settings\user name\My Documents\My Videos\
7. Select file from the folder and click 'Open’

The file will be added to blocked files list.
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The following ohjects are protected on this computer.

Protected Files [ Blocked Files ] Registry Keys H COM Interfaces

Path

( ?! CDocuments and SettingstAdministratorMy Docurments'hWly Pictures’d2plymaouth. .. >

~
x ‘ e 0

Remove Delete Purge

COMODO Edt Aroperty

Edit File Path
| ments and Settingstadministratoriyvy Documents'\iWy Pictures'\d2ply mauth. jpg |

Cancel

8.  Select the entry from the Blocked Files interface, click the handle from the bottom and choose Edit
The Edit Property dialog will appear.

9. Change the file name at the end of the file path to *.file_extension” (e.g. \*.exe, \*.jpg)
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Cancel

10. Click OK in the 'Edit Property' dialog
11. Click OK in the Advanced Settings interface to save your settings

The download of the specific file type to the specified folder through the browser will be blocked. If you have more than one
browser, repeat the same for the other browsers too.

Note: Blocking files in this way will only block the downloads of the specific file types in the specified folders. If you change the
download destination while downloading a file through your web browser, the download will be allowed.

Tip: To unblock the download, Advanced Settings > Defense+ > HIPS > File Protection > Blocked Files, select the file path,
click the handle from the bottom and choose 'Remove'.

Disabling Behavior Blocker and Auto-Sandboxing on a Per-
application Basis

Behavior Blocker will auto-sandbox run unknown executables and queue them for submission to Comodo Cloud scanners for
behavior analysis. Users do, however, have the option to exclude specific files or file types from this auto-sandboxing process.
This is particularly useful for developers that are creating new applications which, by their nature, are as yet unknown to the

Comodo safe list.

To disable the auto-sandboxing selectively

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings from the Tasks interface

3. Click 'Security Settings' > 'Defense+' > 'Behavior Blocker' in the left hand side navigation pane of Advanced Settings
pane

4.  Select the check box 'Define exceptions for behavior blocking and then click on the words 'Exceptions'
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m Behavior Blocker

[] Auto-Sandbox unknown applications as

Open Advanced Settings

Access and confiqura varnows

This option protects your computer against unknoen maheare by auto-sandboging and
blocking the actions of unknown applications in such a way that these applications can
nat harm your computer

[¥] Detect programs which require elevated privileges e.g. installers or updaters

[¥] Show

[#] Define exceptions for behavior blocking  Exceptions

[¥] Do heuristic command-line anakysis for certain applications

Detect shellicode injecions  Exceptions

Cancel

The Manage Exceptions interface will open.
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St

e (] Executables
add ‘ REmoye ‘ All Applications
- Important FilesfFolders
| ~ File Groups ’ VWeb Browser Data Falders
Files Windows Updater Applications
Folders YWindows System Applications
Funning Processes Temporary Files

CopoDo Files/Folders
COMODO Internet Security
Startup Folders

Windows Management
Ard Party Protocal Drivers

5. Click the handle from the bottom and choose 'Add' from the options to add the files/executables to be excluded from
monitoring by Behavior Blocker and Auto-Sandboxing.
*  You can add items by selecting the required option from the drop-down:

»  File Groups - Enables you to select a category of pre-set files or folders. For example, selecting
'Executables' would enable you to create a ruleset for all files with the extensions .exe .dll .sys .ocx .bat
.pif .scr.cpl . Other such categories available include 'Windows System Applications' , 'Windows Updater
Applications', 'Start Up Folders' etc. For more details on file groups, refer to the section File Groups.

»  Files - Opens the 'Open' window and enables you to navigate to the application or file you wish to add.
*  Folder - Opens the 'Browse for Folders' window and enables you to navigate to the folder you wish to add.

*  Running Processes - As the name suggests, this option allows you to select an application or executable
from the processes that are currently running on your PC.

6. Click 'OK"in the Manage Exceptions interface.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 467



COMODO

Creating Trust Online®

.-’/’ :

COMODO mana ge Exceptions

| Path

m CAProgram Files\Cuckoohcuckoo _music_converter exe

g™
+ ‘ N ‘ L2
add Rernoye Purge

-

7. Click OK in the Advanced Settings panel for your settings to take effect.
The selected application will not be auto-sandboxed on its execution.
Alternatively...

1. Add the files to the list of Trusted Files

2. Digitally sign your files with a code signing certificate from a trusted CA then manually add your organization to the
Trusted Software Vendors list

3. Disable Behavior Blocker by de-selecting the 'Enable Auto-Sandbox unknown applications as' check box in the
Behavior Blocker settings panel. Not recommended.

For more details on Auto-Sandboxing process, refer to the section Unknown Files: The Auto-Sandboxing and Scanning
Processes.

Switching Between Complete CIS Suite and Individual
Components (just AV or FW)

Comodo Internet Security provides the flexibility of installation as a complete security suite or as individual components. You can
choose the installation type during the installation itself. Even after the installation, you can switch the installation type without
the requirement of uninstallation of the software, retaining your configuration settings. You might have installed the CIS as
complete suite initially but may want to retain the AV part or FW part and uninstall the other or vice versa. The inbuilt uninstaller
of CIS enables to switch your installation type at any point of time.

To switch the installation type
1. Click Start > All Programs > COMODO > COMODO Internet Security > Add and Remove Components

@ rozila Firefox
O oOpera

4 Tatal Urinstal 6
) vbsedi
[Et Paint NET

1& Paink
G Google Chrome

u Comnared Prompk
All Programs ‘ - _ . . |
G o kernet Security ¥ E COMODD Intermnet Security

] MyPlayCly.com v @) GeekBuddy [l & ndd and Remove compo
B8 adobe Reader @ ) IceDragon »
| ) Google Chrome *
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or click Start > Control Panel > Add/Remove Programs > Comodo Internet Security > Change.

The Configuration Wizard will start.

i COMODO Internet Security Premium Setup |- || r>_(|

YWelcome to the COMODO Internet
Security Premium Setup Wizard

The Setup Wizard allows you ko change the way COMODO
Internet Security Premium Features are installed on

wour campuker or ko remove it From your computer, Click,
Mext bo continue or Cancel to exit the Setup Wizard.

Mext ] [ Cancel

2. Click 'Next'. The configuration selection screen will appear.

i COMODO Internet Security Premium Setup

Change, repair, or remove installation
5 L the operation yaou wish b FlF-r'I'l'ern

Zhange

Leks wou change the way features are installed.

COMODO Inkernet Security Premium cannok be repaired,

Remove

Removes COMODO Inkernet Security Premium From wour compuker,

3. Select 'Change' button to change the installed features and click 'Next.' The Product Selection screen will appear.
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f& COMODO Internet Security Premium Setup

Product selection

COMODO Internet Security Premium comes with a collection af wital security solutions
for your PC, Please select producks waou wish o install or unselect products wou wish to
uninstall in order ko continue.

Install COMODO Firewall {Recommended)

Select this option ko install COMODO Firewall an wour camputer, IF wou have anather
Firewall software installed, ywou may need to uninstall it before conkinuing.,

Install COMODO Antivirus (Recommended)

Select this option to install COMODO Antivirus on wour computer, IF vou have another
ankivirus software installed, wou need to uninstall it before continuing,

Select the installation type.

*  If you want the complete installation, select both Install COMODO Antivirus and Install COMODO Firewall.

e If you want only the Antivirus part and not the Firewall part, select only the Install COMODO Antivirus and
uncheck Install COMODO Firewall.

e If you want only the Firewall part and not the Antivirus part, select only the Install COMODO Firewall and
uncheck Install COMODO Antivirus.

Click here for more details on the installation of individual components.

e Click 'Next'. Wait till the CIS is configured and is ready for the change.

i5 COMODO Antivirus Setup

Ready to change COMQDO Antivirus

lick. Change to begin the installation. Click Back to review or change anw of your
installation settings, Click Cancel to exit the wizard,

Back. ” Change ] [ Cancel
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4. Click 'Change' in the next screen. The change progress will be indicated...

iz COMODO Antivirus Setup

Changing COMODO Antivirus

Flease wait while the Setup Wizard changes COMODO Ankivirus,

Skakus: Copwing new files

(FESSSNRRRRSNRRRRRNRRRREARRS )

Tk Cancel

....and on completion, Click the Finish button to exit the wizard.

i& COMODO Antivirus Setup IZII:.[ZI

Completed the COMODO Antivirus Setup "7
Wizard

Click the Finish button to exit the Setup Wizard,

In order for the configuration change to take effect, your computer needs to be restarted.
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i COMODO Antivirus Setup

changes made ko COMODO Antivirus ko take
effect, Click Yes ko restart now ar Mo if wau plan ko
manually restart later.

\i’) ‘fou sk reskart vour system For the configuration

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

‘ Note: The change will take effect only on the next restart of the computer.

Switch Off Automatic Antivirus and Software Updates

By default, Comodo Internet Security will automatically check for software and Antivirus database updates. However, some
users like to have control over what gets downloaded and when it gets downloaded. For example, network administrators may
not wish to automatically download because it will take up to much bandwidth during the day. Similarly, users that have
particularly heavy traffic loads may not want automatic updates because they conflict with their other download/upload activity.

CIS provides full control over virus and software updates. Click the appropriate link below to find out more:
«  Switch off automatic software and virus signature database updates entirely
«  Switch off automatic software and virus signature database selectively

«  Switch off automatic virus signature database updates prior to Antivirus Scans

To switch off automatic updates entirely:

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings from the Tasks interface

Click 'Updates' under 'General Settings' from the left hand side navigation pane

L

Deselect the check boxes 'Check for program updates every xxx day(s)' and 'Check for database updates every xxx
hour(s)'
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cOMODO

Internet Security Premium Beta

Q

General Tasks
Firewall Tasks

Sandbox Tasks

Create Rescue O ﬁﬁ Clean Endpoint
Run COMODO Cleaning Essentials tool
el

Create a bootable GO or LIS®eElash Drive b
to clean up heavily infected PC's to clegrbe

| Submit Files

ou can submit as many files as you
wish to COMODO for analysis.

Open Advanced Settings

Access and configure various security
configuration options.

[ Check for program updates every day(s)

If checked, program updates will be auto
choose when to install them.

atically downloaded. You will still need to

[ Check for database updates every hour(s)

Options

these connections

Proxy and Host Settings

Cancel
5. Click 'OK"in the Advanced Settings panel.

To switch off automatic updates selectively:

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings from the Tasks interface

3. Click 'Updates' under 'General Settings' from the left hand side navigation pane
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O Updates

Check far program updates every 15 dayis)

Altamatically download program updates

If checked, program updates will be autormatically downloaded. You will still need to
choose when to install them.

Check for database updates every [ |huur(s) v

Optinns

Do MNOT check for updates if | am using these connections

[] Do MOT check for updates if running on battery

Prosy and Host Settings

Cancel

*  If you want to suppress automatic updates when you are connected to Internet through certain networks

»  Select the 'Do NOT check updates if am using these connections' check-box
*  Then click the 'these connections'. The 'Connections' dialog will appear with the list of connections you use.

COMODO connections

Connection Names

[ Local Area Connection

»  Select the connection through which you do not want CIS to check for updates and click OK.

*  If you want to suppress automatic updates when your computer is running on battery

»  Select the 'Do NOT check for updates if running on battery' checkbox

To switch off automatic virus signature database updates prior to AV Scans:

1. Open 'Tasks' interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings from the Tasks interface

3. Click 'Security Settings' > Antivirus' > 'Scans'. A list defined scan profiles will be displayed.
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Scans

v Antivirus This page allows you to add, rermove and edit scan profiles and scheduled scans.

( Realtime scan [0 MName Last Scan Active

0 Full Scan 00520130352 P @

[0 Cuwick Scan 05.05.2013 02:05 P

Irmportant Documents Mewver

» Firewall

» File Rating

x

Rermove

Cancel

5. Click the handle from the bottom and select 'Edit'
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COMODO scan
DL LS |Importar‘|t Cocurments
Define items to be scanned, scanning options and running schedule
ltems v
2
L AULdguL gy wiedil e drs | | 7
YWhen the threats are identified, perform the selected action automatically B
[ Use heuristics scanning | |
lUse the selected level of sensitivity while scanning heuristically
L Limit maximurm file size to | 40 | MB
While scanning, if a file size is larger than specified, it is not scanned
[] Run this scan with | |
P o=t Trarier Qeiermeemewag uch of the computer resources are used among other tasks
[] Update virus databhase before running
is option makes sure the database jsefidated before running the scan
Detect potentially unwanted applications
Potentially umwanted applications are programs that are unwanted despite the possibility that users
consented to download it 2
Schedule b4

]14 Cancel

6. Click 'Options' to open the Options pane and deselect 'Update virus database before running' checkbox.
7. Click 'OK" on the 'Scan' interface.

8. Click 'OK"in the 'Advanced Settings' interface for your changes to take effect.

Suppressing CIS Alerts Temporarily while Playing Games

Because of continuous monitoring of all your system activities in granular level for implementing Default-Deny Protection,
Comodo Internet Security generates pop-up alerts whenever it identifies any event appearing to be a malicious activity or
execution of programs that require privileges like Internet access and file access rights. Each alert provides information and
options that enable you to make an informed decision on whether you want to allow or block a request or activity. Alerts also to
allow you to instruct Comodo Internet Security on how it should behave in future when it encounters activities of the same type.

But at times when you are involved in activities like playing computer games, where you do not want to be interfered with such
alerts, you can temporarily stop them from being displayed. require undisturbed environment. During this time, the operations
that can interfere with users' gaming experience are either suppressed or postponed.

To temporarily stop pop-up alerts

¢ Click 'Game Mode' button from CIS Home screen
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cCOMODO

Internet Security

Realtime Protection: Active

sl Ulpalate: 1 minute agoe

Game Mode %

or

*  Right click on the CIS System Tray icon and select 'Game Mode' from the options.

Ankivirus 4

Firgwwall b
Auto-Sandbox

Game Maode

v Advanced View

\idget

Open ...
Exxit

The alerts are now suppressed. To resume alerts and scheduled scans, just de-activate Game Mode from the home screen or
the system tray icon right click options.

Renewing or Upgrading your License

In order to enjoy continued protection from Comodo Internet Security, you will need to renew your license when it is due to
expire.

To renew or upgrade your license, click the 'Activate Now' link beside 'Subscription’ on the CIS home screen (alternatively, click
'No. of days left')
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COMODO

Internet Security Fro 2013

Antivirus

Firewall

Scan Objects =
Drop files here Auto-Sandbox

( Subscription: 363 days left ) Gama Mode |LCHR |
e

 —

The Product Activation Wizard will start.

COMODO L
Activate License
Enter your license key to activate your product

In order to activate:

Make sure you are connected to the Intermet
Enter your license key or click here to obtain one

Activate the license and register your product

License key:

pas |_| samn |- | @ _ | a
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Click the 'click here' link. You will be taken to the purchase page at
https://secure.comodo.com/home/purchase.php?
afl=Comodo&rs=78&pid=9&cid=RkJEMUZENjMzQUM4RDIDNDE4MzBDQjc1NDIENUIzRKY &lid=&

Select your CIS Package.

Select 'Existing Comodo User' checkbox in 'Enter Customer Details' area, enter your login and password and
complete the payment procedure.

The License key will be sent to you by email. Enter the license key and click the 'Activate' button.

After successful validation, your subscription will be activated and a confirmation screen will be displayed.

If you are renewing a license for the same CIS product then entering the license key will upgrade the license without requiring
re-installation. If you are upgrading license types, then installation of the new product type will begin automatically. You may
need to restart your computer to finalize the upgrade.

If you are using any of the trial versions of CIS, you have to purchase the license at the end of trial period in order to continue
using the product. An alert will be displayed after the expiry of trial period.

Click the the 'Renew Now' button in the alert screen and follow the same purchase and activation procedure explained
above.
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Appendix 2 - Comodo Secure DNS
Service

Introduction

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests exclusively
through Comodo's proprietary Directory Services Platform. Most of the networks use recursive DNS services that are provided
by their ISP or that reside on their own set of small DNS servers but it becomes essential to have a secure and broadly
distributed DNS service to have a faster and safe DNS resolution.

Background Note: Every device on the Internet is uniquely identified by a 32-bit number (IPv4) or a 128-bit number (Ipv6).
While this is perfectly satisfactory for computers, humans are far more comfortable remembering names rather than a string of
numbers. The Domain Name System (DNS) provides the translation between those names and numbers. Virtually every piece
of software, device, and service on the Internet utilizes DNS to communicate with one another. DNS also makes this
information available across the entire span of the Internet, allowing users to find information remotely.

Comodo Secure DNS is a broadly distributed Recursive DNS service that gives you full control to determine how your clients
interact with the Internet. It requires no hardware or software and provides reliable, faster, smarter and safer Internet experience.

*  Reliable - Comodo Secure DNS Directory Services Platform currently spans across five continents around the world.
This allows us to offer you the most reliable fully redundant DNS service anywhere. Each node has multiple servers,
and is connected by several Tier 1 carriers to the Internet.

»  Faster - Our strategically placed nodes are located at the most optimal intersections of the Internet. Unlike most DNS
providers, Comodo Secure DNS Directory Services Platform uses Anycast routing technology - which means that no
matter where you are located in the world, your DNS requests are answered by the closest available Comodo Secure
DNS set of servers. Combine this with our huge cache and we can get the answers you seek faster and more reliably
than anyone else. Furthermore, our "name cache invalidation" solution signals the Comodo Secure DNS recursive
servers anytime one of our authoritative customers or partners updates a DNS record, fundamentally eliminating the
concept of a TTL.

e Smarter - Comodo's highly structured search and guide pages get you where you want to be, when you inadvertently
attempt to go to a site that doesn't exist.

»  Safer - As a leading provider of computer security solutions, Comodo is keenly aware of the dangers that plague the
Internet today. Secure DNS helps users keep safe online with its malware domain filtering feature. Secure DNS
references a real-time block list (RBL) of harmful websites (i.e. phishing sites, malware sites, spyware sites, excessive
advertising sites, etc.) and will warn you whenever you attempt to access a site containing potentially threatening
content. Additionally, our 'name cache invalidation' solution signals the Comodo Secure DNS recursive servers
whenever a DNS record is updated - fundamentally eliminating the concept of a TTL. Directing your requests through
highly secure servers can also reduce your exposure to the DNS Cache Poisoning attacks that may affect everybody
else using your ISP.

To start Comodo Secure DNS service the DNS settings of your computer has to be modified to point to our server's IP
addresses. Comodo Internet Security automatically modifies the DNS settings of your system during its installation to get the
services. You can also modify the DNS settings of your system manually, if you haven't selected the option during installation.
You can also revert to the previous settings if you want, at anytime.

Click the following links to get the instructions for manually modifying the DNS settings on your router or on your computer.

¢ Router
¢ Windows XP
¢ Windows 7/ Windows Vista

Router - Manually Enabling or Disabling Comodo Secure DNS
Service

You can manually enable or disable Comodo Secure DNS service in your Router by modifying the DNS settings accessible
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through DNS Server settings of your router. Comodo recommends making the change on your router so that with one change,
all the computers on your network can benefit from Comodo Secure DNS.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS server IP
addresses. The IP address are:

Primary DNS : 8.26.56.26
Secondary DNS : 8.20.247.20

To stop Comodo Secure DNS service
*  Modify the DNS server IP address to your previous settings.

To modify the DNS settings
1. Login to your router. To log in and configure your router, you can open it up in your web browser. If you don't know the
IP address for your router, don't worry, it is typically one of the following:

http://192.168.0.1
http://192.168.1.1
http://192.168.10.1

If you have forgotten your router's username and/or password, the most common username is "admin” and the
password is either blank, "admin", or "password". If none of those work, you can often reset the password to the
manufacturer default by pressing a button on the router itself, or in some cases access without a password if you try to
access your router quickly after you've cycled the power to it.

2. Find the DNS Server Settings. Look for "DNS" next to a field which allows two or three sets of numbers (these fields
may be empty).

DNS AND ADVANCED SETTINGS

Use these DNS Servers: [
Primary DNS Server :

Secondary DNS Server :

Advanced ==

3. Select the check box Use these DNS Servers, type the Comodo Secure DNS Server settings as your DNS server
settings and click 'Save'/'Apply".

Primary DNS server address for Comodo Secure DNS is: 8.26.56.26
Secondary DNS server address for Comodo Secure DNS is: 8.20.247.20

When you are done, the above example would look like this.

DNS AND ADVAMNCED SETTINGS

Use these DNS Servers :
Primary DMNS Server: 3 .26 56 26

Secondary DNS Server: 8 20247 .20

Advanced ==

You can disable Comodo Secure DNS by:

»  Deselecting the check box 'Use these DNS servers' address automatically'. This means that you use the DNS server
provided by your ISP. This is the option that most home users should choose if they wish to disable the service.

or

»  Entering different preferred and alternate DNS server IP addresses.
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Windows XP - Manually Enabling or Disabling Comodo Secure
DNS Service

You can manually enable or disable Comodo Secure DNS service in your Windows XP computer by modifying the DNS settings
accessible through Control Panel > Network Connections.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS server IP
addresses. The IP address are:

Preferred DNS : 8.26.56.26
Alternate DNS : 8.20.247.20

To stop Comodo Secure DNS service
*  Modify the DNS server IP address to your previous settings.

To modify the DNS settings
1. Select the 'Control Panel' from the Start Menu.

! Mozilla FireFax

e. Internet ‘_) My Documents

- | My Recent Documents
([ Microsoft Office Dutlook '-’J 2

=) 2003
ﬁ My Pictures

5_ Microsoft Office Y )

| Communicator 2005 = My Music

= =1

& Microsoft Update &I My Computer

@ My Metwork Places
m Adobe Photoshop C53 B

E—-— Contral Panel

Microsoft Office Excel 2003 Set Program Access and
Defaults

g Internet Explarer *__, I r

:\ﬁ Printers and Faxes

’_ i Microsoft Office Word 2003

@) Help and Support
all Programs D =
I"_J Search

E] Undack Computer @] Lizwg FF |§| Shik D

‘4 start ve@oe
2. Click 'Network Connections' from the Control Panel options.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 482



COMODO

Creating Trust Online®

wls - Help

jj Search |L-‘ Folders v

& 2| D W 0 =

Accessibility  Add Hardware Add or Adminiskrative  Automatic Broadcom
Options Remoy. ., Tools Updates  Control Suike
i B B - -
R w4 v B &
Display Folder Options Fonts Game alrh o Inkernal MIC
Cantrallers anfiguratior
.
¢ | )
&S & D A
Java Plug-in Kevboard Mail Mo Metwork,

Connections

G Ly e = ©
Power Options  Printers and  Regional and  Scanners and  Scheduled Security
Faxes Language ... Cameras Tasks Center

3. Right click on your connection from the Network Connections window and click 'Properties'.

ork Connections

Edit  Wiew Favorites Tools  Advanced  Help

tack - __J IE !:] Search I[l— Folders v

&r*_ Metwork Connections

#| Dial-up

;Q*r' MeuyPM Emploves Access ::‘;;*’5 Me
Disconnected, Firewalled ; ‘ Dis
el B Fs Networks VPN Adapter - B c

| LAN or High-Speed Internet

Create a new
connection

Change Windows
Firessall settings

Disable this netwark

device
Repair this connection '—f 2 Wil
| Rename this connection i ) ;\Jnot
=~ Disable L

Wiew skatus of this
connection Status

_hange settings of this Repair

connection

Bridge Connections

Create Shorkout
1wer Places )

. Control Panel Rename

| My Mebwark Places

| My Documents

My Camputer

4.  Select 'Internet Protocol (TCP/IP)" and click 'Properties'.
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-4 AN - Local Area Connection Properties

General | suthentication | Advanced |

Connect using:

ES IntellR] PROA000 PL Metwork Conn

Thiz connection uzes the following items;

Q File: and Frinter Sharing for Microsoft Mebworks
Q (o5 Packet Scheduler
| nternet Protocal [TCFAIR]

Inztall... Lninztall
Deszcription

Tranzmizzion Control Protocal/nternet Protocal " Fhetoe
wide area nebwork, protocaol that provides communication
acrogs diverse interconnected netwarks.

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

5. Click the radio button Use the following DNS server addresses and type in Comodo Secure DNS addresses in the
Preferred DNS server and Alternate DNS server fields.

Please note down your current DNS settings before switching to Comodo Secure DNS, in case you want to return to
your old settings for any reason.

Preferred DNS server address for Comodo Secure DNS is: 8.26.56.26
Alternate DNS server address for Comodo Secure DNS is: 8.20.247.20
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Internet Protocol (TCP/IP) Properties

General | Alternate I:n:nnfiguratin:nn|

Y'ou can get IP settings azsigned automatically if your netwaork, supparts
thiz capability. Othenwize, pou need to azk pour nebwork. adminiztrator for
the appropriate [P settings.

{#) Obtain an P address autamatically
(3 Uze the follawing |P address:

1P addrezs:

Subnet razk:

Diefault gatewar:

DMS server address autaratically

{#) Uze the following DMS server addreszes;
Prefered DMS semver | g . 26 .56 26

Alternate DMS servern | g .20, 247 .20

You can disable Comodo Secure DNS by:

»  Selecting 'Obtain DNS server address automatically'. This means that you use the DNS server provided by your ISP.
This is the option that most home users should choose if they wish to disable the service.

or

»  Entering different preferred and alternate DNS server IP addresses.

Comodo Internet Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 485



COMODO

Creating Trust Online®

¥

Internet Protocol (TCP/IP) Properties

General | Altemate Corfiguration |

You can get IP settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate [P settings.

(%) Obtain an IP address automaticaly
{3 Use the following IP address:

IP addresz:

Subnet magk:

Alternate DMS zemver

oK || Cancel |

Windows 7 / Vista - Manually Enabling or Disabling Comodo
Secure DNS Service

You can manually enable or disable the Comodo Secure DNS service by changing your DNS server addresses to:
e Preferred DNS : 8.26.56.26
*  Alternate DNS : 8.20.247.20

Enabling Comodo DNS in Windows 7 / Vista

Disabling Comodo DNS in Windows 7 / Vista

Enabling Comodo DNS in Windows 7 / Vista

1. Open the control panel by either selecting it from the Windows 'Start’ menu or by typing 'control panel' into the search
box then clicking the program name.
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. Network
Sticky Notes Programs (2)
Control Panel
[5H Control Panel
Devices and Printers @ Contrel Panel
B Power savi
% R S Default Programs Cﬂntwanel {4:]
¥ Get Online At T r E_ﬁ Vigw devices and printers
s Davice Manager
! OpenVPN GUI Help and Support ;
; Hew to add new hardware
i *PS Viewer Run... & Upidate device drivers
b All Programs ‘;f See rfjore results
| Search programs and files E | control panel E | Shut down | ¥ |

2. From the control panel menu, select 'Network and Sharing Center' (Windows 7) or ‘Network and Internet (Vista):

- of— LIS ruau D T I e,
B edia V= e Security -
o P Check for updates . Appearance al
i b d |ﬁ_| Location and Other Check this computer's security status e
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KA Network and Sharin — Set up file sharing
LA Cent 9 Notification Area Icons ! Cha:g: keyboard:
e enter [ ## oinc] - 4 methods
. i Hardware and So_und . Fenn ]
Performance Information 1 . = P!.ay CDs or other media automatically
[ ] E& Personalization Printer
and Tools e Ease of Acces:
) Let Windows sugg
7 3 : Optimize visual di
&34 Phone and Modem @ Power Options @ Programs o
i Uninstall 2 program Al
= i Change startup programs Additional Op
hiz] Programs and Features Q QuickTime (32-bit)

3. Inthe Network and Sharing center, click the connection type next to 'Connections' (Windows 7):

E&; lb 0 See full map

net Internet
(This computer)
Wiew your active networks Connect or disconnect
L& net Access type: Internet
Domain network Connections: E] Local Area Connection

or 'View Status' (Vista):
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Network and Sharing Center

At

Metwork Internet

View full map

(This computer]

_&; Metwork (Private network) Customize
Access Local and Internet
Connection Local &rea Connection View status

4. This will open the 'Local Area Connection Status' dialog. Click the 'Properties' button:

o =
1:'1: Local &rea Connection Status
General
Connection
IPv4 Connectivity: Internet
IPvE Conneckivity: Lirited
Media Stake: Enabled
Dwirakion: 12:45:29
Speed: 1.0 Gbps

Ackivity

B
Sent —— k!' ——  Received

16,319,228 | 7,025,588

[@Pmpertigs ” @Disable ” Diagnose ]

Close

At this point, Windows might ask for your permission to continue or request that you enter an Administrator password.

5. Once you have granted permission/entered an admin password, you will be presented with the 'Local Area Connection
Properties' dialog. Scroll down the list and select 'Internet Protocol Version 4 (TCP/IP)' then click the 'Properties’
button:
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=

4 Local Area Connection Properties

Metwaorking |

Cornect using:

I_?I" MDA nForce Metworking Controller

Thiz connection uzes the following items:

UE Client for Microzoft Metworks
QQDS Packet 5cheduler

.@ File: and Frinker Sharing for Microsoft Metwark,
wia |pternet Protocol Wersion B [TCPAAPwE]
Y |hternet Protocol Version 4 [TCRAAPwd]
wda Link-Laver Taopolagy Discovery Mapper 1A0LD
i Link-Layer Topology Discovery Respg

Inztall... ] [ I ninstall Properties

Dreszcription

Allows pour computer bo access resoUrces |«
network.

k. ] [ Cancel

6. Enable 'Use the following DNS server addresses'. Doing so will allow you to enter the addresses of Comodo DNS
servers in the fields provided. Enter the addresses listed below then click 'OK' to activate your settings:

e Preferred DNS : 8.26.56.26
e Alternate DNS : 8.20.247.20
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Trternet Protocol Version 4-Ii'I'CF"ﬂlju4]|'Prnper'1:ies

General | alkernate Configuration |

Yau can gek IP settings assigned automatically iF wour nebwork supparts
this capability, Otherwise, wou need ko ask yaur netwaork, administrator
for the appropriate IP settings.,

@ Cbtain an IP address aukomatically

(71 Use the following IP address:

IP address:

net mask;

ault gateway:

btain DS server address automati

(@) Use the following DMS server 2

Preferred DMS server; _E 26 .56 26

alkernate DMT server; " g .20 247 .20

Your computer will now use Comodo DNS as it's default domain name resolution service for all applications that
connect to the Internet.

Disabling Comodo DNS in Windows 7 / Vista

To disable Comodo DNS, you need to instruct Windows to automatically obtain the address of a DNS server. Doing so means
you will use the DNS server provided by your ISP. To do this:

*  Follow steps 1 to 7 of the 'Enabling Comodo DNS in Windows 7 / Vista' tutorial to open the IP4 properties dialog

*  Enable 'Obtain DNS server address automatically' then click 'OK'.
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5=

. Internet Protocel Version 4 (TCP/Pvd) ﬁ:inpai:res @

General | Alternate Configuration |

You can get IP settings assigned automatically if vour network supparts
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Dbtain an IP address automaticallyi
{7 Use the following IP address:

IF address:

i@ Obtain DMS server address automatically

i Use the following DNS server addresses:

Preferred DS server:

Alkernate DNS sarver)

[ Ok ][ Cancel ]

Note: Alternatively, you can enter the server addresses of a different DNS service before clicking 'OK'
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A
ACK

The acknowledgment bit in a TCP packet. (ACKnowledgment code) - Code that communicates that a system is ready to receive
data from a remote transmitting station, or code that acknowledges the error-free transmission of data.

Back to the top

Adware

Adware also known as advertising-supported application is designed as a tool to deliver advertisements that provides a source
of revenue to its developer. The ads may appear on the screen during the installation process or on the user interface of the
application. Since adware is mostly installed along with another software without the user's knowledge and may be used for
malicious activities, the term 'adware' is often associated with malware.

Back to the top

Antivirus

An antivirus software is an application which is capable of detecting and removing malicious software such as viruses, trojans,
worms and scripts from a computer system. A traditional (or 'classic') antivirus relies on a system of 'black-listed' signatures to
detect malicious software. Under this system, antivirus vendors create digital signatures of any executable identified as malware.
They then send this list of signatures to their customer's local antivirus software via regular (often daily) updates. The customer’s
antivirus software will then flag as a virus any program with a signature matching a signature on the blacklist.

One drawback with the signature system is its reactive nature — it can only detect 'known' threats. The vendor has to first identify
the file as a virus before they can create a signature of it. In many cases, this means the virus has to have already infected
someones computer before a signature can be created to combat it.

Because of this limitation, most modern anti-viruses now deploy a wide range of layered technologies to determine the threat
level of a particular file. Such technologies include heuristics, behavior analysis, cloud-based scanning, sand-boxing, host
intrusion prevention and file-look up services.

Back to the top
Antivirus Scan

An audit performed by an antivirus application in order to detect malware and viruses in the file system and/or memory of a
computer.

Back to the top

ARP
Address Resolution Protocol (ARP) is a protocol for mapping an IP address to a physical machine address, also known as MAC
address, in an Ethernet local area network.

Back to the top
Attached Resource Computer NETwork (ARCNET)

ARCNET is a local area network (LAN) protocol, similar in purpose to Ethernet or Token Ring. ARCNET was the first widely
available networking system for microcomputers and became popular in the 1980s for office automation tasks. It has since
gained a following in the embedded systems market, where certain features of the protocol are especially useful.

Back to the top
Auto-sandbox

Auto-sandboxing describes the process whereby applications and processes which are unknown to Comodo Internet Security
will be automatically run in a isolated operating environment. Sandboxed applications are run under a set of access restrictions
so they cannot cause damage the underlying file structure or operating system. The access restriction level applied to
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sandboxed applications can be set by the user and includes 'Limited', 'Partially Limited', 'Restricted', 'Untrusted', '‘Blocked" and
'Fully Virtualized'.

Conceptually, the auto-sandbox is designed to securely handle 'unknown' executables — those which are not present on
Comodo's black-list (definitely malicious) or white-list (definitely safe). If the unknown file turns out to be malicious then it cannot
cause any harm because the sand-boxing process denied it access to critical system resources. On the other hand, programs
that are unknown but perfectly harmless will run just as well in the sandbox. This allows safe applications the freedom to run as
intended while denying malicious applications the ability to cause damage.

The auto-sandbox process is further enhanced if it is married to a system that can subsequently classify these unknown files as
either 'safe' or 'malicious'. In Comodo Internet Security, sandboxed files can be submitted to Comodo servers* for automated
behavior analysis. If this analysis discovers the file is malicious then it is added to the black-list which is distributed to all CIS
users. If the file does not exhibit malicious behavior it is passed to Comodo labs for more in-depth tests and possible inclusion
on the white-list.
* if enabled by the user

Back to the top
B
Behavior Analysis

An activity performed by CIS to determine whether an unknown application in the sandbox is malicious or not. Unknown files are
analyzed by Comodo Cloud Scanners and Comodo's Instant Malware Analysis (CIMA) servers. If found to be safe, they will be
submitted to Comodo labs for further checks.

Back to the top
Behavior Blocker

A Host Intrusion Protection (HIPS) mechanism that monitors the behavior of software and files in your system and prevents them
from taking actions that would cause damage.

Back to the top
Brute-force

Brute-force search is a trivial but very general problem-solving technique, that consists of systematically enumerating all
possible candidates for the solution and checking whether each candidate satisfies the problem's statement.

Back to the top
Buffer Overflow

Abuffer overflow is an anomalous condition where a process/executable attempts to store data beyond the boundaries of a
fixed-length buffer. The result is that the extra data overwrites adjacent memory locations, often causing the process to crash or
produce incorrect results. Hackers use buffer overflows as a trigger to execute to execute malicious code.

Back to the top
Bug
Error in a program that cause problems.

Back to the top
c
CA - Certification Authority

A Certificate Authority (CA) is trusted third party that validates ownership information about a web-server then issues an
SSL/TLS certificate to the organization that owns the server. The certificate is then placed on the web-server and is used to
secure connections between the server and any clients (browsers) that connect to it. For example, an online store would use a
certificate to secure its order forms and payment pages.

A Certificate Authority (CA) such as Comodo CA will sign the certificates it issues with their private key. However, for the
website’s certificate to operate correctly, there is a reciprocal client side requirement - the internet browser that the visitor is
using MUST physically contain the certificate authority’s ‘root certificate’. This root is required to successfully authenticate any
website certificates that have been signed by the CA. If the root certificate is not embedded in a browser, then the website's
certificate will not be trusted and visitors will see an error message. Certificate Authorities proactively supply browser vendors
with their root certificates for inclusion in the browser’s ‘certificate store’ - an internal repository of root certificates that ships with
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each browser.
Back to the top
CIS Widget

The CIS Widget is a handy control panel that shows information about the security status of your computer, the speed of
outgoing and incoming traffic and other useful information. The widget also has shortcuts to common CIS tasks and allows users
to launch sandboxed instances of any internet browser they have installed on their system. By default, the widget is displayed on
the desktops of Windows computers running CIS version 6.0 and above.

Back to the top
COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact within a
single application or between applications - specifying how components work together and inter-operate. COM is used as the
basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on a computer. Comodo
Internet Security automatically protects COM interfaces against modification.

Back to the top
Computer Network

A computer network is a connection between computers through a cable or some type of wireless connection. It enables users
to share information and devices between computers and other users within the network.

Back to the top
D
Debugging

The process of identifying a program error and the circumstances in which the error occurs, locating the source(s) of the error in
the program and fixing the error.

Back to the top
DHCP

Dynamic Host Configuration Protocol (DHCP) is a communications protocol that lets network administrators manage and
automate the assignment of Internet Protocol (IP) addresses in an organization's network. DHCP allows devices to connect to a
network and be automatically assigned an IP address.

Back to the top
Digital Certificate

A digital certificate is a file used to cryptographically bind a company’s Public Key to its identity. Like a driving license or passport
binds a photograph to personal information about its holder, a digital certificate binds a Public Key to information about that
company. They are issued for between 1 and 5 year validity periods.

Digital certificates are issued by a Certificate Authority like Comodo. Each CA acts as a trusted third party and conducts
background checks on a company to ensure they are legitimate before issuing a certificate to them. Apart from providing an
encrypted connection between a internet browser and a website, digital certificates are intended to reassure website visitors that
the company they are about to make a purchase from can be trusted.

To get a digital certificate, a company must first generate a Certificate Signing Request (CSR) on their web-server. This CSR
contains their public key and their identity information. They then enroll and pay for the certificate and send their CSR to the CA.

The CA's validation department will check that the identity information in the CSR is correct by conducting background checks
and will sometimes request that the company supplies documentation such as articles of incorporation. Once validation is
satisfactorily completed, the CA will issue the certificate to the customer. The customer will then install it on their website to
secure sensitive areas like payment pages.

Back to the top

Digital Signature

Digital signatures are used for authentication and integrity, meaning it guarantees that the person sending a message is indeed
the same person who he/she claims to be and the message has not been altered. To authenticate oneself using a digital
signature, a person needs to download and install Digital Certificates in their systems from Certificate Authorities such as
Comodo. The client certificate then can be imported into their browsers and email clients. The same certificate can also be used
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to digitally sign a document before sending it. The recipient can easily find out if the document has been tampered with en-route.
Back to the top
DNS

DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates a familiar domain name, such as
'example.com' to an IP address like 123.456.789.04. This is essential because the Internet routes messages to their destinations
on the basis of this destination IP address, not the domain name. When a user searches for a website name like
‘'www.domain.com', their browser will first contact a DNS server to discover the IP address associated with that domain name.
Once it has this information, it can successfully connect to the website in question.

Back to the top
Dynamic IP

The procedure of allocating temporary IP addresses as they are needed. Dynamic IP's are often, though not exclusively, used
for dial-up modems.

Back to the top
E
Encryption

Encryption is a technique that is used to make data unreadable and make it secure. Usually this is done by using secret keys
and the encrypted data can be read only by using another set of secret keys. There are two types of encryption — symmetric
encryption and asymmetric encryption.

Symmetric encryption is applying a secret key to a text to encrypt it and use the same key to decrypt it. The problem with this
type of encryption lies during the exchange of secret keys between the sender and the recipient over a large network or the
Internet. The secret keys might fall into wrong hands during the exchange process.

Asymmetric encryption overcomes this problem by using two cryptographically related keys, a key pair - a public key and a
private key. The private key is kept secret in your system and the public key is made available freely to anyone who might want
to exchange messages with you. Any message, be it text, documents or binary files that are encrypted using the public key can
be decrypted using the corresponding private key only. Similarly anything that is encrypted using the private key can be
decrypted using the corresponding public key. Typically public keys are made available to everyone by using Digital Certificates.
The certificates are issued by a Certificate Authority (CA), which identifies a server or user and usually contains information such
as the CAwho issued it, the organization's name, email address of the user and country and the public key of the user. When a
secure encrypted communication is required between a client and a server, a query is sent over to the other party for the
certificate and the public key can be extracted from it.

Back to the top
End User
The person who uses a program after it's been compiled and distributed.
Back to the top
EPKI Manager
Enterprise Public Key Infrastructure Manager. The EPKI Manager allows you to issue bulk numbers of;
+  SSL Certificates for use on domain names owned by your Company;
+  SecureEmail Certificates (S/MIME) for use by employees of your Company.

Your nominated EPKI Manager Administrator(s) will be able to manage all the company's Certificates from a central web based
console. Additional certificates may be purchased through the console in minutes; ensuring new servers and employee email
may be secured in minutes rather than days. For more information about EPKI Manager click here.

Back to the top
Ethernet

Ethernet is a frame-based computer networking technology for local area networks (LANs). The name comes from the physical
concept of ether. It defines wiring and signaling for the physical layer, and frame formats and protocols for the media access
control (MAC)/data link layer of the OSI model. Ethernet is mostly standardized as IEEEs 802.3. It has become the most
widespread LAN technology in use during the 1990s to the present, and has largely replaced all other LAN standards such as
token ring, FDDI, and ARCNET.

Back to the top
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Executable Files

An 'executable’ is a file that instructs a computer to perform a task or function. Every program, application and device run on
computer requires an executable file of some kind to start it. The most recognizable type of executable file is the '.exe' file. For
example, when Microsoft Word is started, the executable file 'winword.exe' instructs the computer to start and run the Word
application. Other types of executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

Back to the top

False Positive

When an antivirus scan is run and the scanner reports that some programs are infected with malware which may not be the
actual case and the files are safe. This kind of false alert is called 'False Positive'. Too much of False Postive results can be
annoying and the user might just ignore legitimate warning or delete legitimate files causing the relevant program or operating
system to malfunction.

Back to the top
Firewall

Afirewall is an application that helps an user or administrator to have a control over how the system should be connected with
other network/systems or over the Internet.

Back to the top
FS type
Type of file system.

Back to the top
FTP

File Transfer Protocol (FTP) is a protocol used for file transfer from computer to computer across a TCP network like the
Internet. An anonymous FTP is a file transfer between locations that does not require users to identify themselves with a
password or log-in. FTP uses the TCP/IP protocols to enable data transfer. FTP is most commonly used to download files from a
server or to upload a file to a server.

Back to the top
G
Graphical User Interface (GUI)

The visual symbols and graphics with which a user controls a piece of software or device. Most software has a GUI that
comprises of windows, menus, and toolbars. The user interacts with the GUI by clicking their mouse on a GUI element.
Operating systems like Windows use GUI's because most users find them easier to use than less friendly interfaces like a
command line.

Back to the top
H
Heuristics

Heuristics is a technique that continuously evolves based on experience for solving problems, discovery and leamning. When the
term is used in computer security parlance, Heuristics is about detecting virus-like behavior or attributes rather than looking for a
precise virus signature that match a signature on the virus blacklist. Comodo Internet Security applies this technology in the
application, which is a quantum leap in the battle against malicious scripts and programs as it allows the engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

Back to the top
HIPS

AHost Intrusion Protection System (HIPS) is designed to identify and block zero malware by monitoring the behavior of all
applications and processes. It is designed to prevent actions that could cause damage to your operating system, system-
memory, registry keys or personal data.

Security software using a HIPS system will generally enforce rules prescribing the permitted activities of processes and
executables at the point of execution. Examples of such activities can include changes to files or directories, accessing
protected COM interfaces, modifications to the registry, starting up another application or writing to the memory space of another
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application. The precise nature of these rules can be set by the user or pre-configured by the vendor.

If an executable or process attempts to perform an action that transgresses these rules then the HIPS system will block the
attempt and generate an alert notifying the user of that action. Most HIPS alerts will also include security advice.

Back to the top
HTTP

HTTP (Hypertext Transfer Protocol) is the foundation protocol of the World Wide Web. It sets the rules for exchanges between
browser and server. It provides for the transfer of hypertext and hypermedia, for recognition of file types, and other functions.

Back to the top
|
ICMP

The Internet Control Message Protocol (ICMP) is part of Internet Protocol (IP) suite and used to report network applications
communications errors, network congestion, timeouts and availability of remote hosts.

Back to the top
IDS

An Intrusion Detection System (IDS) is software/hardware that detects and logs inappropriate, incorrect, or anomalous activity.
IDS are typically characterized based on the source of the data they monitor: host or network. A host-based IDS uses system log
files and other electronic audit data to identify suspicious activity. A network-based IDS uses a sensor to monitor packets on the
network to which it is attached.

Back to the top
IMAP

Internet Message Access Protocol'. IMAP is a method of distributing email. It is different from the standard POP3 method in that
with IMAP, email messages are stored on the server, while in POP3, the messages are transferred to the client's computer when
they are read. Thus, using IMAP allows you to access your email from more than one machine, while POP3 does not. This is
important because some email servers only work with some protocols.

Back to the top
Information Security Exposure

An information security exposure is a mistake in software that allows access to information or capabilities that can be used by a
hacker as a stepping-stone into a system or network.

Back to the top
Internet Service Provider (ISP)
A company or organization that provides the connection between a local computer or network, and the larger Internet.

Back to the top
IP - Internet Protocol

The Internet Protocol (IP) is a data-oriented protocol used by source and destination hosts for communicating data across a
packet-switched network. An IP address is a numeric address that is used to identify a network interface on a specific network or
subnetwork. Every computer or server on the Internet has an IP address. When a user types a domain name such as
www.domain.com into the address bar of their browser, the browser still needs to find the IP address associated with that
domain in order to reach the website. It finds the IP address by consulting with a DNS server.

There are currently two versions of IP in use today — IPv4 and Ipv6.

IPv4 (Internet Protocol version 4) was developed in 1981 and is still the most widely deployed version - accounting for almost all
of today's Internet traffic. However, because IPv4 uses 32 bits for IP addresses, there is a physical upper limit of around 4.3
billion possible IP addresses - a figure widely viewed as inadequate to cope with the further expansion of the Internet. In simple
terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are available.

IPv6 is intended to replace IPv4, which uses 128 bits per address (delivering 3.4x1038 unique addresses) and is viewed as the
only realistic, long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are not present
in IPv4 - including greater security, improved support for mobile devices and more efficient routing of data packets.

Back to the top
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K
Key Logger

Key logger is a software application or a hardware device that keeps tracks of computer activity in real time including the keys
that are pressed. Key loggers are used to troubleshoot technical problems in computer systems. The application can also be
used for malicious purposes such as to steal passwords and other sensitive information.

Back to the top
L
LAN

Alocal area network (LAN) is a computer network covering a small local area, like a home, office, or small group of buildings
such as a home, office, or college. Current LANs are most likely to be based on switched Ethernet or Wi-Fi technology running
at 10, 100 or 1,000 Mbit/s (1,000 Mbit/s is also known as 1 Gbit/s).

Back to the top
Leak Test

Leak Test is a way to find out how well your system is protected by your security software from external and internal threats.
Typically these tests are down-loadable and should not cause any harm to your system while being run. The Firewall Leak Tests
are used to test how effective the firewall component of your security software is at detecting and blocking outgoing connection
attempts. If an application is able to connect to the Internet without your knowledge, it poses a real danger meaning it can easily
retrieve private and confidential information from your system and transmit it.

Host Intrusion Prevention System (HIPS) tests are designed to test how well your security software is capable of protecting your
internal system from malicious attacks such as viruses. A good HIPS system will deny the malware from accessing your critical
operating system files, registry keys, COM interfaces and running processes.

Back to the top
License

The official terms of use for a specific program. A software license is a legal document since it formally restricts the rights of the
user.

Back to the top
M
MAC Address

A Media Access Control (MAC) address is a number that is hardwired in network adapters and is used to identify the device or
system in which it is installed.

Every device on a network has two addresses: a MAC (Media Access Control) address and an IP (Internet Protocol) address.
The MAC address is the address of the physical network interface card inside the device, and never changes for the life of the
device (in other words, the network card inside the PC has a hard coded MAC address that it keeps even if installed it in a
different machine). On the other hand, the IP address can change if the machine moves to another part of the network or the
network uses DHCP to assign dynamic IP addresses. In order to correctly route a packet of data from a host to the destination
network card it is essential to maintain a record of the correlation between a device's IP address and it's MAC address. The
Address Resolution Protocol performs this function by matching an IP address to its appropriate MAC address (and vice versa).
The ARP cache is a record of all the IP and MAC addresses that the computer has matched together.

Back to the top
Malicious File

Often called 'Malware', a malicious file is software designed to damage computer systems, steal sensitive information or gain
unauthorized access to private computer systems. For example it may be coded to gather sensitive information from a system
such as passwords, credit card details and send them back to the creator of the malware.

Back to the top
Malware

Malware is short for 'malicious software'. It is an umbrella term that describes a wide range of malicious software including
viruses, trojans, worms, scripts and root kits. When installed on a computer system or network, malware can disrupt operations,
steal sensitive and personal information, delete important data, create zombie networks and perform other destructive
operations.

Back to the top
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N
Network (computer)

Networking is the scientific and engineering discipline concerned with communication between computer systems. Such
networks involves at least two computers, which can be separated by a few inches (e.g. via Bluetooth) or thousands of miles
(e.g. via the Internet). Computer networking is sometimes considered a sub-discipline of telecommunications.

Back to the top
Network Zone

A Network Zone can consist of an individual machine (including a single home computer connected to Internet) or a network of
thousands of machines to which access can be granted or denied. The creation of network zones helps an administrator to
apply changes for all the computer(s) in selected zone(s).

Back to the top
NIDS

NIDS - Network-Based Intrusion Detection System. Detects intrusions based upon suspicious network traffic. A network intrusion
detection system (NIDS) is a system that tries to detect malicious activity such as denial of service attacks, port-scans or even
attempts to crack into computers by monitoring network traffic.

Back to the top
NNTP

Network News Transfer Protocol - Refers to the standard protocol used for transferring Usenet news from machine to machine.
A protocol is simply a format used to transfer data to two different machines. A protocol will set out terms to indicate what error
checking method will be used, how the sending machine will indicate when it is has finished sending the data, and how the
receiving machine will indicate that it has received the data.

Back to the top
0
Operating System (OS)

The essential software to control both the hardware and other software of a computer. An operating system's most obvious
features are managing files and applications. An OS also manages a computer's connection to a network, if one exists. Microsoft
Windows, Macintosh OS, and Linux are operating systems.

Back to the top
P
Ping
Ping is a computer network tool used to test whether a particular host is reachable across an IP network.

Back to the top
PKCS
PKCS refers to a group of Public Key Cryptography Standards devised and published by RSA Security.

Back to the top

PKCS#7

See RFC 2315. Used to sign and/or encrypt messages under a PKI. Used also for certificate dissemination (for instance as a
response to a PKCS#10 message). Formed the basis for SIMIME, which is now based on RFC 3852, an updated Cryptographic
Message Syntax Standard (CMS).

Back to the top
PKCS#10

See RFC 2986. Format of messages sent to a certification authority to request certification of a public key. See certificate
signing request.

Back to the top
PKCS#12

Defines a file format commonly used to store private keys with accompanying public key certificates, protected with a password-
based symmetric key.
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Back to the top
Plugin

A program that allows a Web browser to display a wider range of content than originally intended. For example: the Flash plugin
allows Web browsers to display Flash content.

Back to the top
POP2

There are two versions of POP. The first, called POP2, became a standard in the mid-80's and requires SMTP to send
messages. The newer version, POP3, can be used with or without SMTP.

Back to the top
POP3
POP3 is the abbreviation for Post Office Protocol - a data format for delivery of emails across the Internet.

Back to the top
Ports

A computer port is an interface that allows communication between applications or processes running on a host computer and
other computers, devices or networks.

Your computer sends and receives data to other computers and to the Internet through a port. There are over 65,000 numbered
ports on every computer - with certain ports being traditionally reserved for certain services. For example, your machine almost
definitely connects to Internet using port 80 and port 443. Your e-mail application connects to your mail server through port 25.

Back to the top
Potentially Unwanted Applications

A potentially unwanted application (PUA) is a piece of software that (i) a user may or may not be aware is installed on their
computer, and/or (ii) may have functionality and objectives that are not clear to the user. Example PUA's include adware and
browser toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece of software.
Unlike malware, many PUA's are 'legitimate' pieces of software with their own EULA agreements. However, the 'true’
functionality of the software might not have been made clear to the end-user at the time of installation. For example, a browser
toolbar may also contain code that tracks a user's activity on the Internet. Because of this ambiguity, many antivirus companies
use the term 'Potentially Unwanted Application’ to identify such software.

Back to the top
Q
Quarantined Files

After an antivirus scan, files that are detected as malware may either be deleted immediately or isolated in a secure environment
known as 'quarantine'. Any files moved into quarantine are encrypted so they cannot be run or executed. This prevents infected
files from corrupting the rest of a computer.

Back to the top
R
Registry Keys

The Windows Registry serves as an archive for collecting and storing the configuration settings of all computer hardware,
software and Windows components. Every time an application or hardware is started, it will access the registry keys relating to
it. Applications will also access and modify their registry keys constantly during the course of their execution. As the registry is
one of the most regularly accessed parts of Windows, it plays a critical role in the stability, reliability and performance of a
computer. Indeed, many computer problems are caused by registry errors. Corrupt keys and invalid keys left by uninstalled
applications can often cause severe degradation in system performance, crashes and, in extreme cases, can render a system
un-bootable. Inexperienced users are, however, discouraged from making manual adjustments to the registry because a single
change can have potentially devastating consequences. There are several dedicated registry cleaners available today, including
Comodo PC TuneUp.

Back to the top
S
S/IMIME

SIMIME (Secure / Multipurpose Internet Mail Extensions) is a standard for public key encryption and signing of email
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encapsulated in MIME.
Back to the top
Single User Certificate

Assingle use certificate refers to the x.509 and associated private key generated by SecureEmail on Alice; stored on SES and
downloaded by Bob after a successful SSL client authentication.

Back to the top
SMB

A message format used by DOS and Windows to share files, directories and devices. NetBIOS is based on the SMB format, and
many network products use SMB. These SMB-based networks include Lan Manager, Windows for Workgroups, Windows NT,
and Lan Server. There are also a number of products that use SMB to enable file sharing among different operating system
platforms.

Back to the top
SMTP

Simple Mail Transfer Protocol is the most widely used standard for email transmission across the Internet. SMTP is a relatively
simple, text-based protocol, where one or more recipients of a message are specified (and in most cases verified to exist) and
then the message text is transferred.

Back to the top
SNMP

Simple Network Management Protocol. The network management protocol used almost exclusively in TCP/IP networks. SNMP
provides a means to monitor and control network devices, and to manage configurations, statistics collection, performance, and
security.

Back to the top
Spyware

Spyware is a program that performs certain actions without the consent of the user such as displaying advertisements, collecting
personal and sensitive information and changing the configuration of the computer. Not all tracking software are malicious since
you may have agreed to the conditions as a trade-off for obtaining certain services for free. The tracking software will monitor
your online activities to decide what kind of ads should be shown for you.

Back to the top

SSL

Secure Sockets Layer (SSL) is a commonly used protocol for ensuring secure message transmission on the internet. It
facilitates an encrypted connection between a web server and an internet browser. It was developed by Netscape in 1994 as a
direct response to growing concerns over internet security.

The encryption provided by SSL means that all data passed between a web server and a browser is private and cannot be
eavesdropped on. You can tell if you are in an SSL session if the URL begins with https.

SSL is used on the payment pages of millions of websites to protect their online transactions with their customers.

Back to the top
STATIC IP
An IP address which is the same every time you log on to the Internet. See IP for more information.

Back to the top
Stealth Port

Port Stealthing is a security technique whereby ports on an Internet connected PC are hidden so that they provide no response
to a remote port scan.

A computer sends and receives data to other computers and to the Internet through an interface called a port. There are over
65,000 numbered ports on every computer - with certain ports being traditionally reserved for certain services. For example,
most computers connect to the internet using ports 80 and port 443. Most e-mail applications connect to their mail server
through port 25. A'port scanning' attack consists of sending a message to each port to find out which are open and which are
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being used by services. With this knowledge, a hacker can determine which attacks are likely to work against a particular
computer. Port stealthing effectively makes it invisible to a port scan. This differs from simply 'closing' a port as NO response is
given to any connection attempt (‘closed' ports respond with a 'closed’ reply- revealing to the hacker that there is actually a PC in
existence).

Back to the top

Stateful Packet Inspection

Stateful Packet Inspection, also known as SPI, is an enhanced firewall technique that uses dynamic packet filtering method over
the older method of static packet filtering. SPI scrutinizes the packet contents, monitors traffic and keeps track of the sources of
packets. A network administrator can configure the firewall that uses SPI according to the needs of the organization, for
example, close ports until requested by legitimate users to open them.

Back to the top

SYN

SYN (synchronize) is a type of packet used by the Transmission Control Protocol (TCP) when initiating a new connection to
synchronize the sequence numbers on two connecting computers. The SYN is acknowledged by a SYN/ACK by the responding
computer.

Back to the top
T
TCP

TCP stands for Transmission Control Protocol. TCP is one of the main protocols in TCP/IP networks. Whereas the IP protocol
deals only with packets, TCP enables two hosts to establish a connection and exchange streams of data. TCP guarantees
delivery of data and also guarantees that packets will be delivered in the same order in which they were sent.

Back to the top
Token-Ring

LAN technology was developed and promoted by IBM in the early 1980s and standardized as IEEE 802.5 by the Institute of
Electrical and Electronics Engineers. Initially very successful, it went into steep decline after the introduction of 10BASE-T for
Ethernet and the EIA/TIA 568 cabling standard in the early 1990s. A fierce marketing effort led by IBM sought to claim better
performance and reliability over Ethernet for critical applications due to its deterministic access method, but was no more
successful than similar battles in the same era over their Micro Channel architecture. IBM no longer uses or promotes Token-
Ring. Madge Networks, a one time competitor to IBM, is now considered to be the market leader in Token Ring.

Back to the top

Trojan

ATrojan is a type of malware that looks like a legitimate piece of software and users are tricked to install and execute in their
computers. The malware takes the name from the Greek mythology, Trojan Horse, a wooden horse that was used by the Greeks
to infiltrate the city of Troy. Once the malware is activated, it can damage the system, spread other computer viruses and also
create a back door so as to allow online fraudsters to take access or control the system.

Back to the top

Trusted Files

In Comodo Internet Security, a trusted file is one that is considered safe and is allowed to run on a user's computer. This type of
file can also be referred to as a 'safe’ file or a 'white-listed' file.

Afile will be treated as safe if it is in the 'Trusted Files' list OR if it is digitally signed by a 'Trusted Software Vendor'. Comodo
Internet Security ships with a list of trusted files and a list of Trusted Vendors. Users can add their own trusted files and vendors
to their local installation. They can also submit files and vendors to Comodo so they can be considered for inclusion in future
safe lists.

Back to the top

Trusted Software Vendor
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ATrusted Software Vendor (TSV) is a publisher of software that is automatically trusted by Comodo Internet Security software.
Executable files that have been digitally signed by a TSV will be allowed to run normally and will not be placed in the sandbox.

Many software vendors digitally sign their software with a code signing certificate. Digitally signed software helps a user to
identify the publisher and to be sure that the software he/she is downloading is genuine and has not been tampered with. Each
code signing certificate is counter-signed by a trusted certificate authority (CA) after the CA has conducted detailed checks that
the vendor is a legitimate company.

Back to the top
U
User
A person who uses a computer, including a programmer or end user.

Back to the top
v
Virtual Kiosk

The Virtual Kiosk is a standalone sandbox featured in Comodo Internet Security which allows users to run any applications in a
completely virtual environment. Software in the kiosk will not affect other processes, programs or data on the user’s computer.
Similarly, internet browsers running in the kiosk leave behind no personally identifying cookies or history on an employee’s real
system. The kiosk also features a virtual keyboard which provides additional security when entering usernames and passwords
on website login pages. Although the kiosk is primarily intended for users to test unknown or beta software and for launching
highly secure browsing sessions, it can be used to run most software. The kiosk interface is available in both desktop and tablet
optimized versions.

Back to the top
Virtual Machine (VM)

Virtual machine is a software application that emulates a computing environment in which a program or an operating system can
be installed and run. There are many advantages in using a VM such as for testing out new applications or procedures without
affecting the host system.

Back to the top

Virus

A computer virus is an executable application capable of causing damage to computer files, folders and components. Viruses
are also capable of self-replication so can infect multiple items on a system if left unchecked. The malicious activities performed
by a virus are wide ranging and include stealing confidential information, modifying user data, overwriting or damaging files and
erasing hard disk content.

Back to the top
Virus Database

A database of the digital signatures of all known computer viruses and malware. This database, sometimes referred to as a
'black list', enables antivirus software to detect any malware running on a customer's computer.

Every time a file or executable is identified as being malware, antivirus companies will create a digital signature of the file and
add it to their database of blacklisted files. This database is then distributed to their customers as an update to their antivirus
software. If the blacklisted signature of the malware is found anywhere on a customers computer, then the file is flagged as
infected and may be quarantined or deleted.

Comodo has a dedicated team of technicians and crawlers that are continually searching for new virus strains to add to our
database. Comodo's virus database is available for public download at
http://internetsecurity.comodo.com/updates/vdp/database.php

Back to the top
Vulnerability

In network security, a vulnerability refers to any flaw or weakness in the network defense that could be exploited to gain
unauthorized access to, damage or otherwise affect the network.

Back to the top
w
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Web server
The term Web server can mean one of two things:

1. A computer that is responsible for accepting HTTP requests from clients, which are known as Web browsers, and serving
them Web pages, which are usually HTML documents and linked objects (images, etc.).

2. A computer program that provides the functionality described in the first sense of the term.
Back to the top

Worm

A Worm, another type of malware, unlike virus is capable of spreading from computer to computer without any human help. The
worm with its capability to replicate itself several times over consumes most of the system memory causing the computer to slow
down or crash altogether. It can also cause bandwidth jam while spreading to other computers in the network.

Back to the top

Wildcard

Wildcards are symbols that add flexibility to a keyword search by extending the parameters of a search word. A wildcard item is
usually denoted with the asterisk symbol, *'. This stands for one-or-more characters (useful for all suffixes or prefixes). In digital
certification terms, a 'wildcard certificate’ means that the certificate will secure the domain plus unlimited sub-domains of that
domain. A wildcard certificate is applied for using the format *.domain.com'.

Back to the top
X
X.509
An internationally recognized standard for certificates that defines their required parts

Back to the top

Z
Zero-Day Malware

Zero-day malware describes new computer viruses or worms that have been discovered in the public realm but which antivirus
vendors have not yet created a digital signature for. The term means that the antivirus companies have had 'zero-days' to react.
New malware can reasonably be called 'zero-day' for the the length of time between its discovery and the creation of a signature
to combat it. For most antivirus vendors, this is usually measured in a matter of hours. Of course, the malware itself may have
been at large for a much longer period of time before it was discovered. Because of this window of vulnerability, most security
software has grown beyond a reliance on traditional, signature based detection. Most antivirus software now contains layers of
prevention-based technologies intended to detect and neutralize 'unknown' malware until such time as a signature can be
created. Example technologies include heuristic detection, host intrusion prevention (HIPS), automatic sandboxing and real-time
behavior analysis.

Back to the top
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the digital
landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network and endpoint with
innovative technologies solving the most advanced malware threats. With over 80 million installations of its threat prevention
products, Comodo provides an extensive suite of endpoint, website and network security products for MSPs, enterprises and
consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches and internet-
crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative cybersecurity platform
that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity platform enables customers to protect
their systems and data against even military-grade threats, including zero-day attacks. Based in Clifton, New Jersey, Comodo
Cybersecurity has a 20-year history of protecting the most sensitive data for both businesses and consumers globally. For more
information, visit comodo.com or our blog. You can also follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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